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Scopi di guesta guida

Questa guida descrive I'installazione e la configurazialesidtema operativo NetBSD e anche
'impostazione e 'amministrazione di qualche suo sotstesna. Si rivolge principalmente a chi
proviene da altri sistemi operativi con la speranza di esstle per la soluzione di molti piccoli
problemi che si riscontrano quando si inizia ad utilizzanguovo strumento.

Questa guida non € un tutorial su Unix: una conoscenza bageattihe concetto e strumento e
necessaria per essere compresa. Devi conoscere, per esehgtosa sia un file ed una directory e
come utilizzare un editor. Ci sono un sacco di libri che spiegcio se non conosci questi concetti, ti
consiglio di acquistare un testo introduttivo. Credo claenseglio scegliere un libro generale ed evitare
titoli come “Imparare Unix-XYZ, versione 1.2.3.4 in 10 gmt, ma dipende dai tuoi gusti. Se non hai
mai installato un sistema BSD, prima o poi ti troverai davalteditor vi: senza un po’ di
documentazione potrebbe risultare un ostacolo insorrbdeténa volta che avrai finito I'installazione
del sistema sarai capace di installare qualsiasi editoogramma.

Ancora un sacco di lavoro € richiesto per completare quastaduzione a NetBSD: qualche capitolo
ancora non & completo (altri ancora non sono stati inizéagjjlalche argomento ancora necessita di
testing (anche una guida deve essere collaudata). CerdHex@rarci e migliorarla nel mio tempo
libero ma se vuoi aiutarci sei il benvenuto: puoi scriverevigapitoli (o parte di essi) o inviare
correzioni per argomenti esistenti.

Questa guida e attualmente mantenuta dal NetBSD www teamv(@NetBSD.org>). Correzioni e
suggerimenti devono essere inviati a quell’indirizzo. Daliocchiata anchefgppendix B

XVii
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Che cosa e NetBSD?

NetBSD & un sistema operativo Unix-like libero, sicuro adralanete portabile, disponibile per molte
piattaforme, dai server Opteron a 64bit e i sistemi desktopdi palmari e ai dispositiviembedded. Il
suo design pulito e le sue caratteristiche all’avangudodiandono eccellente sia come ambiente di
produzione che come ambiente di ricerca ed & supportatoudagti con I'intero codice sorgente. Molte
applicazioni sono disponibili e facilmente reperibilinmde la Collezione dei Pacchetti NetBSD.

1.1 La storia di NetBSD

La prima versione di NetBSD (0.8) risale al 1993 e deriva g&éma operativo 4.3BSD Lite, una
versione di Unix sviluppata all'Universita della Califdan Berkeley (BSD = Berkeley Software
Distribution), e dal sistema 386BSD, il primo port BSD peClaU Intel 386. Negli anni seguenti le
modifiche della versione 4.4BSD Lite (I'ultima versione delippo Berkeley) sono state integrate nel
sistema. La branca BSD di Unix ha avuto una grande importamzifuenza nella storia di questo
sistema operativo, al quale ha contribuito con molti stmtin@ee e miglioramenti che sono ora
standard in tutti gli ambienti Unix: I'editor vi, la shell @,controllo dei job, il fast file system Berkeley,
segnali affidabili, supporto per la memoria virtuale e T@Pgiusto per nominarne alcuni. La tradizione
di ricerca e sviluppo sopravvive tuttora nei sistemi BSDdfi e propietari) e, in particolare, in NetBSD.

1.2 Caratteristiche di NetBSD

NetBSD funziona su una vasta gamma di piattaforme hardvebéeneolto portabile, probabilmente il
sistema operativo piu portabile del mondo. L'intero codioggente di NetBSD, kernel e userland,
disponibile per tutte le piattaforme supportate; per idteédettagli si prega di visitare il sito ufficiale del
Progetto NetBSD (http://www.NetBSD.org/).

Una lista dettagliata delle funzionalita di NetBSD pu0 ess#tenuta su:
http://www.NetBSD.org/about/features.html.

Le caratteristiche base di NetBSD sono:

- Portabilita (piu di 50 piattaforme supportate)
- Sicurezza (puod essere data per scontato)

- Qualita e correttezza del codice

- Aderenza agli standard industriali

- Ricerca ed innovazione

Queste caratteristiche portano anche vantaggi indiRstiesempio, se utilizzi soltanto una piattaforma
potresti pensare di non essere interessato alla poréaidild la portabilita & legata alla qualita del codice;
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senza un codice ben scritto e ben organizzato sarebbersiatssibile supportare cosi tante piattaforme.
La qualita dunque ¢ la base di qualunque sistema softwarelicobusto, sebbene poche persone
sembrino comprenderlo. L'attenzione ai problemi arctorgti e di qualita sono ricompensati con
I'ottimo potenziale del codice di NetBSD e la qualita deiisdiiver.

Una delle caratteristiche fondamentali di NetBSD ¢ il nosees soddisfatti con implementazioni
parziali. Alcuni sistemi hanno la filosofia del “Se funzioma,bene”. Alla luce di cid NetBSD pu0 essere
descritto come “Non funzionera finché non sara correttoiis@ejuanti programmi troppo pesanti
collassano tristemente sotto il proprio peso e “funzidaak capirai perché NetBSD vuole evitare
guesta situazione a tutti i costi.

1.3 Piattaforme supportate

NetBSD supporta piu di 50 piattaforme, inclusi i PC (i386) pomuni, sistemi Opteron, SPARC e
UltraSPARC, Alpha, Amiga, Atari, m68k, e PowerPC basatiespiattaforme Apple Macintosh. Dettagli
tecnici per tutte queste architetture possono esseretiteaNaito di NetBSD (http://www.NetBSD.org/).

1.4 A chi si rivolge NetBSD

Il sito di NetBSD afferma che: “Il Progetto NetBSD fornisce sistema liberamente disponibile e
distribuibile che professionisti, hobbyisti e ricercafossono utilizzare come meglio credono”.
Aggiungerei che NetBSD € anche un sistema ideale se vuorargbnix, principalmente per la sua
aderenza agli standard (uno degli obiettivi del progetjg@rehé funziona ugualmente bene sia
sull’hardware dell’'ultimisso PC sia su un hardware che ésmerato obsoleto dalla maggior parte dei
sistemi operativi; possiamo dire che “per imparare e a@lie Unix non hai bisogno di acquistare
hardware costoso; puoi riutilizzare il vecchio PC o Mac cherella tua soffitta”, tuttavia NetBSD
spacca certamente di piu su hardware moderno! Inoltre sssitiadi un sistema Unix che giri
coerentemente su una gamma di piattaforme, NetBSD é piloieiie la tua migliore (unica) scelta.

1.5 Applicazioni per NetBSD

Quando installi NetBSD hai un ricco gruppo di programmi eligagioni disponibili per il tuo sistema.
Oltre ad avere tutti gli strumenti di produttivita Unix, éati, formatter, compilatori C/C++, debugger e
cosi via, ¢’@ un enorme (e sempre in crescita, attualmentdifs,000) numero di pacchetti che possono
essere installati sia dai sorgenti che nella forma pre-dlatap Tutti i pacchetti che ti aspetti di trovare su
un buon sistema configurato sono disponibili per NetBSDuifisahente e ci sono anche un numero di
applicazioni commerciali. In aggiunta, NetBSD fornisceaunulazione binaria per altri sistemi operativi
*nix, tale da permettere I'uso di applicazioni non nativerhulazione Linux € probabilmente I'esempio
piu rilevante, un sacco di sforzi sono stati fatti ed & usatkdnaggior parte degli utenti NetBSD; puoi
far girare le versioni Linux di

« Netscape
- Acrobat Reader

- Doom, Quake
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« Adobe FrameMaker
- molti altri programmi

NetBSD & anche capace di emulare i binari di FreeBSD, BSD#riSce di altri sistemi.

1.6 La filosofia di NetBSD

A differeneza di molti sistemi operativi odierni, I'instatione di NetBSD e ricca di funzionalita, ma non
enorme per quanto riguarda la dimensione, perché si sfopradurre un sistema base completo senza
essere ridondante. Dopo l'installazione avrai un sistease ltompletamente funzionante che poi pud
essere adattato per varie applicazioni, per esempio GN®MDE, browser web e altri strumenti di
produttivita per una macchina desktop, Apache per un websdrostgreSQL o MySQL per un server
database, etc. Hai quindi la liberta di decidere quali progni installare sulla tua macchina e
l'installazione di nuovi programmi & molto semplice conidtema pkgsrc (http://www.pkgsrc.org/).

Un altro vantaggio di questo approccio € che il sistema hasadnera senza queste applicazioni; se
deciderai di aggiornare la tua versione di Perl non dovisgespreoccupato di rompere qualche parte
del tuo sistema. Quando installerai NetBSD non troveraimnoollezioni di applicazioni
pre-pacchettizate; forse ora puoi vedere cid come unoaggitt ma quando inizierai a capire la filosofia
che c’é dietro scoprirai che questo ti da liberta. Quandmilesai queste collezioni di software (che
gualcun altro ha deciso per te) riempirai il tuo hard disk aoa gran quantita di programmi, la maggior
parte dei quali rimarranno inutilizzati (e sconosciutipeecheranno solo spazio (e possibilmente
renderanno il sistema meno stabile); questa &€ una cosatgbiedl utente BSD non vuole fare.

Proprio quando inizierai a conoscere NetBSD, ci sara sequmkcosa che continuera a stupirti,
I'estrema coerenza e logica del sistema e I'attenzionettagle nulla € lasciato al caso e tutto € ben
elaborato. Si, questa € la qualita che secondo me, ¢ la pidgeadistinguibile caratteristica di NetBSD.

Potremmo spendere giorni discutendo i relativi aspettissasali dei sistemi operativi (e qualcuno ama
fare cid) ma se non provi qualcosa seriamente non potramearte giudicare. Sono convinto, perché
I’ho visto molte volte nelle mailing list, che se provi NetBSarai conquistato dal bilancio perfetto tra
complessita ed efficenza; tutti i problemi hanno piu di uiadone; NetBSD non si accontentautia
soluzione ma cerca sempre di trovare la piu semplice edriegdetBSD € uno strumento che ti
permette di fare il tuo lavoro senza interferire nel tuo mddfarlo. A tal proposito € un ottimo
strumento; &€ come utilizzare una penna, bisogna lavoraemtknte per imparare ad utilizzarla ma una
volta imparato puoi scrivere e disegnare dimenticanddigenna.

1.7 Come ottenere NetBSD

NetBSD é un sistema operativo Open Source e come tale erileata scaricabile da ftp.NetBSD.org
(ftp://ftp.NetBSD.org) e dai suoi mirror.

Non c’eé nessun fornitore “ufficiale” dei CD-ROM NetBSD ma oi® vari rivenditori. Puoi trovare una
lista aggiornata sulla pagina (http://www.NetBSD.ong/sicdroms.html) appropiata del sito di NetBSD.
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Installing NetBSD: Preliminary
considerations and preparations

2.1 Preliminary considerations

2.1.1 Dual booting
It is possible to install NetBSD together with other opergtsystems on one hard disk.

If there is already something on the hard disk, think how yani ftee some space for NetBSD; if
NetBSD will share the disk with other operating systems yduprobably need to create a new partition
(which you will do with sysinst) and, maybe, to resize an gxgsone.

It is not possible to resize an existing partition with sgsifbut there are some commercial products (like
Partition Magic) and some free tools (FIPS, pfdisk) avdddbr this.

You can also install NetBSD on a separate hard disk.

Advise: We recommend to install NetBSD on its own, separate hard disk! This will avoid the risk to
damage the existing operating system. Setting up a dual- or multi-boot system is a task for
experienced users.

2.1.2 NetBSD on emulation and virtualization

With modern and powerful hardware it is possible to instatl aun NetBSD on top of other operating
systems - without the cumbersomeness of dual booting. Eoralar virtualization environments
provide a fast and secure way to try out NetBSD. The host dpgraystem stays unchanged, and the
risk to damage important data is limited.

This requires the correct setup of an emulation softwareraralization technology on the hosting
operating system. That given, it is just at matter of crep#itiile-based image and using an install CD
image to start with NetBSD.

Information about NetBSD as a Xen host and guest system iableon the NetBSD/xen web page
(http://www.NetBSD.org/ports/xen/)

The NetBSD on emulated hardware (http://www.NetBSD.argglemulators.html) web page provides
detailed information about various emulators and the sttpddNetBSD platforms
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2.2 Install preparations

2.2.1 The INSTALL* document

The first thing to do before installing NetBSD is to read thease information and installation notes in
one of thelNSTALL. = files: this is the official description of the installatiorogedure, with platform
specific information and important details. It can be foumthie root directory of the NetBSD release
(on the install CD or on the FTP server):

- ftp://ftp.NetBSD.org/pub/NetBSD/NetBSD-4.x/ pl at f or MINSTALL.html

It is advisable to print the INSTALL.* document out. It is akale in various formats, usually .txt, .ps,
.more and .html

2.2.2 Hard disk geometries

Note: You can do the install even if you don’t know the hard disk geometry. In this case you have to
trust sysinst, which automatically determines the geometry and (usually) gets it right.

It is sensible to be aware of geometry issues that may arigdation to the used hard disk. First of all,
you should know about sector size. You can count on this tal2eb§tes; other sizes are rare (and
currently not supported). Of particular interest are thenhar of sectors per track, the number of tracks
per cylinder (also known as the number of heads), and the auaileylinders. Together they describe
the disk geometry.

The BIOS has a limit of 1024 cylinders and 63 sectors per tfackoing BIOS 1/0O. This is because of
the old programming interface to the BIOS that restricts¢healues. Most of the big disks currently
being used have more than 1024 real cylinders. Some haveth@r®3 sectors per track. Therefore, the
BIOS can be instructed to use a fake geometry that accesstofibe disk and the fake geometry has
less than or equal to 1024 cylinders and less than or equé8l $e@&ors. This is possible because the
disks can be addressed in a way that is not restricted to ladises, and the BIOS can internally perform
a translation. This can be activated in most modern BlIOSessing Large or LBA mode for the disk.

NetBSD does not have the mentioned limitations with regartti¢ geometry. However, since the BIOS
has to be used during startup, it is important to know abaiggtometry the BIOS uses. The NetBSD
kernel should be on a part of the disk where it can be loadetdjuke BIOS, within the limitations of the
BIOS geometry. The install program will check this for yondawill give you a chance to correct this if
this is not the case.

If you have not yet installed any other systems on the haidttet you plan to install NetBSD on, or if
you plan to use the disk entirely for NetBSD, you may wish teathyour BIOS settings for the ‘Large’
or ‘LBA modes, and activate them for the hard disk in quastid/hile they are not needed by NetBSD
as such, doing so will remove the limitations mentioned ahawnd will avoid hassle should you wish to
share the disk with other systems. Do not change thesegitiyiou already have data on the disk that
you want to preserve!
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In any case, it is wise to check the BIOS settings for the hakigeometry before beginning the
installation, and write them down. While this should usyalbt be needed, it enables you to verify that
the install program determines these values correctly.

The geometry that the BIOS uses will be referred to as the Bj@8netry, the geometry that NetBSD
uses is the real geometry.

sysinst, the NetBSD installation program, will try to digseoboth the real geometry and BIOS geometry.

It is important that sysinst know the proper BIOS geometrgaable to get NetBSD to boot, regardless
of where on your disk you put it. It is less of a concern if thekds going to be used entirely for
NetBSD. If you intend to have several OSes on your disk, tacomes a much larger issue.

The installation program mentions two types of hard diskngeiies:

- real geometry
- BIOS geometry

real geometrys the real geometry of the hard disk, detected by the sys@S geometris the
geometry used by the BIOS and it could be different from tla oee (for example, BIOS could remap
the disk using LBA).

The disk used in the installation example is an IDE disk wiih following geometries:

real: 6232 cyl, 16 heads, 63 sec
BIOS: 779 cyl, 128 heads, 63 sec (LBA)

As you can see the BIOS remaps the disk using LBA, effectikedyicing the number of cylinders and
increasing the number of tracks (but the result is the sa@®&2 6 16 = 779 * 128 = 99712). A sector
contains 512 bytes, which means that the disk size is 6232*6836* 512 = 3 GB. NetBSD does not
need to remap the disk geometry (and in fact won’t do it). Bgithe installation it is possible to change
manually the geometry if sysinst got it wrong.

2.2.3 Partitions

The terminology used by NetBSD for partitioning is diffetémom the typical DOS/Windows
terminology; in fact, there are two partitioning schemestBED installs in one of the four primary
BIOS partitions (the partitions defined in the hard disk itiart table).

Within a BIOS partition (also calleglice) NetBSD defines its BSD partitions usinglesklabel these
partitions can be seen only by NetBSD and are identified bgtoase letters (starting with “a”). For
example, wdOa refers to the “a” partition of the first IDE d{gkd0) and sdOa refers to the “a” partition
of the first SCSI disk. Ifrigure 2-1there are two primary BIOS partitions, one used by DOS and the
other by NetBSD. NetBSD describes the disk layout througfdikklabel.
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Figure 2-1. Partitions

BI OS partitions

( MBR) Di skl abel

e Jusr §

1 - NetBSD 5
....... a ~
b swap g §
! © 2
a‘ =
=

0 - DCS

Note: The meaning of partitions “c” and “d” is typical of the i386 port. Other ports use different
conventions (e.g. “c” represents the whole disk.)

Note: If NetBSD shares the hard disk with another operating system (like in the previous example)
you will probably need to install a boot manager, i.e. a program which enables you to choose the OS
to start at boot time. sysinst can do this for you and install and configure a simple but effective boot
manager.

2.2.4 Hard disk space requirements

A fresh installed NetBSD system will take about 360 MB of déglace. Additional disk space will be
needed for a swap partition, applications and for the usstes d

2.2.5 Network settings

Write down the basic network settings. Especially if youndiainstall over network via FTP or NFS you
will need:

- afree IP address for the network interface (for example: 1621.11)

- the Netmask (for example: 255.255.255.0)

- the IP address of your default gateway (for example: 1921168

- and the IP address of the DNS server you use (for example2332..75)
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2.2.6 Backup your data and operating systems!

Before you begin the installation, make sure that you hawdiahle backup of any operating systems
and data on the used hard disk. Mistakes in partitioning yiamnd disk may lead to data loss. Already
installed operating systems may become unbootable. 'titelackup"” means that the backup and
restore procedure is tested to work faultless!

2.2.7 Preparing the installation media

The NetBSD installsystem consists of two parts. The firstigahe installation kernel. This kernel
contains the NetBSD install program sysinst and it needgtdgoted from a CD (or DVD), Memory
card, USB flash drive or from a floppy disk. The sysinst progvatprepare the disk: it separates the
disk space into partitions, makes the disk bootable andasd¢he necessary file systems.

The second part of the install system are the binary didtdbisets, the files of the NetBSD operating
system. The installer needs to have access to the distiibs#its. sysinst can reach them via network
(NFS server), internet (FTP server), on CDs/DVDs or on d{skth file systems that are supported by
the installation kernel).

On big disks like CDs or memory cards, the install kernel aisttidution sets can be stored together.
The NetBSD Project provides those complete install mediayery supported hardware architecture.
They are available as bootable CD image&s6  andx .iso.torrent files):

. ftp://ftp.NetBSD.org/pub/NetBSD/iso/3.x
. ftp://ftp.NetBSD.org/pub/NetBSD/iso/4.x

Note: Please see the mirrors list (http://NetBSD.org/mirrors/#iso) and choose a local server near
you for downloads

2.2.7.1 Booting the install system from CD

To use a bootable NetBSD install CD download thiso file for your hardware architecture. Use the
CD or DVD burning software on your actual operating systerréate a bootable CD. Enable “Boot
from CD-ROM?” (or similar) in your BIOS settings, insert thé@nd reboot the computer.

Refer to to the NetBSD Bootable CD ROM HOWTO (http://NetB8ig/docs/bootcd.html), for all the
details about the creation of installation CDs

2.2.7.2 Booting the install system from floppy

If you need to create installation floppies, you need to camydy images to a diskette. The floppy
images are available on the NetBSD FTP servers or on a NetBSBIliCD. To perform this operation

in DOS you can use the rawrite program in tB&6/installation/misc directory, for Windows
there’s a version imawr32.zip . The image files arid86/installation/floppy/boot1.fs and
i386/installation/floppy/boot2.fs for installation of a “normal” PC, and
i386/installation/floppy/bootlapl.fs andi386/installation/floppy/bootlap2.fs
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for a laptop. A number of other floppies are available thatd@scribed in more detail in tHRSTALL. *
document.

Note: Before you create the installation disks on floppies, you should always check that the floppies
are good: this simple step is often overlooked but it can save you a lot of trouble!

The procedure to write floppies is:

1. Formatthe floppy.
2. Goto thd386\INSTALLATION\FLOPPY directory of the CD-ROM.

3. Runthe .\ M SC\ RAWRI TE program (or extract\MISC\RAWR32.ZIP  if you're on a Windows
system, and run the RAWRITE32 program in that file). The “®eufile’s areBOOT1.FSand
BOOT2.FS(etc., see above) and the “Destination drive” is A:

To create the boot floppy in an Unix environment, tliecommand can be used: For example:

# cd 1386/installation/floppy
# dd if=boot.fs of=/dev/fdO0a bs=36b

dd copies blocks of 512 bytes: tha=36b option copies 36 blocks at a time, effectively making the
operation faster.

Note: A 1440K floppy contains 1474560 bytes and is made up of 80 cylinders, 2 tracks, 18 sectors
and 512 bytes per sector, i.e. 80 * 2 * 18 = 2880 blocks. Thus bs=36b copies one cylinder (18 * 2
blocks) at a time and repeats the operation 80 times instead of 2880.

2.2.7.3 Booting the NetBSD install system via boot loader

An alternative to the creation of install CDs or floppies ig tise of éboot loader which is capable to
boot NetBSD kernels. One example is the GNU GRUB boot loagr.bootable disk with GRUB
already installed will work: a hard disk with a Linux systeam, USB flash drive, etc.

Apart from a disk with GRUB boot loader, some space is needstbre the NetBSD install kernel. The
install kernel can be downloaded from one of the FTP mirrors:

« ftp://ftp.NetBSD.org/pub/NetBSD/NetBSD-3.x/ por t /binary/kernel/netbsd-INSTALL.gz
« ftp://ftp.NetBSD.org/pub/NetBSD/NetBSD-4.x/ por t /binary/kernel/netbsd-INSTALL.gz

The kernel file (etbsd-INSTALL.gz ) needs to be un-zipped and saved into a directory. Thelalision
sets can also be stored into the directory, but this is optias the sets can also be downloaded later via
the sysinst installer. The (optional!) distribution sets available in theets directory:

« ftp.NetBSD.org/pub/NetBSD/NetBSD-3.x/ por t /binary/sets/
- ftp.NetBSD.org/pub/NetBSD/NetBSD-4.x/ por t /binary/sets/
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In the following example, the install kernel is in thdata directory on the first partition of the second
disk. The file system type on the driveMsSDOS FATThe next step is to boot GRUB. When the boot
menu appears, the “e” key needs to be pressed to get to the GRuBiand line:

grub>
grub> find /data/netbsd- | NSTALL
(hd1,0)

Thefind command above is used to locate the install kernel: It is erfitht partition (“0”) of the second
disk (“hd1”). GRUB gets now instructed to boot the NetBSDredron disk “hd1,0":

grub> root (hdi,0)
Filesystem type is fat, partition type Oxb

grub> kernel --type=netbsd /data/netbsd- | NSTALL

grub> boot

This will boot the NetBSD installation system.

2.3 Checklist

This is the checklist about the things that should be cledremhand now:

« Geometry of the hard disk

- Available disk space

- Bootable medium with the install system
« Disk or server with the distribution sets

+ Afree IP address and the netmask

- |P address of the default gateway

« |IP address of the DNS server

- A working backup

+ Printout of the INSTALL.* document
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3.1 Introduction

This chapter will guide through the installation procedwith sysinst, the NetBSD installation program.
It describes the installation from CD-ROM, from an unmoulfike system, and over the network via
FTP or NFS. The concepts are the same for all types of ingtadlethe only difference is in the way the
binary sets are found by sysinst. Some details of the iasi@fi differ depending on the NetBSD release:
The examples from this chapter were created with NetBSD 4.0.

Note: The data from the following install screens are just exemplary values. Do not simply copy
them, as your hardware and configuration details may be different!

3.2 The installation process

The installation process is divided logically in two stepsthe first part you create a partition for
NetBSD and you write the disklabel for that partition. In 8exond part you decide which distribution
sets you want to install and extract the files in the newlyter@partitions. The distribution sets are the
operating system.

At the end of the first part nothing has yet been written to el ldisk and you are prompted to confirm
the installation. If you confirm, the installation goes olsgeyou are brought back to the main menu and
the hard disk remains unchanged.

3.3 Keyboard layout

The NetBSD install program sysinst allows you to change #ybkard layout during the installation. If
for some reason this does not work for you, you can use the mige ifollowing table.
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3.4 Starting the installation

To start the installation of NetBSD insert the newly credtestallation floppy and reboot the computer,
or boot from a prepared CD, memory card, USB flash drive,)(€fbe kernel on the installation medium
is booted and starts displaying a lot of messages on thersareest of which say something about
hardware not being found or not being configured. This is rabas the default install kernel tries to
detect almost all the hardware supported by NetBSD; youghlytrlon’t have all these devices in your
machine.

Figure 3-1. Selecting the language

Welcome to sysinst, the NetBSD-4.0 system installation tool. This
menu-driven tool is designed to help you install NetBSD to a hard disk, or
upgrade an existing NetBSD system, with a minimum of work.

In the following menus type the reference letter (a, b, c, ...) to select an
item, or type CTRL+NsCTRL+P to select the nextrprevious item.

The arrow keys and Page-up-Page-down may also work.

fictivate the current selection from the menu by typing the enter key.

a: Installation messages in English

Messages d’ installation en fransais
Installation auf Deutsch

Komunikaty instalacyjne w jezyku polskim
Mensa jes de instalacion en castellano

b:
c:
d:
e:

When the boot procedure is over you will find yourself in theB&D installation program, sysinst,
shown inFigure 3-1 From here on you should follow the instructions displayadtee screen, using the
INSTALL. * document as a reference. You will find the INSTALL.* documientarious formats in the
root directory of the NetBSD release. The sysinst scredfimaé more or less the same layout: the
upper part of the screen shows a short description of theuoperation or a short help message; the
central part of the screen shows the current settings astddtby NetBSD; the bottom part displays a
menu of available choices. To make a choice, either use ttseickeys, the “Ctrl+N” (next) and

10
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“Ctrl+P” (previous) keys, or press one of the letters digptaleft of each choice, and confirm your
choice by pressing the Return key.
Start with the selection of the language you prefer for tis¢aitation procedure.

The next screeRigure 3-2will allow you to select a suitable keyboard type.

Figure 3-2. Selecting a keyboard type

Welcome to sysinst, the HetB3D-4.0 system installation tool. This
menu-driven tool is designed to help you install NetBSD to a hard disk, or
upgrade an existing NetBSD system, with a minimum of work.

In the following menus type the reference letter (a, b, c, ...} to select an
item, or type CTRL+N-CTRL+P to select the next-rprevious item.

The arrow keys and Page-up-/Page-down may also work.

Activate the current selection from the menu by typing the enter key.

Keyboard type

! US-English
: UK-English
: Belgian

¢ Danish

: Finnish

: French

: German

¢ Greek

! Hungarian
Italian

. page up, »: page down

=Ry =T B

O e

This will bring you to the main menu of the installation pragr (Figure 3-3.

Figure 3-3. The sysinst main menu

Welcome to sysinst, the NetBSD-4.0 system installation tool. This
menu-driven tool is designed to help you install NetBSD to a hard disk, or
upgrade an existing NetBSD system, with a minimum of work.

In the following menus type the reference letter (a, b, c, ...) to select an
item, or type CTRL+NsCTRL+P to select the nextrprevious item.

The arrow keys and Page-up-Page-down may also work.

fictivate the current selection from the menu by typing the enter key.

If you booted from a floppy, you may now remove the disk.

Thank you for using NetBSD!

NetB5D-4.0 Install System

a: Install NetBSD to hard disk

Upgrade NetBSD on a hard disk

Re-install sets or install additional sets
Reboot the computer

Utility menu

Exit Install System

Choosing the “Install NetBSD to hard disk” option brings ytouthe next screerF{gure 3-4, where you
need to confirm to continue the installation.

11
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Figure 3-4. Confirming to install NetBSD

You have chosen to install NetB3SD on your hard disk. This will change
information on your hard disk. You should have made a full backup before
this procedure! This procedure will do the following things:

a) Partition your disk

b) Create new B3SD file systems

c) Load and install distribution sets

d) Some initial system configuration

(After you enter the partition information but before your disk is changed,
you will have the opportunity to gquit this procedure.)

Shall we continue?
yes or no?

a: No

After choosing to continue with “Yes”, you select on whiclrd¢hdisk NetBSD shall be installed. If more
than one disk is available, sysinst displays a list of dis@mfwhich you need to choose one. In the
example given irFigure 3-5 there are two disks, and NetBSD will be installed on “wd@# first IDE
disk found. If you use SCSI or external USB disks, the first gl named “sd0”, the second “sd1” and
so on.

Figure 3-5. Choosing a hard disk

On which disk do you want to install NetBSD?

Available disks

b: wdl

Sysinst will then ask whether you want to do a full, minimatastom installation. NetBSD is broken
into a collection of distributions sets. “Full installatidis the default and will install all sets; “Minimal
installation” will only install a small core set, the minimmuof what is needed for a working system. If
you choose “Custom installation” you can choose which setswould like to have installed. This step
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is shown inFigure 3-6

Figure 3-6. Full or custom installation

The NetBSD distribution is broken into a collection of distribution sets.
There are some basic sets that are meeded by all installations and there are
some other sets that are not meeded by all installations. You may choose to
install a core set (Minimal installation), all of them (Full installation) or
you select from the optional distribution =sets.

Select your distribution

a: Full installation
b: Minimal installation

! Custom installation

If you chose to do a custom installation, sysinst allows ymaHoose which distribution sets to install, as
shown inFigure 3-7 You will at least need a “Kernel” “Base” and “Systeratt )” for a functional
installation.

Figure 3-7. Selecting distribution sets

The following is the list of distribution sets that will be used.
Distribution set Selected

Kernel (GENERIC)

Kernel (GENERIC.MP)

Kernel (GENERIC_LAPTOP)

Kernel (GENERIC_DIAGNOSTIC) No
Kernel (GENERIC.NODACPI) No
Base Yes
System (retc) Yes
Compiler Tools No
Games No
Online Manual Pages 3 []
Miscellaneous No
Text Processing Tools No
X11 sets None

: Install selected sets

=l =S Ty ="l B -]

ERL N S
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3.5 MBR patrtitions

The first important step of the installation has come: théifiaring of the hard disk. First, you need to
specify if NetBSD will use a partition (suggested choicejtm whole disk. In the former case it is still
possible to create a partition that uses the whole hard #igkife 3-§ so we recommend to select this
option as it keeps the BIOS partition table in a format whchompatible with other operating systems.

Figure 3-8. Choosing the partitioning scheme

We are now going to install NetBSD on the disk wdO.

NetBSD requires a single partition in the disk’s MBR partition table, this is
split further by the NetB3SD disklabel. HNetBSD can also access file systems
in other MBR partitions.

If you select ’'Use the entire disk’ then the previous contents of the disk
will be overwritten and a single MBR partition used to cover the entire disk.
If you want to install more than one operating system then edit the MBR
partition table and create a partition for NetBSD.

A few hundred MB is enough for a basic installation, but you should allow
extra for additional software and user files.
Allow at least 5GB if you want to build NetBSD itself.

Which would you like to do?

: Edit the MBR partition table

Use the entire disk

Figure 3-T'he next step shows the current state of the MBR partitiole tab the hard disk before the
installation of NetBSD: There are four primary partitiomslaas you can see this disk is currently empty.
If you do have other partitions you can leave them around astali NetBSD on a partition that is
currently unused, or you can wipe out a partition to use itNetBSD.
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Figure 3-9. fdisk

The Current MBR partition table is shown below.
Flgs: a =» Active partition, d => bootselect default, I => Install here.
Select the partition you wish to change:

Total disk size 3072 MB.
Start( MB) 3Size( MB) Flg Kind Bootmenu

unused

unused

unused
H unused
: Change input units (sectorsrscylinders-MB)
: Partition table DK

Deleting a partition is simple: after selecting the pastita menu with options for that partition will
appear Figure 3-10, change the partition kind to “Delete partition” to remdtie partition. Of course, if
you want to use the partition for NetBSD you can set the pantikind to “NetBSD” right-away.

You can create a partition for NetBSD by selecting the gartiyou want to install NetBSD to. The
partition names “a” to “d” correspond to the four primary {itézns on other operating systems. After
selecting a partition, a menu with options for that pantitwill appear, as shown iRigure 3-10

Figure 3-10. Partition options

The Current MBR partition table i= shown below.
Flg=s: a =»> Active partition, 4 => bootselect default, I => Install here.
Select the partition you wish to change:

Total disk size 3072 MB.

Start( MB) |>§ type: unused

start: O MB
size: O MB
end: © MB

active: No

! Change in : Don’t change
: Partition : Delete partitiom
linders-MB)
: Extended partition, LBA
: FreeBSD,/386BSD
: DpenB3D
: Linux native
: Linux swap
i: DOS FAT1Z
DOS FAT16, <32ZM
i page up, »: page down

To create a new partition the following information must beglied:

- the type (kind) of the new partition
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- the first (start) sector of the new partition
- the size of the new partition

Choose the partition type “NetBSD” for the new partitionifigsthe “type” option). The installation
program will automatically try to guess option “start”, liaing after the end of the preceding partition.
Change this if necessary. The same thing applies to the’spt®n; the installation program will try to
fill in the space that is available till the next partition betend of the disk (depending on which comes
first). You can change this value if it is incorrect, or if yoo dot want NetBSD to use the suggested
space.

After you have set up the partition type, start and size,atg®od idea to set the name that should be
used in the boot menu. You can do this by selecting the “bontrheption, and filling in how NetBSD
should appear in the bootmenu, e.g. “NetBSD”. It is a good terepeat this step for other bootable
partitions: so you can boot both NetBSD and a Windows systerathier operating systems) using the
NetBSD bootselector. If you are satisfied with the partititions, you confirm your choice by selecting
“Partition OK”. You choose the same option in the fdisk ifdee to finish the partitioning of the disk.

If you have made an error in partitioning (for example youéhereated overlapping partitions) sysinst
will display a message and suggest to go back to the fdisk rtirriyyou are also allowed to continue). If
the data is correct but the NetBSD patrtition lies outsideréimge of sectors which is bootable by the
BIOS, sysinst will warn you and ask if you want to proceed aayw his may eventually lead to
problems on older PCs.

Note: This is not a limitation of NetBSD: some old BIOSes cannot boot a partition which lies outside
the first 1024 cylinders. To fully understand the problem you should study the different type of
BIOSes and the many addressing schemes that they use (physical CHS, logical CHS, LBA, ...).
These topics can not be described in this guide.

With the most recent BIOS, supporting int13 extensions, it is possible to install NetBSD in partitions
that live outside the first 8 GB of the hard disk, provided that the NetBSD boot selector is installed.

If the data is correct, sysinst will offer to install a bootesgtor on the hard disk. This screen is shown in
Figure 3-11
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Figure 3-11. Installing the boot selector

Your configuration requires the NetBSD bootselect code to select which
operating system to use.

It i=s not currently installed, do you want to install it now?

yes or no?

b: No

At this point, the first part of the installation, the disk pi@oning, is over.

TheBIOS partitiongcalledsliceson BSD systems) have been created. They are also ¢20eBIOS
partitions MBR partitionsor fdisk partitions

Note: Do not confuse the slices or BIOS partitions with the BSD partitions, which are different things.

3.6 Disklabel partitions

Some platforms, like PC systems (i386), use (DOS-style) MRitions to separate file systems. The
MBR partition you created earlier in the installation pregé necessary to make sure that other
operating systems do not overwrite the diskspace that yooeaéd to NetBSD.

NetBSD uses its own partition scheme, naraatisklabe] which is stored at the start of the MBR
partition. In the next few steps you will create a disklabefnd set the sizes of the NetBSD partitions,
or use existing partition sizes, as showrkigure 3-12
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Figure 3-12. Editing partitions?

NetBSD uses a BSD disklabel to carve up the NetBSD portion of the disk into
multiple BSD partitions. You must nmow set up your BSD disklabel.

You can use a simple editor to set the sizes of the NetB3D partitions, or
keep the existing partition sizes and contents.

You will then be given the opportunity to change any of the disklabel fields.

The NetBSD part of your disk is Z000 Megabytes. A full installation requires
at least Z88 Megabytes without X and at least 338 Megabytes if the X sets are
included.

Choose your insztallation

a! Set sizes of NetBSD partitions

b: Use existing partition sizes

When you choose to set the sizes of the NetBSD partitions gapeedefine what partitions you would
like to create. The installation program will generate &ldisel based on these settings. This installation
screen is shown ifigure 3-13

Figure 3-13. Setting partition sizes

You can now change the sizes for the system partitions. The default iz to
allocate all the space to the root file system, however you may wish to hawve
separate susr (additional system files), ~var (log files etc) or ~home
(users’ home directories).

Free space will be added to the partition marked with a '+

MB Cylinders Sectors Filesystem
417 (1871) 548 854784 + ~
q 128 261 263088 suap
2] 2] tmp (mfs)
] 1] AUET

[¢] (0] suar

2] ] ~home
fidd a user defined partition
Change input units (sectors/cylinders-/MB)
Accept partition sizes. Free space 1454 MB, 1Z free partitions.

Size for swap in MB?Y [1Z28]1: 600

The default partition scheme of just using a bigroot) file system (plus swap) works fine with NetBSD,
and there is little need to change tHsgure 3-13shows how to change the size of the swap partition to
600 MB. Changingtmp to reside on &AM disk(mfs(8)) for extra speed may be a good idea. Other
partition schemes may use separate partitions/for , /Jusr and/or/home , but you may use your own
experience to decide if you need this.

The next step is to create the disklabel and edit its pamstiaf necessary -, using the disklabel editor

18
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Figure 3-141f you have predefined the partition sizes in the previoep,ghe resulting disklabel will
probably fit your wishes. In these case you can complete theegs immediately by selecting “Partition

sizes ok”.

Figure 3-14. The disklabel editor

We now have your BSD-disklabel partitions as:
This is your last chance to change them.

Start MB End MB Size

¢} 1999 2
o 3071 3
1199 1999
(¢} 6]
Show all unused partitions

b:
c:
d:
e:
f:
g:
h:

Partition sizes ok

x

MB

598
[i1010]
000
072
800

0

F3 type Newfs Mount Mount point

FF3ul

swap

NetBSD partition

Whole disk

FFSwl Yes Yes susr/local
unused

Change input units (sectorsrscylinders-MB)

There are two reserved partitions, “c”, representing theBS® partition, and “d”, representing the
whole disk. You can edit all other partitions by using thestutkeys and pressing the return key. You can
add a partition by selecting an unused slot, and settingyetexs for that partition. The partition editing

screen is shown ifigure 3-15

Figure 3-15. Disklabel partition editing

The current wvalues for partit

ion

‘a’ are,

Select the field you wish to change:

MB cylinders sectors

start: 0]

size: 598

end: 599

newf s: Yes

avg file size: 4
block size: 8192

= =Ny ="l B -

fragment size: 1024
mount : Yes
mount options:
mount point: 7/
: Change input units (sector
Restore original values
Partition sizes ok

KB e L

Select the type

a:
b:

unused
FF3vl

d: swap
e: msdos
f:
]
X

LF3

! other types
: unchanged
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3.7 Setting the disk name

After defining the data for the new disklabel, the last itertoisnter a name for the NetBSD disk as

shown inFigure 3-16 This can be used later to distinguish between disklabettharwise identical
disks.

Figure 3-16. Naming the NetBSD disk

Please enter a name for your NetBSD disk [BSDiskl: BSDisk

3.8 Last chance!

The installer has now all the data to prepare the disk forietllation. Nothing has been written to the
disk at this point but now it is the last chance to abort théaifetion process before actually writing data

to the disk, as shown iRigure 3-17 Choose “no” to abort the installation process and retuthéamain
menu, or continue by selecting “yes”.
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Figure 3-17. Last chance to abort

Ok, we are now ready to install HetB3D on your hard disk (wd®). HNothing has
been written yet. This is your last chance to quit this process before
anything gets changed.

Shall we continue?

yes or no?

a: No

3.9 The disk preparation process

After confirming that sysinst should prepare the disk, it wih disklabel(8) to define the NetBSD
partition layout and newfs(8) to create the file systems erdibk.

After preparing the NetBSD partitions and their filesystethe next question shown Figure 3-18s
which bootblockto install. Usually you will choose the default to use BI®S consolgi.e. show boot
messages on your computer’s display.

If you run a farm of machines without monitor, it may be morewenient to opt for a serial console
running on one of the serial ports. The menu also allows dngrtge serial port’s baud rate from the
default of 9600 baud, 8 data bits, no parity and one stopbit.
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Figure 3-18. Selecting a bootblock

Would you like to install the normal set of bootblocks or serial bootblocks?

Mormal bootblocks use the BIOS console device as the console (usually the
monitor and keyboard). Serial bootblocks use the first serial port as the
console.

Selected bootblock: BIDS console

Bootblocks selection

: Use BIOS console

¢ Use serial port com@

! Use serial port coml

: Use serial port comZ

: Use serial port com3

i 3et serial baud rate

! Use existing bootblocks
T Exit

bl =Ry =T R -

3.10 Choosing the installation media

Halftime - you have finished the first and most difficult partioé installation!

The second half of the installation process consists of |adipg the file systems with the the operating
system files by extracting the “sets” that you have selecéddrb (base, etc, comp,...). For unpacking the
sets, sysinst asks what information you would like to seéndithat process, as shown iRigure 3-19.

You can choose to laysinsteither show a progress bar, be quiet, or show the name of earelcted file.

Figure 3-19. Choosing the verbosity of the extraction procgs

Okay, the first part of the procedure i= finished. Sysinst has written a
disklabel to the target disk, and newfs’ed and fsck’ed the new partitions you
specified for the target disk.

The next step is to fetch and unpack the distribution filesets.

During the extraction process, what do you want to see as each file is
extracted?

Select set extraction verbosity

a: Progress bar (recommended)

b: Silent
c! Uerbose file name listing (=slow)
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Now sysinst needs to find the NetBSD sets and you must suplinfiormation. The menu offers
several choices as shownhiigure 3-20 The options are explained in detail in tINSTALL. *
document.

Figure 3-20. Installation media

Your disk is now ready for installing the kernel and the distribution sets.
fis noted in your INSTALL wotes, you have several options. For ftp or nfs,
you must be connected to a network with access to the proper machines.

Sets =selected 3, processed O, HNext set kern-GEMNERIC.

Install from

. FTP

: HTTP

: NFS

: Floppy

! Unmounted fs

¢ Local directory

¢ Skip =et

: Skip set group

: Abandon installation

=Ry - B

[

3.10.1 Installing from CD-ROM or DVD

When selecting “CD-ROM / DVD”, sysinst asks the name of the RDM or DVD device and the
directory in which the set files are stored, $égure 3-21 The device is usuallgd0 for the first
CD-ROM or DVD drive, regardless if it is IDE or SCSI (or an extal USB or FireWire drive).

Figure 3-21. CD-ROM/DVD installation

Enter the CDROM device to be used and directory on the CDROM where the
dizstribution is located.
Remember, the directory should contain the .tgz files.

a: Device cdBa
b: 3et directory /i386-binary-sets

x: Continue
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The CD-ROM/DVD device name: if you don’t know the name of the CD-ROM/DVD device, you can
find it in the following way:

1. Press Ctrl-Z to pause sysinst and go to the shell prompt.
2. Type the command:
# dmesg

This will show the kernel startup messages, including the name of the CD-ROM device, for
example cdO.

3. If the display scrolls too quickly, you can also use more:
# dmesg | nore

4. Go back to the installation program with the command:
# fg

3.10.2 Installing from an unmounted file system

Figure 3-22shows the menu to install NetBSD from an unmounted file systeisinecessary to specify
the device ("Device"), the file system of the device ("Filstsyn") and the path to the install sets ("Set
directory"). The setting for the "Base directory" is optband can be kept blank.

In the following example the install sets are stored M2DOSfile system, on partition "e" on the
device "sd0".

Figure 3-22. Mounting a file system

Enter the unmounted local device and directory on that device where the
distribution is located.
Remember, the directory should contain the .tgz files.

a: Device wd @
: File system ffs
: Base directory release
: Set directory /id86-sbinary~sets
: Continue

It is usually necessary to specify the device name and thiipar Figure 3-23shows how to specify
device "sd0" with partition "e".
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Figure 3-23. Mounting a partition

Enter the unmounted local device and directory on that device where the
distribution is located.
Remember, the directory should contain the .tgz files.

% Device  ———udg

b: File system ffs

c: Base directory release

d: 3et directory /i386-binary-sets
®: Continue

device [wdB]1: =dBe

In Figure 3-24the file system type is specified. It is “msdos” but it couldbdie the NetBSD file system
“ffs” or “ext2fs”, a Linux file system. The “Base directoryteém is left blank and the binary sets are
stored under “/sets”. Choosing “x: Continue” will finallyast the installation of the sets.

Figure 3-24. Accessing a MSDOS file system

Enter the unmounted local device and directory on that device where the
distribution is located.
Remember, the directory should contain the .tgz files.

: Device =d0e
: File system msdos
: Base directory

: Set directory s/sets

: Continue

3.10.3 Installing via FTP

If you choose to install from a local network or the Internigt FTP, sysinst will configure the system’s
network connection, download the selected set files to adeanp directory and extract them.
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The NetBSD versions 3.x and 4.x currently support the ifegtah via ethernet, ethernet-over-USB and
wireless LAN. Installation via DSL (PPP over Ethernet) i$ siwpported during installation.

The first step shown iigure 3-25consists of selecting which network card to configure. stsinill
determine a list of network interfaces available in yourdweare, present them and ask which one it shall
use.

Note: The exact names of your network interfaces depends on the hardware you use, example
interfaces are “ne” for NE2000 and compatible ethernet cards, “tlp” for TULIP-based ethernet cards,
“wi” for Lucent WaveLAN and “ath” for Atheros based wireless cards. This list is by no means
complete, and NetBSD supports many more network devices.

To get a list of network interfaces available on your system (or rather, a list of all the network
interfaces which NetBSD detected), interrupt the installation process by pressing “Ctrl+Z”, then enter

# ifconfig -a
ne2: flags=8822<UP,BROADCAST,NOTRAILERS,SIMPLEX,MULT ICAST> mtu 1500
address: 00:06:0d:¢6:73:d5
media: Ethernet autoselect 10baseT full-duplex
status: active
inet 0.0.0.0 netmask Oxffffff00 broadcast 0.0.0.0
inet6é fe80::206:dff:fec6:73d5%ne2 prefixlen 64 scopeid O x1
100: flags=8009<UP,LOOPBACK,MULTICAST> mtu 33196
inet 127.0.0.1 netmask Oxff000000
ineté ::1 prefixlen 128
inet6 fe80::1%Il00 prefixlen 64 scopeid 0x2
ppp0: flags=8010<POINTOPOINT ,MULTICAST> mtu 1500
pppl: flags=8010<POINTOPOINT,MULTICAST> mtu 1500
sl0: flags=c010<POINTOPOINT,LINK2, MULTICAST> mtu 296
sl1: flags=c010<POINTOPOINT,LINK2, MULTICAST> mtu 296
strip0: flags=0 mtu 1100
stripl: flags=0 mtu 1100

for a list of all network interfaces (ne2, 100, pppO0, ...), and their current state. To get more information
about all the devices found during system startup, including network devices, type

# dnmesg | nore

To only get information about a single device, for example “ne2”, run:

# dnesg | grep “ne2

ne2 at pci0O dev 3 function 0: Realtek 8029 Ethernet

ne2: Ethernet address 00:06:0d:c6:73:d5

ne2: 10base2, 10ObaseT, 10baseT-FDX, auto, default [0x40 Ox 40] 10baseT-FDX
ne2: interrupting at irg 11

You can return to the NetBSD installation by typing

# fg
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Figure 3-25. Which network interface to configure

I have found the following network interfaces: neZ

Which device shall I use? [ne2l: nel

Next, here is a chance to configure options for your networ#lioma, like duplex settings for ethernet,
and various settings for wireless LAN cards.

Note: Itis unlikely that you will need to enter anything other than the default here. If you experience
problems like very slow transfers or timeouts, you may for example force different duplex settings for
ethernet cards here. To get a list of supported media and media options for a given network device
(say: “ne2”), escape from sysinst by pressing “Ctrl+Z”, then enter:

# ifconfig -mne2
ne2: flags=8822<UP,BROADCAST,NOTRAILERS,SIMPLEX,MULT ICAST> mtu 1500
address: 00:03:0d:¢6:73:d5
media: Ethernet 10baseT full-duplex
status: active
supported Ethernet media:
media 10baseT
media 10baseT medi aopt full-dupl ex
media 10base2
media aut osel ect

The various values given after “media” may be of interest here, including keywords like “autoselect”
but also including any “mediaopt” settings.

Return to the installation by typing:

# fg

The next question will be if you want to perform DHCP autocgufation as shown irigure 3-26
Answer “Yes” if you have a server for tHagynamic Host Configuration Protoc@DHCP) running
somewhere on your network, and sysinst will fetch a numbeeédults from it. Answer “No” to enter
all the values manually.

To explain things, we will assume you answered “No” and go ait the questions asked in detail.
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Figure 3-26. Using DHCP for network configuration

media: Ethernet 10baseT full-duplex
supported Ethernet media:
media autoselect
media 10baseT
media 10baseT mediaopt full-duplex
media 10baseZ
Metwork media type [autoselect mediaopt full-duplex]l: awutoselect

Perform DHCP autoconfiguration?

. Yes

Figure 3-27shows the questions asked for the network configurationvahes asked for are:

Your DNS Domain:

This is the name of the domain you are in.

Your host name:
The name by which other machines can usually address yoysuem Not really used during
installation.

Your IPv4 number:

Enter your numerical Internet Protocol address in “dotteddj notation here, for example
192.168.1.3

IPv4 Netmask:

The netmask for your network, either given as a hex valueffffi®0”) or also in dotted-quad
notation (“255.255.255.0").

IPv4 gateway:

Your router’s (or default gateway’s) IP address. Do not usesitname here!

IPv4 name server:

Your (first) DNS server’s IP address. Again, don’t use a harsta here to avoid some nasty
problems.
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Figure 3-27. Entering and configuring network data

media: Ethernet 10baseT full-duplex
supported Ethernet media:
media autoselect
media 10baseT
media 10baseT mediaopt full-duplex
media 10baseZ
Metwork media type [autoselect mediaopt full-duplex]l: awutoselect
Your DN3 domain: my.domain
Your host name: vigorll
Your IPv4 number: 192.168.1.11
IPvd Netmask [Ox<fffFfFOO]: 255.255.255.0
IPv4 gateway: 192.168.1.1
IPv4 name serwver: 145.£253.2.75

Perform IPuv6 autoconfiguration?

a: Noj
b: Yes

After answering all questions for the network configuratitey will be printed again with a chance to
go back and re-enter them, deigure 3-28 When selecting “No”. Choose “Yes” if you are satisfied with
your settings to proceed with the installation.

Figure 3-28. Confirming network parameters

The following are the values you entered.

DN3 Domain: my .domain
Host Name: vigorll
Primary Interface: nez

Host IP: 192.168.1.11
Netmask: 255.255.255.0
IFuv4 Nameserwver: 145.253.2.75
IPv4 Gateway: 192.168.1.1
Media type: autoselect
IPu6 autoconf : ]

IFu6 Nameserwver: {none>

Are they OK?

b: No

sysinst will now run a few commands (not displayed in detaii) to configure the network: flushing the
routing table, setting the default route, and testing ifrie&vork connection is operational.

After the installer knows the destination where to downltielfiles, what network connection to use for
downloading them, and on which partition and file system toaex them, the last data missing is the
place where to download the install sets from, which is whatrtext dialogue shown figure 3-29
allows to change. You can adjust the server where the disivibbsets are fetched from, the base
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directory of the NetBSD release you want to install and thelgectory (relative to the base directory),
which usually contains the architecture you want to inskdl can also change the FTP user’s login
name (“user”) and password here, if needed. If you want taUsS€P proxy for downloading, enter its
URL here as well.

When you are satisfied with your settings (the defaults wooktof the time), choose “Get Distribution”
to continue.

Figure 3-29. Defining the FTP settings

The following are the ftp site, directory, user, and password that will be
used. If "user" is "ftp", then the password is not needed.

Host ftp.NetBSD.org
Set directory vi386sbinaryssets
User ftp

Password

Proxy

Transfer directory susr. INSTALL
Delete after install ) []

Get Distribution

o

=l =R Wy =Tl |

x

The distribution sets will now get downloaded and extracidter extracting all selected sets, sysinst
will create device nodes in the /dev directory. The instail#l then ask, if the network settings should
be saved permanently for regular use, as shovwkigare 3-30
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Figure 3-30. Saving the network settings

Is the network information you entered accurate for this machine

in regqular operation and do you want it installed in -retc?

b: No

3.10.4 Installing via NFS
If you want to install NetBSD from a server in your local netko\FS is an alternative to FTP.
Note: Using this installation method requires the knowledge to setup a NFS server and is a task for

experienced users.

As shown inFigure 3-31using NFS requires to specify the IP address of the NFS seiittef'Host", the
"Base directory" that iexportedoy the NFS server and the "Set directory", which containsribgll
sets.
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Figure 3-31. NFS install screen

Enter the nfs host and server directory where the distribution iz located.
Remember, the directory should contain the .tgz files and must be nfs
mountable.

b: Base directory /bsdsrelease
c: 3et directory »i386-binaryssets
®: Continue

Figure 3-32shows an example: Host “192.168.1.50" is the NFS servetrptteevides the directory
“/home/username/Downloads” accessible over network.Né&t&SD install sets are stored in the
directory “/home/username/Downloads/sets” on the NF@se€hoose “Continue” to start the
installation of the distribution sets.

Figure 3-32. NFS example

Enter the nfs host and server directory where the distribution iz located.
Remember, the directory should contain the .tgz files and must be nfs
mountable.

a: Host 192 .166.1.50
b: Base directory home-username-Downloads
c: Set directory sets

=: Continue

3.11 Extracting sets

After all sets are available at this step - either from a CDMRDVD or in a directory where the set files
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were downloaded into, they will be extracted into the newBE file system next.

After extracting all selected sets, sysinst will createidewodes in thédev directory and then displays
a message saying that everything went well.

Another message (s&égure 3-33 will let you know that the set extraction is now completea ahat
you will have an opportunity to configure some essentialghibefore finishing the NetBSD installation.

Figure 3-33. Extraction of sets completed

The extraction of the selected =sets for MetB5D-4.0 iz complete. The
system is now able to boot from the selected harddisk. To complete the

installation, sysinst will give you the opportunity to configure some
essential things first.

it enter to continue

3.12 System configuration

The first thing you can adjust is the timezone in which theaystesides. It i¥Jniversal Time
CoordinatedUTC) by default, and you can use the two-level menu of cemtis/countries and cities
shown inFigure 3-34to determine your timezone. If you are satisfied with yourichppress the Return
key to update the display of your local time. Press “x” folemhby Return to exit timezone selection.
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Figure 3-34. Selecting the system'’s time zone

Please choose the timezone that fits you best from the list below.
Press RETURN to select an entry.

I

Press 'x’ followed by RETURN to guit the timezone selection.

Default: uTC
Selected: uTcC
Local time: Mon Jul 16 91:06:15 2007 UTC

Back to main timezomne list
Europesfimsterdam
Europe/Andorra
EuropesAthens
Europe/Belfast
Europe-Belgrade
EuropesBratislava
Europe-Brussels
EuropesBucharest
Europe/Budapest
EuropesChisinau
<: page up, >: page down

The next thing that is asked is which algorithm shall be useshtrypt the password fil&igure 3-35.
While “DES” is the standard algorithm used on most Unix syste“MD5” and “Blowfish” allow longer
passwords than DES, which only uses the first eight chasacféhe password that is entered. DES is
still useful for interoperability with other operating $gms.

Figure 3-35. Selecting a password encryption scheme

Please choose the password cipher to use. HNetBSD can be configured to use
either the DES, MD5 or Blowfish schemes.

The traditional DES scheme is compatible with most other Unix-like operating

systems, but only the first 8 characters of any password will be recognised.

The MD5 and Blowfish scheme allows for longer passwords, and some would argue
that it’'s more secure.

If you have a network and intend to use NIS, please bear in mind the
capabilities of other machines on your network.

If you are upgrading and would like to keep configuration unchanged, choose
the last option "do not change”.

Password cipher

b: MDS
c: Blowfish 27 round
d: do not change

After choosing the password cipher you are asked if you wagét the root password, sEgure 3-36
NetBSD doesn't start any services when booting up afteailasion, yet it is still recommended to set a
root password right here for security reasons.
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Figure 3-36. Setting root password?

The root password of the newly installed system has not yet been initialized,
and is thus empty. Do you want to set a root password for the system now?

yes or no?

b: No

When you agree to set a root password, sysinst will run thewa#(@) utility for you, and you should
enter your new root password (twice). Please note that te&ygad is not echoed, and if you enter a
very simple password, the system will warn you about thigolf insist on entering the same simple
password again, NetBSD will give in and let you have your vgitbviding you with all the rope you
need to hang yourself.

Figure 3-37. Setting root password

Status: [
(il LGl asswd -1 root

Ew password:
Retype new password:

The next item is to choose which command line interpretese khown as “shell” in Unix - will be used
for the root account. As printed Figure 3-38the default is the classBourne shelsh(1). Other
choices are th&orn shellksh(1) and th& shellcsh(1). While BSD systems have traditionally shipped
with csh as login shell for the system manager, modern systend to come with a Bourne shell (or
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variants thereof, like ksh or bash), and it may be useful twsk this if you have experience on such
systems. Else, the default will be fine, and it can always laeghld later.

Figure 3-38. Choosing a shell

You can now select which shell to use for the root user. The default is
+binszh, but you may prefer another one.

Root shell

b: ~sbin-sksh
c: -binrscsh

3.13 Finishing the installation

At this point the installation is finished, s&gure 3-39

Figure 3-39. Installation completed

The installation of NetB5D-4.0 is now complete. The system should boot
from hard disk. Follow the instructions in the INSTALL document about final
conf iguration of your system. The afterboot(8) manpage is another

recommended reading: it contains a list of things to be checked after the
first complete boot.

At a minimum, you should edit retcsrc.conf to match your needs. See
setcsdefaultssre.conf for the default values.

enter to co

After passing the dialog that confirms the installationjrestswill return to the main menu. Remove any
installation media (floppy, CD, disks) and choose “Reboetabmputer” to boot your new NetBSD
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installation as shown iRkigure 3-40

Figure 3-40. Reboot to finish installation

Welcome to sysinst, the NetB3D-4.0 system installation tool. This
menu—-driven tool is designed to help you install NetBSD to a hard disk, or
upgrade an existing NetBSD system, with a minimum of work.

In the following menus type the reference letter (a, b, ¢, ...) to select an
item, or type CTRL+N-CTRL+P to select the next/previous item.

The arrow keys and Page-up-Page-down may also work.

Activate the current selection from the menu by typing the enter key.

If you booted from a floppy, you may now remove the disk.

Thank you for using HetB3D?

NetBSD-4.0@ Install System

a: Install NetBSD to hard disk

b: Upgrade NetB3D on a hard disk
Re—-install sets or install addi
Utility menn

x: Exit Install System
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Aggiornare NetBSD

4.1 Panoramica

Questo capitolo descrive I'aggiornamento binario deksigt NetBSD. Per effettuare I'aggiornamento e
necessario avere un lettore floppy o qualsiasi altra perdeli boot disponibile. Si deve anche avere
disponibili almeno i distribution sdiasee kern (o li si puo scaricare via FTP). Infine, bisogna avere
sufficiente spazio sul disco per installare i nuovi binaal Bhomento che i file gia installatci nel sistema
vengono sovrascritti in loco, tutto cio che serve € lo spagigiuntivo per i file che non sono stati
installati precedentemente o per soddisfare I'incremdntiimensioni dei set fra i vari rilasci. Se si
dispone di pochi megabyte liberi su ognuna delle partizioat ( ) e/usr , si dovrebbe avere
abbastanza spazio.

Note: Visto che I'aggiornamento coinvolge il rimpiazzo del kernel, i blocchi d’avvio (i cosiddetti boot
blocks, NdT) della partizione NetBSD, e gran parte dei binari di sistema, hanno le capacita di
causare perdite di dati. Si consiglia caldamente di effettuare un backup di ogni dato importante nella
partizione NetBSD o sulla partizione di altri sistemi operativi sul disco prima di cominciare il
processo di aggiornamento.

La procedura d’aggiornamento utilizzando lo strumentansg® simile a un’installazione ma senza il
partizionamento del disco rigido. sysinst provera ad uleiimpostazioni memorizzate nella directory
/etc  con la nuova versione di NetBSD. Ottenere i distributionesahalogo alla procedura
d’installazione. In aggiunta, vengono effettuati alcumtolli (sanity check, NdT), ad esempio, i file
sistem vengono controllati prima di decomprimere i set.

4.2 | documenti INSTALL*

Prima di fare un aggiornamento & essenziale leggere lenamioni di rilascio e le note d’aggiornamento
in uno dei fileINSTALL. =: questa € la descrizione ufficiale della procedura d’aggiorento, con
informazioni e dettagli importanti specifici per la piatieha. Questi possono essere trovati nella
directory root del rilascio di NetBSD (all'interno del CD idistallazione o sul server FTP).

E consigliabile stampare i documenti INSTALL.*. Questi satisponibili in vari formati, generalmente
ixt, .ps, .more e .html.
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4.3 Eseguire I'aggiornamento

La seguente sezione fornisce una panoramica dettagllatavaeal processo di aggiornamento binario.
Gran parte delle seguenti finestre (dialog, NdT) di sysiosbssimili a quelle del processo di
installazione. Descrizioni piu dettagliate e le spiegardei dialog sono disponibili sChapter 3

Dopo aver selezionato il linguaggio d’installazione eplatidi tastioera, comparira il menu principale.
Scegliendo I'opzione “b: Upgrade NetBSD on a hard disk” ameera il processo d'installazione
(Figure 4-1

Figure 4-1. Cominciare I'aggiornamento

Welcome to sysinst, the NetBSD-4.0 system installation tool. This
menu-driven tool is designed to help you install NetBSD to a hard disk, or
upgrade an existing NetBSD system, with a minimum of work.

In the following menus type the reference letter (a, b, c, ...) to select an
item, or type CTRL+NsCTRL+P to select the nextrprevious item.

The arrow keys and Page-up-Page-down may also work.

fictivate the current selection from the menu by typing the enter key.

If you booted from a floppy, you may now remove the disk.

Thank you for using NetBSD!

NetB5D-4.0 Install System

a: Install NetB3D to hard disk
Re-install sets or install additional sets
Reboot the computer

[
d
e: Utility menu

i
x: Exit Install System

Il dialog in Figure 4-2richiedera una conferma per continuare con I'aggiornamextuesto punto non
e stato ancora cambiato niente. L'aggiornamento puo amssere cancellato. Un buon momento per
riflettere in merito a un piano d’emergenza: il backup € agiarii mano, il ripristino funzionera?
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Figure 4-2. Continuare con I'aggiornamento

Ok, lets upgrade NetBSD on your hard disk. fAs always, this will change
information on your hard disk. You should have made a full backup before
this procedure! Do you really want to wpgrade NetB3D? (This is your last
warning before this procedure starts modifying your disks.)

yes or no?

a: No

Dopo aver scelto di continuare con “Yes”, il prossimo diabbgedera di specificare il disco con il
sistema NetBSD che dovrebbe essere aggioraguife 4-3. Se c’é piu di un disco disponibile una lista
di dischi sara visualizzata.

Figure 4-3. Scegliere il disco fisso

I found only one disk, wdO.
Therefore I assume you want to upgrade NetB3SD on it.

enter to con e

Il sistema usato per I'esempio ha solo un disco rigido diggtem “wd0”.

Il seguente dialogHigure 4-4 fornira un menu per scegliere il tipo di installazione. lpzmni
disponibili sono “Full installation”, “Minimal installabn” e “Custom installation” (rispettivamente
completa, minimale e personalizzata, NdT).
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Figure 4-4. Scegliere i distribution set

The HetBSD distribution is broken into a collection of distribution =ets.
There are some basic sets that are meeded by all installations and there are
some other sets that are not needed by all installations. You may choose to
install a core set (Minimal installation), all of them (Full installation) or
you select from the optional distribution sets.

Select your distribution

a! Full installation
b: Minimal installation

: Custom installation

Il prossimo dialog di sysinst chiedera quante informazdmirebbero essere fornite durante I'estrazione
dei file dei distribution setKigure 4-5

Figure 4-5. Processo d’aggiornamento - verbosity level

Okay, the first part of the procedure i= finished. 3Sysinst has written a
disklabel to the target disk, and newfs’'ed and fsck'ed the new partitions you
specified for the target disk.

The next step is to fetch and unpack the distribution filesets.

During the extraction process, what do you want to see as each file is
extracted?

Select set extraction verbosity

! Progress bar (recommended)

Silent
c: Verbose file name listing (slow)

Sysinst allora effettuera un controllo del file system psi@sarne I'integrita. Kigure 4-6
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Figure 4-6. Controllo del file system

Status: |EREELL
Command :
Hit enter to continue

devsrwd@a: DIR 1=64512 CONNECTED. PARENT WAS
UNREF DIR [1=43008 OWNER=root MODE=40755
SIZE=512 MTIME=3Sep 19 00:49 2007 (RECONNECTED)
DIR 1=43008 CONNECTED. PARENT WaS I=2
UNREF DIR 1=21504 OWNER=root MODE=40755
SIZE=512 MTIME=3ep 19 00:49 2007 (RECONNECTED)
DIR 1=21504 CONNECTED. PARENT Wn3S I=2
LINK COUNT DIR I=Z2 OWNER=root MODE=40755
SIZE=51Z2 MTIME=Sep 19 00:49 2007 COUNT 6 SHOULD BE 3 (ADJUSTED)
UNREF FILE I=3 OWNER=root MODE=100444
S1ZE=5525Z MTIME=Sep 19 00:49 Z200Y (RECONNECTED)
FREE BLK CDUNT(S) WRONG IN SUPERELK (SALUAGED)
SUMMARY INFORMATION BAD (SALUAGED)
7 files, 33 used, 94310Z free (30 frags, 117884 blocks, ©.0x fragmen

MARKING FILE SYSTEM CLEAN

Il prossimo passa sara di scegliere quale tipo di boot bloskebbero essere installakigure 4-7.

Figure 4-7. Scegliere i boot block

Would you like to install the normal set of bootblocks or serial bootblocks?

Mormal bootblocks use the BIOS console device as the console (usually the
monitor and keyboard). Serial bootblocks use the first serial port as the
console.

Selected bootblock: BIDS console

Bootblocks selection

: Use BIOS console

¢ Use serial port com@

! Use serial port coml

: Use serial port comZ

: Use serial port com3

i 3et serial baud rate

! Use existing bootblocks
T Exit

bl =Ry =T R -

Il seguente dialogrigure 4-8chiedera il metodo di installazione a scelta e fornira un imzon le

possibili opzioni. Il supporto di installazione contienauovi distribution set di NetBSD. A seconda del
metodo d'installazione scelto in precedenza, i dialog ssiteranno di piu informazioni, di configurare
periferiche, directory, (etc.). | dettagli possono essereati suSection 3.10
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Figure 4-8. Supporto d’installazione

Your disk is now ready for installing the kernel and the distribution sets.
fis noted in your INSTALL wotes, you have several options. For ftp or nfs,
you must be connected to a network with access to the proper machines.

Sets =elected 3, processed O, Next set kern-GENERIC.

Install from

: FTP

: HTTP

. NF3

: Floppy

! Unmounted fs

: Local directory

: Skip =et

: Skip set group

! Abandon installation

=Rl - B

[

Sysinst adesso aggiornera definitivamente NetBSD: iastéile dei distribution set ed esegue lo script
postinst per pulire varie cose. Se non si verifica nessungmad I'aggiornamento sara finito a questo
punto. Il dialog inFigure 4-9avvisa di seguire le istruzioni conclusive nel docUmM@N®TALL. * -
Questo e essenziale!

Figure 4-9. Aggiornamento completato

The upgrade to NetBSD-4.0 iz now complete. You will now need to follow
the instructions in the INSTALL document as to what you need to do to get
your system reconfigured for your situation. Remember to (redread the
afterboot(8) manpage as it may contain new items since your last upgrade.

fit a minimum, you must edit rc.conf for your local environment and change
rc_conf igured=N0 to rc_configured=YES or reboots will =top at single-user,
and copy back the password files (taking into account new system accounts
that may have been created for this release) if you were using local password
files.

Dopo aver superato il dialog che conferma I'aggiornamesytsinst ritornera al menu principale. |l
supporto d’installazione (floppy, CD, dischi) deve essem®sso. Scegliendo “Reboot the computer” la
versione aggiornata di NetBSD verra avviata.
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Chapter 5
The first steps on NetBSD

After installing and rebooting, the computer will boot frahe hard disk: if everything went well you'll
be looking at the login prompt within a few seconds (or misyutiepending on your hardware). The
system is not yet configured but the configuration is easy lamdpproach offered by NetBSD gives you
a lot of flexibility. You will see how to quickly configure ewghing and, in the meantime, you will learn
some basics about how the system works.

The steps described below are not mandatory! It is usefuhtevkabout them for the time of the first
boot but you can also deal with them anytime later.

5.1 Troubleshooting

5.1.1 Boot problems

If the system does not boot it could be that the boot managemnwtinstalled correctly or that there is a
problem with theMBR (Master Boot Recoid Reboot the machine from the boot medium and when you
see the prompt:

booting fdOa:netbsd - starting in ...

press the space bar during the 5 second countdown; the lopstatd a prompt is displayed. You can
have a basic help with the “?” key or with the “help” command.

type "?" or "help" for help.
> ?

commands are:

boot [xdNx:][flename] [-adrs]
(ex. "sdOa:netbsd.old -s")

Is [path]

dev xd[N[x]]:

help|?

quit

> boot wdOa: net bsd

The system should now boot from the hard disk. If NetBSD bootsectly from the hard disk, there is
probably a Master Boot Record problem: you can install th&t beanager or modify its configuration
with thefdisk -B command. Se8ection 21.%or a detailed description.

5.1.2 Misconfiguration of /etc/rc.conf

If you or the installation software haven’t done any confagion of/etc/rc.conf (sysinst usually
will), the system will drop you intsingle user moden first reboot with the message:
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/etc/rc.conf is not configured. Multiuser boot aborted

and with the root file systent  mounted read-only. When the system asks you to chooselashgily
press RETURN to get to a /bin/sh prompt. If you are asked ferminal type, respond witht 220 (or
whatever is appropriate for your terminal type) and pres$ BEN. You may need to type one of the
following commands to get your delete key to work propergpending on your keyboard:

# stty erase '“h’
# stty erase "7

At this point, you need to configure at least one file inffte  directory. You will need to mount your
root file system read- and writable with:

# /sbin/mount -u -w/

Change to théetc directory and take a look at thetc/rc.conf file. Modify it to your tastes,
making sure that you setc¢' configured=YES " so that your changes will be enabled and a
multi-user boot can proceed. Default values for the varmegrams can be found in
/etc/defaults/rc.conf . More complete documentation can be found in rc.conf(5).

If your fusr directory is on a separate partition and you do not know houstothe ed(1) editor, you
will have to mount yourusr partition to gain access to the ex(1) or vi editor. Do thedaihg:

# nmount /usr
# export TERM-vt 220

If you have/var on a separate partition, you need to repeat that step foftér fhat, you can edit
Jetc/rc.conf with vi. When you have finished, type exit at the prompt to &the single-user shell
and continue with the multi-user boot.

5.2 The man command

If you have never used a Unix(-like) operating system befgpoar best friend is now thenan command,
which displays a manual page: the NetBSD manual pages aregatihe best and most detailed you
can find, although they are very technical.

A good starting point after booting a new NetBSD system isatfiterboot(8) manual page. It contains
more detailed information about necessary and useful aanafiigpn settings.

man name shows the man page of thedne” command andnan -k name shows a list of man pages
dealing with ‘hame” (you can also use thaproposcommand).

To learn the basics of thman command, type:

# man man

The manual is divided into nine sections, containing noy dalsic information on commands but also
the descriptions of some NetBSD features and structureex@mmple, take a look at the hier(7) man
page, which describes in detail the layout of the filesysteatdiby NetBSD.

# man hier
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Other similar pages are release(7) and pkgsrc(7). Eaclosedtthe manual has an intro(8) man page
describing its content. For example, try:

# man 8 intro

Manual pages are divided in several sections, dependinchantivey document:

. general commands (tools and utilities), see intro(1)
. system calls and error numbers, see intro(2)

. C libraries, see intro(3)

1
2
3
4. special files and hardware support, see intro(4)
5. file formats, see intro(5)

6. games, see intro(6)

7. miscellaneous information pages, see intro(7)

8. system maintenance and operation commands, see intro(8)
9. kernel internals, see intro(9)

A subject may appear in more than one section of the manuaikwoa specific page, supply the section
number as an argument to the man command. For exatinpiappears in section 1 (the time user
command), in section 3 (the time function of the C libraryjlamsection 9 (the time system variable).
To see the man page for the time C function, write:

# man 3 tine

To see all the available pages:

# man -w tine
# man -a tine

5.3 Editing the configuration files

Besides the shell, a text editor is the most essential tadhioNetBSD system administration.

There are two obvious options in the base system

- ed(1), a line orientated text editor. ed is a very simpligid editor. It has a command mode, (active
when first started) and an input mode. Its primary advantg®ait it is available even in single-user
mode with only the filesystem mounted, and will work even without a correct feahtype set. It is
worth gaining a basic understanding of ed - enough to fixdte#fstab and/etc/rc.conf files
in an emergency.

- Vvi(1), a screen orientated text editor. vi retains the comarend input modes of ex, but adds a full
screen visual interface. vi is the only screen editor alglan the base install, and requires a valid
terminal type to run. Refer t&€hapter &o learn more about NetBSD's default editor.
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Advise: Before you continue you should know or learn how to open, edit and save files within vi.
Study at least the vi(1) manual page.

5.4 Login

For the first login you will use theoot superuser, which is the only user defined at the end of the
installation. At the password prompt type the passworddot that you have defined during the
installation. If you haven't defined a password, just presteE

NetBSD/i386 (Amnesiac) (ttyEOQ)

login: r oot

password:

We recommend creating a non-root account and using su(l) for
root access.

#

5.5 Changing the root password

If you haven't defined a password farot during the installation, you should use thusr/bin/passwd
command to do so now.

# [usr/bin/ passwd

Changing local password for root.
New password:

Retype new password:

Passwords are not displayed on the screen while you typer. et will see how to add other accounts
on the system.

Choose a password that has numbers, digits, and speciaktéia (not space) as well as from the upper
and lower case alphabet. Do not choose any word in any largltdg common for an intruder to use
dictionary attacks.

5.6 Adding users

It is time to add new users to the system, since you do not wainge the root account for your daily
work. For security reasons, it is bad practice to login as$ dowing regular use and maintenance of the
system. Instead, administrators are encouraged to addireger, add the user to thvdeel group,
then use the su(1) command when root privileges are reqNiB8SD offers the useradd(8) utility to
create user accounts. For example, to create a new user:

# useradd -mjoe

The defaults for the useradd command can be changed; sesditazld(8) man page.

48



Chapter 5 The first steps on NetBSD

User accounts that can su to root are required to be in theéiwgeoup. This can be done when the
account is created by specifying a secondary group:

# useradd -m -G wheel joe
As an alternative, the usermod(8) command can be used to aslel 0 an existing group:
# usernod -G wheel joe

In case you just created a user but forgot to set a passwaudsayostill do that later using the passwd(1)
command.

# passwd j oe

Note: You can edit /etc/group  directly to add users to groups, but do not edit the /etc/passwd  file
directly, as all changes made to that file will get lost.

5.7 Shadow passwords

Shadow passwords are enabled by default;: all the passwvotets/passwd  contain an “*”; the
encrypted passwords are stored in anotherditgmaster.passwd , that can be read only by root.
When you start vipw(8) to edit the password file, the prograens a copy ofetc/master.passwd ;
when you exit, vipw checks the validity of the copy, create®a/etc/passwd  and installs the new
/etc/master.passwd file. Finally, vipw launches pwd_mkdb(8), which createsfiles

letc/pwd.db  and/etc/spwd.db , two databases which are equivalenitdie/passwd  and
/etc/master.passwd but faster to process.

As you can see, passwords are handled automatically by NetB$ou use vipw to edit the password
file you don’t need any special administration procedure.

It is very important taalwaysusevipw and the other tools for account administration (chfn(1¥hh),
chpass(1), passwd(1)) andrtevermodify directly/etc/master.passwd or /etc/passwd

5.8 Changing the keyboard layout

The keyboard still has the US layout; if you have a differemtiioard it's better to change its layout now,
before starting to configure the system. For example, tohesédlian keyboard, give the following
command:

# wsconsctl -k -w encodi ng=it
encoding -> it

To save the keyboard layout permanently add the following to the/etc/wscons.conf file:
encoding it

SeeSection 8.1.2.1or a list of keymaps available as well as how to make thegagstpermanent.
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5.9 System time

NetBSD, like all Unix systems, uses a system clock based eet@vich time (GMT) and this is what
you should set your system clock to. If you want to keep théesglock set to the local time (because,
for example, you have a dual boot system with Windows iretijJlyou must notify NetBSD, adding
rtclocaltime=YES to /etc/rc.conf

# echo rtclocaltime=YES >> /etc/rc.conf
# sh /etc/rc.d/rtclocaltine restart

The value of the number of minutes west of GMT is calculate¢dmatically and it's set under
kern.rtc_offset sysctl variable.

To display the current setting of tikern.rtc_offset variable:

# sysctl kern.rtc_offset
kern.rtc_offset = -60

Now the kernel knows how to convert the time of the PC clochmn&MT system time but you must
still configure the system for your local time zone (which yaill find in the /usr/share/zoneinfo

directory).

If needed, change the date and change the symbolic lirdta@ibocaltime to the appropriate time
zone in theusr/share/zoneinfo directory.

Examples:

# date 200705101820
Sets the current date to May 10th, 2007 6:20pm.
# In -fs /usr/share/zonei nfo/ Europe/ Hel sinki /etc/localtine

Sets the time zone to Eastern Europe Summer Time.

5.10 Secure Shell (ssh(1))

By default, all services are disabled in a fresh NetBSD Ifegtan, and ssh(1) is no exception. You may
wish to enable it so you can remotely control your systemsSet=yes in /etc/rc.conf and then
starting the server with the command

# letc/rc.d/ sshd start

The first time the server is started, it will generate a newpl@y which will be stored inside the
directory/etc/ssh

5.11 Basic configurationin /etc/rc. conf

NetBSD uses théetc/rc.conf for system configuration at startup: this file determinestwiitbe
executed when the system boots. Understanding this filegeritant. The rc.conf(5) manual page
contains a detailed description of all the options.
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The /etc/defaults/rc.conf file contains the default values for a lot of settings, andverode a
default value, the new value must be put ird@/rc.conf : the definitions there override the one in
/etc/defaults/rc.conf (which should stay unchanged).

# man rc. conf

The first modifications are:

+ Set rc_configured=yes " (this modification might already have been done by the ifagtan
software.)

- Set‘dhclient=yes " to configure your system’s network using DHCP.

- Define ahostnaméor your machine (use a fully qualified hostname, i.e. oné&uisiog domain). If you
have a standalone machine you can use any name (for exangue3.your.domaih If your machine
is connected to a network, you should supply the correctotwame.

- If your are connected to a local network or the internet ovender, set thelefaultrouteNetwork
default route to the IP address of your router (also callefdult gatewa)y for example
“defaultroute=192.168.1.1 "

5.12 Basic network settings

Not all necessary network settings can be set indtuérc.conf file. The system needs to know the
names and the IP addresses of the compul@st§ in the local network. These settings need to be
added to théetc/hosts  file in the form:

| P-address hostnane host

For example:

192.168.1.3 vi gor 3. your . domai n vi gor 3

To resolve the names and IP addresses of remote hosts tmgyseds access to a (remote or local)
DNS nameserveiThat means to simply add the IP addresses of one or more paraesto the
letc/resolv.conf file, using the following form:

nameserver 145.253.2.75

5.13 Mounting a CD-ROM

New users are often surprised by the fact that although 8tallation program recognized and mounted
their CD-ROM perfectly, the installed system seems to h&weybtten” how to use the CD-ROM. There
is no special magic for using a CD-ROM: you can mount it as ahgrdfile system, all you need to know
is the device name and some options to the mount(8) commaudcah find the device name with the
aforementioned dmesg(8) command. For example, if dmepipgis

# dmesg | grep “cd
cd0 at atapibusO drive 1: <ASUS CD-S400/A, , V2.1H> type 5 cdr om removable
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the device name isd0, and you can mount the CD-ROM with the following commands:

# nkdir /cdrom
# mount -t cd9660 -0 ro /dev/cdOa /cdrom

To make things easier, you can add a line to/thefstab file:
/dev/cdOa /cdrom cd9660 ro,noauto O O

Without the need to reboot, you can now mount the CD-ROM with:
# nmount /cdrom

When the CD-ROM is mounted you can't eject it manually; yoll have to unmount it before you can
do that:

# unount /cdrom
There is also a software command which unmounts the CD-RQMegatts it:

# eject /dev/cdOa

5.14 Mounting a floppy

To mount a floppy you must know the name of the floppy device hadile system type of the floppy.
Read the fdc(4) manpage for more information about deviogimg, as this will differ depending on the
exact size and kind of your floppy disk. For example, to reatharite a floppy in MS-DOS format you
use the following command:

# nount -t nsdos /dev/fdOa /mt

Instead ofmnt , you can use another directory of your choice; you couldef@mple, create /oppy
directory like you did for the cdrom. If you do a lot of work \witMS-DOS floppies, you will want to
install the mtools package, which enables you to access ®MS-loppy (or hard disk partition)
without the need to mount it. It is very handy for quickly camy a file from or to a floppy:

# nctopy foo bar a:
# ntopy a:baz.txt baz
# ntopy a:\*.jpg .

5.15 Installing additional software

5.15.1. Using packages from pkgsrc

If you wish to install any of the software freely available fdNIX-like systems you are strongly advised
to first check the NetBSD package system pkgsrc (http://vpk@src.org). This automatically handles
any changes necessary to make the software run on NetB3Byattind installation of any other
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packages on which the software may depend, and simplifieslatfon (and deinstallation), both from
source and precompiled binaries.

- See the list of available packages
(ftp://ftp.NetBSD.org/pub/NetBSD/packages/pkgsrcARBIE-all.html)

- Precompiled binaries are available on the NetBSD FTP séovaome ports. To install them the
PKG_PATH variable needs to be adjusted in the following wayder the sh(1) shell):

# export PKG PATH="ftp://ftp. NetBSD. org/ pub/ pkgsrc/ packages/ Net BSD- <RELEASE- NUMBER>/ <PORT>/ Al | "
# export PKG_PATH

Where<RELEASE- NUMBER> needs to be replaced by the release number of an existing3letB
release (for example, 4.PORT> needs to be replaced by the Port name for the used archadébur
example, amd64)

Applications can now get installed by the superusetr with the pkg_add command:

# pkg_add -v perl
# pkg_add -v apache
# pkg_add -v firefox
# pkg_add -v kde

The above commands will install the Perl programming laggu&pache web server, Firefox web
browser and the KDE desktop environment as well as all thkguges they depend on.

Installed applications can be updated in the following way:

# pkg_add -uv firefox

The following command will force an update and update evgreddant packages:
# pkg_add -fuuv firefox

All details about package management can be fourfthimpkgsrc guide
(http://www.NetBSD.org/docs/pkgsrc/index.html)

5.15.2. Storing third-party software

On many UNIX-like systems the directory structure under/local is reserved for applications and
files, which are independent of the system’s software managée This convention is the reason why
most software developers expect their software to be lestahderusr/local . NetBSD has no
{usr/local directory, but it can be created manually if needed. NetBSDnat care about anything
installed undetusr/local , this task is left to you as the system administrator.

5.16 Security alerts

By the time that you have installed your system, it is quitell that bugs in the release have been
found. All significant and easily fixed problems will be refsat at
http://www.NetBSD.org/support/security/. It is recommded that you check this page regularly.
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5.17 Stopping and rebooting the system
Use one of the following two shutdown commands to halt or c¢lize system:

# shutdown -h now
# shutdown -r now

Two other commands to perform the same tasks are:

# halt
# reboot

halt, reboot and shutdown are not synonyms: the latter ierm@phisticated. On a multiuser system you
should really use shutdown this will allow you to scheduléatdown time, notify users, and it will also
take care to shutdown database processes etc. properbuiviimply kill(1)ing them. For a more
detailed description, see the shutdown(8), halt(8) ando¥B) manpages.
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Editing

6.1 Introducing vi

It is not like the vi editor needs introducing to seasoned XIN$ers. The vi editor, originally developed
by Bill Joy of Sun Microsystems, is an endlessly extensigésy to uséight ASCII editor and the bane
of the newbie existence. This section will introduce thedit@ to the newbie and perhaps toss in a few
ideas for the seasoned user as well.

The first half of this section will overview editing, savinganking/putting and navigating a file within a
vi session. The second half will be a step by step sample si@eto help get started.

This is intended as a primer for using the vi editor, ihcg by any meana thorough guide. It is meant to
get the first time user up and using vi with enough skills to enetkanges to and create files.

6.1.1 The vi interface

Using the vi editor really is not much different than any attegminal based software with one
exception, it does not use a tab type (or curses if you wifleshterface, although many versions of vi
do usecurses it does not give the same look and feel of the typiagaksibased interface. Instead it
works in two modessommandandedit While this may seem strange, it is not much different than
windows based editing if you think about it. Take this as aanegle, if you are using say gedit and you
take the mouse, highlight some text, select cut and thee piagt whole time you are using the mouse
you are not editing (even though you can). In vi, the sam@adsi done by simply deleting the whole
line with dd in command mode, moving to the line you wish to place it belod hittingp in command
mode. One could almost say the analogy is “mouse mode vs. emshmode” (although they are not
exactly identical, conceptually the idea is similar).

To start up a vi session, one simply begins the way they migthtany terminal based software:
$ vi filename

One important note to remember here is that when a file isa&ditis loaded into a memory buffer. The
rest of the text will make reference to the buffer and file igithproper context. A filenly changes when
the user has committed changes with one of the write commands

6.1.2 Switching to Edit Mode

The vi editor sports a range of options one can provide atgparfor the time being we will just look at
the default startup. When invoked as shown above, the sditfault startup mode is command mode, so
in essence you cannot commence to typing into the buffeeddsyou must switch out out of command
mode to enter text. The following text describes edit stavties:
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a Append after cursor.

A Append to end of line.

C Change the rest of currentline.
cw Change the current word.

i Insert before cursor.

| Insert before first non blank line.
o Open aline below for insert

O Open aline above for insert.

6.1.3 Switching Modes & Saving Buffers to Files

Of course knowing the edit commands does not do much goodiitga’'t switch back to command
mode and save a file, to switch back simply hit E®C key. To enter certain commands, the colon must
be used. Write commands are one such set of commands. Taosgsithply enter.

Hitting the colon then will put the user at the colon g@mmandf you will) prompt at the bottom left
corner of the screen. Now let us look at the save commands:

‘w  Write the buffer to file.
‘wqg Write the buffer to file and quit.

6.1.4 Yanking and Putting

What good is an editor if you cannot manipulate blocks of2éxt course vi supports this feature as well
and as with most of the vi commands it somewhat intuitive. dokya line bunot delete it, simply enter
yy or'Y in command mode and the current line will be copied into adsuffo put the line somewhere,
navigate to the line above where the line is to be put and aip tkey for the “put” command. To move a
line, simply delete the whole line with trdel command, navigate and put.

6.1.4.1 Oops | Did Not Mean to do that!

Undo is pretty simpley undoes the last action ahtundoes the last line deleted or changes made on the
last line.

6.1.5 Navigation in the Buffer

Most vi primers or tutorials start off with navigation, hoves, not unlike most editors in order to
navigate a file there must be something to navigate to and fin@mce why this column sort of went in
reverse). Depending on your flavor of vi (or if it evisrvi and not say elvis, nvi or vim) you can navigate
in both edit and command mode.

For the beginner | feel that switching to command mode and tia&igating is a bit safer until one has
practiced for awhile. The navigation keys for terminald @ not recognized or do not support the use
of arrow keys are the following:
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k Moves the cursor up one line.

j  Moves the cursor down one line.

| Moves the cursor right one character.
h  Moves the cursor left one character.

If the terminal is recognized and supports them, the arroyg kan be used to navigate the buffer in
command mode.

In addition to simple “one spot navigation” vi supports junmgpto a line by simply typing in the line
number at the colon prompt. For example, if you wanted to jtorime 223 the keystrokes from editor
mode would look like so:

ESC
1223

6.1.6 Searching a File, the Alternate Navigational Aid

The vi editor supports searching using regular expresgiotag, however, it is slightly different to
invoke from command mode. One simply hits tHesy in command mode and enters what they are
searching for, as an example let us say | am searching foxjiressiorfoo:

/foo

That is it, to illustrate a slightly different expressioet Us say | am looking fdioo bar.

/foo bar

6.1.6.1 Additional Navigation Commands

Searching and scrolling are not the only ways to navigatebaffer. Following is a list of succinct
navigation commands available for vi:

Move to beginning of line.

Move to end of line.

Back up one word.

Move forward one word.

Move to the bottom of the buffer.

Move to the top line on the screen.

Move to the last line on the screen.

Move the cursor to the middle of the screen.

Scan for next search match but opposite direction.
Scan for next search match in the same direction.

S ZZIMTI @S T &®»Oo
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6.1.7 A Sample Session

Now that we have covered the basics, let us run a sample sessimy a couple of the items discussed so
far. First, we open an empty file into the buffer from the comuhbine like so:

# vi foo.txt

Next we switch to edit mode and enter two lines separated ®naty line, remember our buffer is
empty so we hit thékey to insert before cursor and enter some text:

This is some text

there we skipped a line

Now hit theESC key to switch back into command mode.

Now that we are in command mode, let us save the file. Firsthaitkey, the cursor should be sitting in
the lower left corner right after a prompt. At th@rompt entexv and hit theENTER or RETURN key.
The file has just been saved. There should have been a messhgedffect, some vi editors will also
tell you the name, how many lines and the size of the file as well

It is time to navigate, the cursor should be sitting wheréweas when the file was saved. Try using the
arrow keys to move around a bit. If they do not work (or you ast plain curious) try out thijkl keys
to see how they work.

Finally, let us do two more things, first, navigate up to thstfiine and then to the first character. Try out
some of the other command mode navigation keys on that linthehfollowing keys a couple of times:

O & O &

The cursor should hop to the end of line, back to the beginantfithen to the end again.

Next, search for an expression by hitting tHeey and an expression like so:
[ we

The cursor should jump to tHest occurrenceof we.

Now save the file and exit using write and quit:

LW
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6.2 Configuring vi

The standard editor supplied with NetBSD is, needless toviane most loved and hated editor in the
world. If you don’t use vi, skip this section, otherwise ratldefore installing other versions of vi.
NetBSD’s vi (i) was written by Keith Bostic of UCB to have a freely redistriible version of this
editor and has many powerful extensions worth learningemding still very compatible with the
original vi. Nvi has become the standard version of vi for BSD

Amongst the most interesting extensions are:

- Extended regular expressions (egrep style), enabled \ithroextended .
. Tag stacks.

- Infinite undo (to undo, press to continue undoing, press

+ Incremental search, enabled with the optsearchincr

« Left-right scrolling of lines, enabled with the optiteftright ; the number of columns to scroll is
defined by theidescroll option.

. Command line history editing, enabled with the opttedit
- Filename completion, enabled by tliec  option.
- Backgrounded screens and displays.

- Split screen editing.

6.2.1 Extensions to . exrc

The following example shows.axrc file with some extended options enabled.

set showmode ruler
set filec="[
set cedit="[

The first line enables the display of the cursor position (ama column) and of the current mode
(Command, Insert, Append) on the status line. The secord\here /[ is the ESC character) enables
filename completion with the ESC character. The third lingld&s command line history editing (also
with the ESC character.) For example, writing “:” and theagsing ESC opens a window with a list of
the previous commands which can be edited and executedifpydsnter on a command executes it.)

6.2.2 Documentation

The sourcearball (src.tgz ) contains a lot of useful documentation on (n)vi and ex, & th
{usr/src/usr.bin/vi/docs directory. For example:

- Edit: A tutorial
- Ex Reference Manual
- Viman page

- An Introduction to Display Editing with Vi by William Joy anlllark Horton
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- Ex/Vi Reference Manual by Keith Bostic
- Vi Command & Function Reference
- Vitutorial (beginner and advanced)

If you have never used vi, the “Vi tutorial” is a good startipgint. It is meant to be read using vi and it
gradually introduces the reader to all the vi commands, wban be tested while readingn
Introduction to Display Editing with Moy William Joy and Mark Horton is also a very good starting
point.

If you want to learn more about vi and the nvi extensions yaugthread thdex/Vi Reference Manualy
Keith Bostic which documents all the editor's commands gptibos.

6.3 Using tags with vi

This topic is not directly related to NetBSD but it can be uefbr example, for examining the kernel
sources.

When you examine a set of sources in a tree of directorieswmdirectories you can simplify your work
using thetag feature of vi. The method is the following:

1. cdto the base directory of the sources.
$ cd /path
2. Write the following commands:

$ find . -nane "+.[ch]" > filelist
$ cat filelist | xargs ctags

3. Add the following line toexrc
set tags= /path/tags
(substitute the correct path insteadpaf h.)
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rc.d

System

As of NetBSD 1.5, the startup of the system changed to ushsgnipts for controlling services, similar
to the init-system System V and Linux use, but without rualsvThis chapter is an overview of the
rc-system and its configuration on NetBSD.

7.1 The rc.d Configuration

The startup files for the system reside un@er , they are:

letc/rc

letc/rc.conf
letc/rc.d/ *
letc/rc.lkm
/etc/rc.local
letc/rc.shutdown
letc/rc.subr
/etc/defaults/ *

/etc/rc.conf.d/ *

First, a look at controlling and supporting scripts, alsoutoented in rc(8):

When the kernel has initialized all devices on startup, utally starts init(8), which in turn runs
letc/rc

letc/rc  sorts the scripts iretc/rc.d using rcorder(8), and runs them in that order. See the
rcorder(8) manpage for more details on how the ordéstofrc.d scripts is determined.

letc/rc.subr contains common functions used by maeig/rc.d/ * SCripts.

When shutting down the system with shutdown(&/rc.shutdown is run which runs the scripts
in /etc/rc.d in reverse order (as defined by rcorder(8)).

Additional scripts outside of the.d directory:

letc/rc.lkm loads or unloads Loadable Kernel Modules (LKMs), see mat{®sand
/etc/rc.d/lkm[123]

letc/rc.local is almost the last script called at boot up. This script cardited by the
administrator to start local daemons that don’t follow tbeoncept.
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For example, packages installed pkgsrc usually add thamiusgt files td/usr/pkg/etc/rc.d ,and

it’s left as a decision to the system administrator on engtilhem, either by manually copying/linking
them to/etc/rc.d  , or by adding them téetc/rc.local . The following is the example from the
system for an apache web server adde@ttgre.local

if [ -f /usr/pkgl/etc/rc.d/apache ]; then
/usr/pkgl/etc/rc.d/apache start
fi

There’s a central config file for bootscripts, rc.conf(5)dtexd in/etc/rc.conf . letc/rc.conf loads
its defaults fromletc/defaults/rc.conf , the latter of which should not be touched. In order to alter
a default setting, an override may be installedeia/rc.conf

For example, if you wanted to enable the Secure Shell Daemon:

# cd /etc; grep ssh defaults/rc.conf
sshd=NO sshd_flags=""
# echo "sshd=YES" >> rc. conf

Or just edit/etc/rc.conf with your favorite editor. The same can be done with any defaat needs
to be changed. A common sequence often done after installiresh NetBSD system is:

# cat /etc/defaults/rc.conf >>/etc/rc.conf
# vi /etcl/rc.conf

Be careful to use “>>" and not “>" else you will destroy the delt contents iretc/rc.conf , which
are critical to remain there! After you have copied the di$ahat way, modify anything you need to in
Jetc/rc.conf . Be sure to consult the rc.conf(5) manpage to explain alséténgs in detail.

Last and not least, theetc/rc.conf.d/ directory can be used for scripts-snippets from third party
software, allowing setting only one or few settings per file.

7.2 The rc.d Scripts

The actual scripts that control services aréein/rc.d . Once a service has been activated or told not
to activate inetc/rc.conf it can be also be modified by calling the rc script from the candline,
for example if an administrator needed to start the secuak daemon:

# letc/rc.d/ sshd start
Starting sshd.

The rc scripts must receive one of the following arguments:

. start
. stop
. restart
« kill

An example might be when a new record has been added to therdatabase on a named server:

# /letc/rc.d/ named restart
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Stopping named.
Starting named.

A slightly more complex example is when a series of settirmyelbeen changed, for instance a firewall's
ipfilter rules, ipnat configuration, and the secure shellaehas switched encryption type:

# sh /etc/rc.d/ipfilter restart
# sh /etc/rc.d/ipnat restart
# sh /etc/rc.d/sshd restart

7.3 The Role of rcorder and rc Scripts

The startup system of every Unix system basically deterstine order in which services are started one
way or another. On some Unix systems this is done by numb#ranfiles and/or putting them in
separate run level directories. (Solaris relies on wildsdike /etc/rc[23].d/S * being sorted
numerically when expanded.) Or they simply put all the comdseathat should be started at system boot
time into a single monolithic script, which can be messy.igitiwhat ancient BSD and NetBSD did
before the rc-system). On NetBSD this is done by the rc-&capd their contents. Please note that
NetBSD does not have multiple runlevels as found e.g. ine®yat systems like Solaris, or Linux.

At the beginning of each of the rc-scripts/atc/rc.d/ =, there is a series of comment-lines that have
one of the following items in them:

. REQUIRE
. PROVIDE
. BEFORE
. KEYWORD

These dictate the dependencies of that particular rc samigghence rcorder can easily work either “up”
or “down” as the situation requires. Following is an exangfléhe/etc/rc.d/nfsd script:

PROVIDE: nfsd
REQUIRE: mountd

. letc/rc.subr

Here we can see that this script provides the “nfsd” serVioaever, it requires “mountd” to be running
first. The rcorder(8) utility will be used at system startinpe to read through all the rc-scripts, and
determine the correct order in which to run the rc-scripene its name).

7.4 Additional Reading

There are other resources available pertaining to the ystés:
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« One of the principal designers of rc.d, Luke Mewburn, gavess@ntation on the system at USENIX
2001. Itis available in PDF (http://www.mewburn.net/l{papers/rc.d.pdf) format.

« Will Andrews wrote a Daemonnews (http://www.daemonnewg)article called The NetBSD rc.d
System (http://ezine.daemonnews.org/200108/rcdsyitent).

64



Chapter 8
Console drivers

In NetBSD versions before 1.4 the user could choose betweditferent drivers for screen and
keyboard, pccons (specific for i386) and pcvt. In NetBSD helriew wscons multiplatform driver
appeared, which has substituted the previous drivers, @hngtcons is still supported as it uses less
system resources and is used for install floppies due to that.

8.1 wscons

Wscons is NetBSD's platform-independent workstation otendriver. It handles complete abstraction
of keyboards and mice. This means that you can plug in sekeyalbards or mice and they will be
multiplexed onto a single terminal, but also that it can iipilé several virtual terminals onto one
physical terminal.

The capabilities of wscons can vary depending on the pattiBg with NetBSD 4.0, almost all ports
have full support for most capabilities wscons has to offgiou are using a non-mainstream
architecture, please see the port-specific FAQ if wscomasée lack features.

Wscons support is enabled by default on most architectlirés.can be done manually by adding
wscons=YES to your/etc/rc.conf . Then configure the desired number of virtual consoles as
described irSection 8.1.1.&nd start wscons by enterisgy /etc/rc. d/ wscons start followed by
sh /etc/rc.d/ttys restart. You can now switch virtual consoles by pressing Ctrl+Altdf
similar, depending on the platform.

wscons comprises three subsystems: wsdisplay, wskbd andwee. These subsystems handle
abstraction for all display, keyboard and mouse devicgseesrely. The following sections discuss the
configuration of wscons per subsystem.

8.1.1 wsdisplay

This section will explain how to configure display and screelated options.

8.1.1.1 Virtual consoles

The number of pre-allocated virtual console is controllgdHe following option
options WSDISPLAY_DEFAULTSCREENS=4

Other consoles can be added by enabling the relevant lirthe latc/wscons.conf file: the comment
mark (#) must be removed from the lines beginning witteen x . In the following example a fifth
console is added to the four pre-allocated ones:

# screens to create
# idx screen emul
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#screen 0O - vt100
screen 1 - vt100
screen 2 - vt100
screen 3 - vt100
screen 4 - -

#screen 4 80x25bf vt100
#screen 5 80x50 vt100

Therc.wscons  script transforms each of the non commented lines in a c#fidasconscfgcommand:
the columns become the parameters of the call.ithheolumn becomes thiedex parameter, the
screencolumn becomes the type parameter (which defines the type of screen: rows and columns
number of colors, ...) and tremulcolumn becomes the emul parameter, which defines the
emulation. For example:

screen 3 - vt100

becomes a call to:

wsconscfg -e vt100 3

Please note that it is possible to have a (harmless) condifetden the consoles pre-allocated by the
kernel and the consoles allocated at boot time thrdeghwscons.conf . If during boot the system
tries to allocate an already allocated screen, the follgwiiessage will be displayed:

wsconscfg: WSDISPLAYIO_ADDSCREEN: Device busy

The solution is to comment out the offending linegdtt/wscons.conf

Note that while it is possible to delete a screen and add fit different settings, it is, technically
speaking, not possible to actually modify the settings afraen.

screen 0 cannot be deleted if used as system console. This implieghthaaetting of screen 0 cannot
be changed in a running system, if used as system console.

The virtual console must also be activeérc/ttys  , so that NetBSD runs the getty(8) program to ask
for login. For example:

console "/usr/libexec/getty Pc" pc3 off secure
ttyEO  "/usr/libexec/getty Pc" vt220  on secure
ttyEl  "/usr/libexec/getty Pc" vi220  on secure
ttyE2  "/usr/libexec/getty Pc" vt220  on secure
ttyE3  "/usr/libexec/getty Pc" vt220  off secure

When starting up the X server, it will look for a virtual cosavith no getty(8) program running, e.g.
one console should left as "off" iletc/ttys . The line

ttyE3  "/usr/libexec/getty Pc" vt220  off secure

of /etc/ttys is used by the X server for this purpose. To use a screenglifférom number 4, a
parameter of the form utmust be passed to the X server, wheiie the number of the function key used
to activate the screen for X.
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For examplescreen 7 could be enabled ifetc/wscons.conf and X could be started witht8 . If
you use xdm you must ed#tc/X11/xdm/Xserver . For example:

:0 local /usr/X11R6/bin/X +kb dpms -bpp 16 dpms vt8

For xdm3d the path is differentisr/X11R6/share/xdm3d/Xservers

8.1.1.1.1 Getting rid of the message WsDI SPLAYl O ADDSCREEN: Devi ce busy

This error message usually occurs when wsconscfg triesd@adreen which already exists. One time
this occurs is if you have screen 0 line in your/etc/wscons.conf file, because the kernel always
allocates a screen 0 as the console device. The error masdagenless in this case, and you can get rid
of it by deleting (or commenting out) theereen 0 line.

8.1.1.2 50 lines text mode with wscons

A text mode with 50 lines can be used starting with versionllo4 NetBSD. This mode is activated in
the/etc/wscons.conf . The following line must be uncommented:

font ibm - 8 ibm /usr/share/pcvt/fonts/vt2201.808

Then the following lines must be modified:

#screen 0 80x50 vt100
screen 1 80x50 vt100
screen 2 80x50 vt100
screen 3 80x50 vt100
screen 4 80x50 vt100
screen 5 80x50 vt100
screen 6 80x50 vt100
screen 7 80x50 vt100

This configuration enables eight screens, which can be sedagith the key combination Ctrl-AltsF
(wheren varies from 1 to 8); the corresponding devices are ttyB& 7t To enable them and get a login
prompt,/etc/ttys must be modified:

ttyEO  "/usr/libexec/getty Pc" vi220  on secure
ttyEl  "/usr/libexec/getty Pc" vt220  on secure
ttyE2  "/usr/libexec/getty Pc" vi220  on secure
ttyE3  "/usr/libexec/getty Pc" vt220  on secure
ttyE4  "/usr/libexec/getty Pc" vt220  on secure
ttyE5  "/usr/libexec/getty Pc" vi220  on secure
ttyE6  "/usr/libexec/getty Pc" vt220  on secure
ttyE7  "/usr/libexec/getty Pc" vi220  on secure

screen 0 as system console can be set to another screen type at beatrnimGA displays. This is a
kernel configuration option. If a non-80x25 setting is siddcit must be made sure that a usable font is
compiled into the kernel, which would be an 8x8 one for 80x50.

There is a problem with many ATI graphics cards which donpliement the standard VGA font
switching logics: These need another kernel option to mak@atandard console font work.
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An example set of kernel configuration options might be:

options VGA_CONSOLE_SCREENTYPE="\"80x50\""
options VGA_CONSOLE_ATI_BROKEN_FONTSEL
options FONT_VT220L8x8

8.1.1.3 Enabling VESA framebuffer console

On many architectures, there is only one type of screen neogephical framebuffer mode. On
machines with VGA graphics cards, there is a second modentele. This is an optimized mode
specially made for displaying text. Hence, this is the diéfeansole mode for GENERIC kernels on
architectures where the graphics graphics card is typiealGA card (i386, amd64).

However, you can enable a framebuffer on machines with VGéAsthat support the VESA BIOS
extension (VBE). To enable support for this mode, uncomrienfollowing lines in the kernel
configuration file:

# VESA framebuffer console

options KVM86  # required for vesabios

vesabios * at vesabiosbus?

vesafb * at vesabios?

options VESAFB_WIDTH=640

options VESAFB_HEIGHT=480

options VESAFB_DEPTH=8

options VESAFB_PM # power management support
wsdisplay * at vesafb? console ?

If you happen to have a VIA Unichrome capable graphics card,oan enable the following instead:

# VIA Unichrome framebuffer console
unichromefb * at pci? dev ? function ?
wsdisplay * at unichromefb?

8.1.1.4 Enabling scrollback on the console

You can enable scrolling back on wscons consoles by congpiiewSDISPLAY_SCROLLSUPPORT
option into your kernel. Make sure you don’'t have optidBA_RASTERCONSOEBRabled at the same
time though! Se€hapter 3¥or instructions on building a kernel.

When you have a kernel with optioMSDISPLAY_SCROLLSUPPORINNing, you can scroll up on the
console by pressing LEFT SHIFT plus PAGE UP/DOWN. Please tiwit this may not work on your
system console (ttyEO)!
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8.1.1.5 Wscons and colors

8.1.1.5.1 Changing the color of kernel messages

It is possible to change the foreground and background odlkernel messages by setting the following
options in kernel config files:

options WS_KERNEL_FG=WSCOL_xxx
options WS_KERNEL_BG=WSCOL_xxx

TheWSCOL_xxxcolor constants are definedsrc/sys/dev/iwscons/wsdisplayvar.h

Starting from NetBSD 3.0, you can easily customize manyetsps your display appearance: the colors
used to print normal messages, the colors used to print kexessages and the color used to draw a
border around the screen.

All of these details can be changed either from kernel ogtarthrough the wsconsctl(8) utility; the
later may be preferable if you don’t want to compile your ovemriel, as the default options GENERIC
are suitable to get this tip working.

The following options can be set through wsconsctl(8):

+ border : The color of the screen border. Its respective kernel og§®SDISPLAY_BORDER_COLOR

« msg.default.attrs : The attributes used to print normal console message®dpective kernel
options areVS_DEFAULT_COLATTandWS_DEFAULT_MONOAT({tRe former is used in color
displays, while the later is used in monochrome displays).

- msg.default.bg  : The background color used to print normal console mess#geasspective kernel
option iISWS_DEFAULT_BG

« msg.default.fy : The foreground color used to print normal console messéigagspective kernel
option iSWS_DEFAULT_FG

« msg.kernel.attrs : The attributes used to print kernel messages and warrlisgespective kernel
options areVS_KERNEL_COLATT@®dWS_KERNEL_MONOAT(tRe former is used in color displays,
while the later is used in monochrome displays).

- msg.kernel.bg : The background color used to print kernel messages andmgarits respective
kernel option isNS_KERNEL_BG

- msg.kernel.fg  : The foreground color used to print kernel messages andimganits respective
kernel option iSNS_KERNEL_FG

The values accepted as colors are: black, red, green, bbdway,magenta, cyan and white. The attributes
are a comma separated list of one or more flags, which can\mrsee hilit, blink and/or underline.

For example, to emulate the look of one of those old Amstrachines:
wsconsctl -d -w border=blue msg.default.bg=blue msg.defa ult.fg=white msg.default.attrs=hilit
Or, to make your kernel messages appear red:

wsconsctl -d -w msg.kernel.fg=red
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Note that, in older versions of NetBSD, only a subset of thigctionality is available; more specifically,
you can only change the kernel colors by changing kerneboptias explained above. Also note that not
all drivers support these features, so you may not get doresalts on all architectures.

8.1.1.5.2 Getting applications to use colors on the console

NetBSD uses the termcap database to tell applications Wwaatirrent terminal’s capabilities are. For
example, some terminals don't support colors, some dopjsrtt underlining (PC VGA terminals don't,
for example) etc. The TERM environment variable tells thentzap library the type of terminal. It then
refers to its database for the options.

The default setting for TERM can be inspected by typteggo $TERMon the terminal of interest.

Usually this is something liket220 . This terminal type doesn’t support colors. On a typical B&sole
with 25 lines, you can change this valueasvt25 instead, to get colors. This is done in the C shell (csh)
by entering:

setenv TERM wsvt25

In a Bourne-compatible shell (sh, ksh), you can enter:

export TERM=wsvt25

If this does not work for you, you can try thasi terminal type, which supports ANSI color codes.
However, other functionality may be missing with this temaditype. You can have a look at the file
/usr/share/misc/termcap to see if you can find a useful match for your console type.

8.1.1.6 Loading alternate fonts

There are several fonts insr/share/wscons/fonts that can be loaded as console fonts. This can be
done with the wsfontload(8) command, for examplef ontl oad -N ibm-h 8 -e i bm

/usr/shar e/ wscons/ f ont s/ vt 220l . 808. This command loads the IBM-encoded (jbm ) fontin

the filevt2201.808 which has a height of eight pixelsh( 8 ). Name it ibm for later referenceN

ibm).

To actually display the font on the console, use the commandnsct| -dw font =i bm

If you want to edit a font, you can use the old pcvt utils that available in thaysutils/pcvt-utils
package.

8.1.2 wskbd

8.1.2.1 Keyboard mappings

Wscons also allows setting the keymap to map the keys onusanational keyboards to the right
characters. E.g. to set the keymap for an Italian keymap, run

# wsconsctl -k -w encodi ng=it
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encoding -> it

This setting will last until the next reboot. To make it permeat, add &ncoding line to
/etc/wscons.conf : it will be executed automatically the next time you reboot.

# cp /etc/wscons. conf /etc/wscons.conf.orig
# echo encoding it >>/etc/wscons. conf

Please be careful and type twaharacters. If you type only ore you will overwrite the file instead of
adding a line. But that's why we always make backup files lzefouching critical files!

A full list of keyboard mappings can be found/umsr/src/sys/deviwscons/wsksymdef.h

- be - Belgian

« de- German

+ dk - Danish

« es- Spanish

« fi- Finnish

« fr- French

. gr-Greek

« hu - Hungarian

. it - Italian

« jp - Japanese

« no - Norwegian

« pl-Polish

« pt- Portuguese

+ ru - Russian

« sf - Swiss French
« sg - Swiss German
+ sv - Swedish

+ ua - Ukrainian

« uk - UK-English

« us - US-English

There are also several "variants" that can be used to modifg@

- declk
- dvorak
- iopener
+ |k401

¢ metaesc
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« nodead

- swapctricaps

dvorak uses the Dvorak keyboard layostvapctricaps  switches the functions of the Caps Lock and
Left Control keysiopener s for the nonstandard keyboard layout on the Netpliangeeirer and
makes F1 into Escape and F2 through F12 into F1 through FXEkeltan be combined with another
map by appending a dot and then the variant name, for exaogiligener . Multiple variants can be
combined, such ass.dvorak.swapctricaps . Note that not all combinations are allowed.

You can change the compiled in kernel default by addistipns PCKBD_LAYOUT=KB_encodi ng
whereencodings an uppercase entry from the list above @gKBD_LAYOUT=KB_PRVariants can be
bitwise or'd in (eg:PCKBD_LAYOUT=KB_US|KB_SWAPCTRLCAPS

Configuring the keyboard layout under X is described elsearhe
(http://www.NetBSD.org/docs/x/#x-keyboard-maps).

8.1.2.1.1 Hacking wscons to add a keymap

If your favourite keymap is not supported, you can start oigan

src/sys/dev/wscons/wsksymdef.h andsrc/sys/dev/pckbport/wskbdmap_mfii.c to make
your own. Be sure to send-pr (http://www.NetBSD.org/supsend-pr.html#submitting) a
change-request PR with your work, so others can make usk of it

You can test your keymap by usimgsconsctlinstead of directly hacking the keymaps into the keyboard
mapping file. For example, to say keycode 51 without any medihould map to a comma, with shift it
should map to a question mark, with alt it should map to a selmicand with both alt and shift it should
map to colon, issue the following command:

wsconsctl -w "map += keycode 51=comma question semicolon co lon"

8.1.2.2 Changing the keyboard repeat speed

Keyboard repeat speed can be tuned usinguwsmonsctl(8)utility. There are two variables of interest:
repeat.dell , which specifies the delay before character repetitionsstandrepeat.deln , which
sets the delay between each character repetition (on¢edjtar

Let's see an example, assuming you want to accelerate keybpaed. You could do, from the
command line:

wsconsctl -w repeat.del1=300
wsconsctl -w repeat.deln=40

Or, if you want this to happen automatically every time yootiap the system, you could add the
following lines to/etc/wscons.conf

setvar repeat.del1=300
setvar repeat.deln=40
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8.1.3 wsmouse

8.1.3.1 Serial mouse support

The wsmouse device (part of wscons) does not directly stigpaal mice. The moused(8) daemon is
provided to read serial mouse data, convert it into wsmowusete and inject them in wscons’ event
gueue, so the mouse can be used through the abstractiomplayaed by wsmouse.

A typical use can beroused -p /dev/tty00. This will try to determine the type of mouse connected
to the first serial port and start reading its data. The mg@edan page contains more examples.

8.1.3.2 Cut&paste on the console with wsmoused

It is possible to use the mouse on the wscons console to mattéxt with one mouse button, and
insert (paste) it again with another button.

To do this, enable "wsmoused" fetc/rc.conf , and start it:

# echo wsnoused=yes >>/etc/rc.conf
# sh /etc/rc.d/ wsnoused start

After that you can use the mouse to mark text with the left redugton, and paste it with the right one.
To tune the behaviour of wsmoused(8) see its manpage, wisicliascribes the format of the
wsmoused.conf(5) config file, an example of which can be fannd

/usr/share/examples/wsmoused

8.2 pccons

This console driver doesn't offer virtual consoles andtytpprograms for configuration but takes up very
little space. Due to this, it can be found on the i386 instapfly. It is only available for a handful of
architectures, mostly i386 derivatives.

To enable it, put the following line in your kernel config file:
pcO at isa? port Ox60 irqg 1 # pccons generic PC console driver
You can also set one of several options to compile in a notisgnkeymap:

# Keyboard layout configuration for pccons

#options FRENCH_KBD
#options FINNISH_KBD
#options GERMAN_KBD
#options NORWEGIAN_KBD
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Remove the comment character in front of one of this to endlgleorresponding keymap, then follow
the instructions irChapter 31o rebuild your kernel.

In general, you shouldn’t need pccons though, and wscongddfiball your needs.
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X

9.1 What is X?

The X Window System is the graphical subsystem availabl&l&BSD and many Unix (and non Unix)
systems. In fact it is much more than that: thanks to the ushtie X protocol, the X Window System is
“network transparent” and can run distributed applicai¢elient-server). This means, roughly, that you
can run an application on one host (client) and transpardigplay the graphical output on another host
(server); transparently means that you don’t have to mdat#application to achieve this result. The X
Window System is produced and maintained by the X Consoréindithe current release is X11R6. The
flavour of X used by NetBSD is XFree86, a freely redistriblgadpen source implementation of the X
Window System.

Please note that the X Window System is a rather bare bormas\vark which acts again as a base for
modern desktop environments like GNOME, KDE or XFCE, buythee not part of the X Windows
System, and while NetBSD ships with the X Window System, &sioot include these desktop
environments. They can be added easily via the pkgsrc systenngh, if needed.

When you start using X you'll find many new terms which youtilbpably find confusing at first. The
basic elements to use X are:

- Video hardwaresupported by XFree86, i.e. your video card.

« An X serverrunning on top of the hardware. The X server provides a stahday to open windows,
do graphics (including fonts for text display), and get megksyboard/other input. X is
network-transparent, so that you can run X clients on onéhinacand the X server (i.e., the display,
with video hardware) on another machine.

- A window managerunning on the X server. The window manager is essentialpeaial client that is
allowed to control placement of windows. It also “decoratemdows with standard “widgets”
(usually these provide window-motion, resizing, iconifyj and perhaps a few other actions). A
window manager also may provide backdrops, etc. Window igensecan also let you kill
windows/programs by clicking on their windows, and so forth

+ A desktop environmeiipptional.) KDE and GNOME, for example, are desktops: theysaiites of
more-or-less integrated software designed to give you hdedined range of software and a more or
less common interface to each of the programs. These inelb@dp browser of some kind, a
“desktop-metaphor” access to your filesystem, custom telsito replace xterm, software
development environments, audio, picture/animation giawetc.

- Any other applications (3rd party X clients) that you havbeeSe talk to the X server and to the
window manager. Unless the window manager is part of thetdpgi any), the desktop probably
doesn'’t get involved in much of anything that these applicet do. (However, e.g., GNOME may be
able to detect that you've installed the GIMP, for exampiel so offer a menu to launch the GIMP.)
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To summarize: in order to use a graphical environment yod nee

- the XFree86 system
« awindow manager (XFree86 already comes with a very basidawrmanager called twm.)

- If you prefer a more sophisticated environment you'll priolyavant to install a desktop too, although
this is not necessary. Desktops have some nice featuresrthhelpful to users who come from
environments such as Macintosh or MS-WINDOWS (the KDE dgskior example, has a very
similar flavour to MS-WINDOWS.)

Note: By now it should be clear that desktops like GNOME and KDE do not provide X servers. They
run on top of an existing X server supplied by XFree86. KDE and GNOME can make use of their own
window manager or of a separately installed window manager.

Normally, you can run at most one window manager at any givee vn a given X server. (But you can
run multiple X servers on a single computer.) If you are noning a window manager of your
choosing, and start KDE/GNOME, then that desktop envirantma! run a window manager for you.

9.2 Configuration

If you haven't chosen a minimal configuration during ingtatin, X is already installed and ready to run
on your computer. Depending on the exact hardware platfauryn NetBSD and X on, you may or
may not need to configure your X server. While most workstapiorts (sparc, pmax, ...) will just work
without further configuration if you use the right X-serwehich is what'usr/X11R6/bin/X is usually
linked to.

On PCs (1386, amd64), Shark and some other platforms, ydihak to tune the X server first by create
the menacingetc/X11/XF86Config file. To get an idea of what this file looks like, examine the
/usr/X11R6/lib/X11/XF86Config.eg file. The structure of the configuration file is described
formally in XF86Config(5), which can be examined with thddaling command:

# man XF86Confi g

Before configuring the system it is advisable to carefulbdréhe documentation found in
fusr/X11R6/lib/X11/doc : there are various README's for the video cards, for the neoaisd even

a NetBSD specific oneREADME.NetBSD) | suggest to start by readir@uickStart.doc . You might
have the feeling that other systems let you start more quinkdl with less effort, but the time spent
reading this documentation is not wasted: the knowledge aficKof your configuration that you gain

will turn out very useful on many future occasions and yobdlable to get the most from your hardware
(and software t00.)

You can create thietc/X11/XF86Config file manually with an editor or you can generate it
automatically with an interactive configuration prograrhelbest known programs are xf86config,
XF86Setup (XFree86 3.x) and xf86¢fg (XFree86 4.x). Bothod@nfig and xf86¢fg are installed by
default with X; XF86Setup is a graphical configuration todligh can be installed from pkgsrc.

You may find that a mixed approach is better: first create th&éXFonfig with one of the two programs
and then check it and tune it manually with an editor. E.gttierGUI basecxf86cfg:
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# xf86¢cfg
# configure to your will, and at the end save to /etc/X11l/ XF86Config
# vi [etc/ X11/ XF86Confi g

or for the screen-oriented, non-graphigt6config

# xf86config
# configure to your will, and at the end save to /etc/ X111/ XF86Config
# vi [etc/ X11/ XF86Confi g

The interface of the two programs is different but they bettuire the same set of information:

- the mouse type and the mouse device to be used
- the keyboard type and its layout

- the type of video card

- the type of monitor

Before configuring the system you should collect the realiiméormation.

9.3 The mouse

The first thing to check is the type of mouse you are using ¢fangle, serial or PS/2, ...) and the mouse
device (for exampleysmouseequires a different protocol). If you are using a serial sgichoose the
required protocol and specify the serial port to which itasected.

For example, PS/2 and USB mice usually are attached to th@usgrdevice, and as such you can use:

Section "InputDevice"
Identifier "Mouse0"

Driver "mouse"

Option "Protocol" "wsmouse"

Option "Device" "/dev/wsmouse"
EndSection

If you use a mouse with a scroll wheel, scrolling up and dowmeisdled as mouse buttons 4 and 5 being
pressed (respectively). Many applications like xterm oeféix handle these button presses. To enable
the scroll wheel, add the following lines to the "Pointerttsen:

Section "InputDevice"
Identifier "Mouse0"

Driver "mouse”

Option "Protocol" "wsmouse"

Option "Device" "/dev/wsmouse"

Option " ZAXi sMappi ng" "4 5"
EndSection

For a serial mouse on the first serial port, try something like
Section "InputDevice"

Identifier "Mouse0Q"
Driver "mouse"
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Option "Protocol" "auto"
Option "Device" "/dev/tty00"
EndSection

In this exampleldev/tty00 s the first serial port here, ugdev/tty0l  for the second and so on.
Protocol "auto” will try to automatically detect the protdof your serial mouse. If this doesn’t work, try
values like "Microsoft", "IntelliMouse" or "Logitech", ®9usr/X11R6/lib/X11/XF86Config.eg
and/usr/X11R6/lib/X11/doc/README.mouse for more information.

9.4 The keyboard

Even if you have already configured your keyboard for wscgos,need to configure it for X too, at
least if you want to get a non US layout.

An easy solution is to use the XKB protocol, specifying thgh@ard type and layout.
This is one area in which that configuration programs are vasakyou may want to choose the standard
layout and modify the generated configuration file manually:

Section "InputDevice"
Identifier "Keyboard0"

Driver "keyboard"

Option "XkbRules" "xfree86"

Option "XkbModel" "pcl102"

Option "XkbLayout" "de"

Option "XkbOptions" "ctrl:nocaps"
EndSection

If you want to use the “Windows” keys on your keyboard, usel'Q’ instead of “pc102” foixkbModel .

9.5 The monitor

Itis very important to correctly specify the values of theihontal and vertical frequency of the monitor:
a correct definition shields the monitor from damages degifiom an incompatible setup of the video
card. This information can be found in the monitor's mantrathe X documentation directory there is a
file containing the settings of many monitors; it can be used starting point to customize your own
settings.

9.6 The video card

The video card can be chosen from the database of the cortfigupaograms; the program will take
care of all the needed setups. Video card support is sligliffigrent between XFree86 3.x and 4.x.

XFree86 3.x has multiple servers for different categorfesdeo card chipsets. XFree86 4.x has only
one server. Different video chipsets are supported vidglatindependent driver modules, which can be
found in/usr/X11R6/lib/modules/drivers
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9.6.1 XFree 3.x

When you have selected the correct video card you must clibeséserver for the card. Usually, the
configuration programs can automatically determine theecvserver, but some video cards can be
driven by more than one server (for example, S3 Virge is sttpddy the SVGA and S3V servers); in
this case, study the documentation of the servers to dedid#hwone you need: different servers usually
have different capabilities and a different degree of sujfpo the video cards.

9.6.2 XFree86 4.x

After selecting the correct video card the configuratiorgpam will automatically select the appropriate
driver or suggest it. If you have not selected a card you caffigrare your video card by selecting the
required module.

9.7 Starting X

When you exit the configuration program, it creates the/dileX11/XF86Config , which can be
further examined and modified by hand.

Before starting X you should:

- check that the symbolic linkisr/X11R6/bin/X points to the correct X server:
# |Is -1 [usr/X11R6/ bi n/ X

- Verify that the configuration is correct. Launch:
# X -probeonly
and examine carefully the output.

Now you can start X with the following command:

# startx

If X doesn’t fire up there is probably some error in the confagion file.

If X starts but doesn’t work as expected (for example, youteanve the mouse pointer) you can exit
quickly with the Ctrl-Alt-Backspace key combination (negilable on all ports). If everything worked
correctly you are left in the X environment with the defauihdow manager (twm): althoughitis a
simple window manager many users feel that it is enough fair treeds. If you want a highly
configurable window manager with many bells and whistles, lyave many choices in the package
collection, se&ection 9.%elow.

To start customizing X, try giving the following command in gterm to change the background color:

# xsetroot -solid DarkSeaG een
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9.8 Customizing X

The look of the X environment can be customized in severabwaékie easiest method is to copy the
default.xinitrc file in your home directory and modify it, or create a simplewrone from scratch.
For example:

$ cp /etc/ X11/xinit/xinitrc $HOVE . xinitrc
$ vi $HOME/ .xinitrc

The following example shows how to start the window manatyamn(, open an instance of the xclock
program in the lower right part of the screen and two xterndeims. The “Bisque4” color is used for
the background.

The first part of the file is the same

# start some nice programs

xclock -geometry 50x50-1-1 &

xterm -geometry 80x34-1+1 -bg OldLace &

xsetroot -solid Bisque4 &

xterm -geometry 80x44+0+0 -bg AntiqueWhite -name login

twm # no '& here
With this type of setup, to exit X you must end the window marag/hich is usually done by selecting

"exit" from its menu.

Even with this simple configuration X has a considerably nicek. To give an even better look to the
environment you can install some utility program from thekzge collection. For example:

xcolorsel
displays all the colors defined igb.txt . Use it to choose background colors for the root window
or for xterms.

Xpmroot

lets you use a pixmap for the background.

Xscreensaver

X screen saver.

xdaemon

no desktop can be complete without this package, whichaljs@ moveable bitmap of the BSD
daemon in two selectable sizes.

9.9 Other window managers

If you don't like twm, which is a very simple window managecking many features and not very
configurable, you can choose another window manager frompablkage collection. Some of the most
popular are: fvwm?2, olwm/olvwm (Open Look Window Manag&indowMaker, Enlightenment,
AfterStep.
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In the rest of this section the installation of WindowMakedescribed as an example. WindowMaker is
a nice looking and highly configurable window manager. It barnstalled directly vigpkg_add:

# pkg_add -v w ndowmaker
Alternatively, it can be built from pkgsrc using tineake install command:

# cd /usr/ pkgsrc/wn wi ndowraker
# make install

As usual, bottpkg_add andmake install will fetch the needed packages automatically, so there is no
need to deal with dependencies manually.

More themes for WindowMaker are available in the wmthemekage.

WindowMaker is now installed; to start it you must modify yoxinitrc and/or.xsession file:
substitute the line which caltes/m with a line which callsvmaker. For example:

# start some useful programs

xclock -geometry 50x50-1-1 &

xdaemon2 -geometry +0-70 &

# start window manager:

wmaker  # no '& here to exit the session after the window manag er's done

Thestartx command will start the X11 session with WindowMaker. As cgafed in the example
Xinitrc file above, choosing “Quit” or similar from the window managenenu will quit the window
manager and the X11 session.

9.10 Graphical login with xdm

If you always use X for your work and the first thing you do afteu log in is runstartx, you can set up
a graphical login for your workstation which does this auébicelly. It is very easy:

1. Create thexsession file in your home directory. This file is similar te/.xinitrc and can, in
fact, be a link to the latter.

$ cd $HOME
$In-s .xinitrc .xsession

2. Modify /etc/rc.conf

xdm=YES xdm_flags="" # x11 display manager
If you prefer you can add the following line at the endeit/rc.local instead of modifying
rc.conf:

Jusr/X11R6/bin/xdm

This method can be used to start, for example, kdm or gdmadsiéxdm.

The configuration files for xdm are in thi&c/X11/xdm  directory. In theXservers file X is started by
default on “vt05”, which is the console you reach via “Ctrlt45"; if you want to use another virtual
console instead, this is the right place to modify the sgttin order to avoid keyboard contention
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between getty and xdm it is advisable to start xdm on a vitrahinal where getty is disabled. For
example if inXservers  you have:

:0 local /usr/X11R6/bin/X :0 vt04
in /etc/ttys you should have
ttyE3  "/usr/libexec/getty Pc" vt220  off secure

(Please note that vt04 corresponds to ttyE3 because vasthdnd ttyE start at 0).

If you want a nice look for your xdm login screen, you can mpdife xdm configuration file. For
example, to change the background color you can add thenviopline to theXsetup_0 file:

xsetroot -solid SeaGreen

Instead of setting a color, you can put an image on the backgrasing the xpmroot program: For
example:

Xpmroot /path_to_xpninetbsd. xpm

If you experiment a little with the configuration file you cachéeve many nice looking effects and build
a pleasing login screen. Note that other display manadergim and kdm offer different ways of
configuration, usually GUI based.
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Linux emulation

The NetBSD port for i386, alpha, mac68k, macppc, and mangrettan execute a great number of
native Linux programs, using the Linux emulation layer. Eafly, when you think about emulation you
imagine something slow and inefficient because, often, atiomls must reproduce hardware instructions
and even architectures (usually from old machines) in so#win the case of the Linux emulation this is
radically different: it is only a thin software layer, mgsfbr system calls which are already very similar
between the two systems. The application code itself isqga®ed at the full speed of your CPU, so you
don’t get a degraded performance with the Linux emulatiahtae feeling is exactly the same as for
native NetBSD applications.

This chapter explains how to configure the Linux emulatiothwin example: the installation of the well
known Acrobat Reader version 7 program.

10.1 Emulation setup
The installation of the Linux emulation is described in tloenpat_linux(8) man page; using the package

system only two steps are needed.

1. Configuring the kernel.
2. Installing the Linux libraries.

3. Installing Linux applications like Acrobat Reader

10.1.1 Configuring the kernel

If you use a GENERIC kernel you don’t need to do anything beedinux compatibility is already
enabled.

If you use a customized kernel, check that the followingamiare enabled:

option COMPAT_LINUX
option EXEC_ELF32

or the following options if you are going to use 64-bit ELF &iies:

option COMPAT_LINUX
option EXEC_ELF64

when you have compiled a kernel with the previous optionsgarustart installing the necessary
software.
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10.1.2 Installing the Linux libraries

Usually, applications are linked against shared libraaesl for Linux applications, Linux shared
libraries are needed. You can get the shared libraries froni.aux distribution, provided it's not too
old, but the suggested method is to use the package systemsaaitithe libraries automatically (which
uses SUSE libraries). When you install the libraries, tHiefdng happens:

- A secondary root directoris created which will be used for Linux programs. This dicggtis
lfemul/linux . The Linux programs in emulation mode will use this diregtas their root directory
and use files there. If a required file is not found, it will barsded with/ as root directory.

For example, if a Linux application operec/Id.so.conf , it will first be searched in
/emul/linux/etc/ld.so.conf , and if not found there iretc/Id.so.conf

- The shared libraries for Linux are installed. Most applmas are linked dynamically and expect to
find the necessary libraries on the system. For example,dool#at Reader, if you go to the
lusr/pkgsrc/print/acroread? and give thenake dependscommand, pkgsrc will fetch and
install all dependencies for Acrobat Reader.

Both operations will be handled automatically by the paeksygstem, without the need of manual
intervention from the user (we suppose that, by now, you héready begun to love the package
system...). Note that this section describes manual lasital of the Linux libraries.

To install the libraries, a program must be installed thaidhes the RPM format: it isom, which will be
used to extract the SUSE libraries. Executgke andmake install in the/usr/pkgsrc/misc/rpm/
directory to build and instalpm.

Next thesuse100_base package must be installed. The SUSE RPM files can be dowrddadthe
package system or, if you have a SUSE CD, you can copy thenein th

lusr/pkgsrc/distfiles/suse100 directory and then rumake andmake install after going to the
Jusr/pkgsrc/emulators/suse100_base directory.

With the same method installise100_compat andsusel00_x11 . The final configuration is:
# pkg_info -a | grep suse
suse_base-10.0nb3 Linux compatibility package

suse_compat-10.0nb1 Linux compatibility package with old shared libraries
suse_x11-10.0nb2 Linux compatibility package for X11 bina ries

10.1.3 Installing Acrobat Reader

Now everything is ready for the installation of the Acroba&dger program (or other Linux programs).
Change tdusr/pkgsrc/print/acroread7 and give the usual commands.

# nmake

# make install

Note: To download and install Acrobat Reader you need to add the line
“ACCEPTABLE_LICENSES+=adobe-acrobat-license” to /etc/mk.conf to accept the Acrobat
Reader license, simply follow the instructions given after make.
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10.2 Directory structure

If we examine the outcome of the installation of the Linuxdiies and programs we find that
femul/linux is a symbolic link pointing tdusr/pkg/emul/linux , where the following directories
have been created:

bin/
dev/
etc/
lib/
opt/
proc/
root/
shin/
usr/
var/

Note: Please always refer to /emul/linux and not to /usr/pkg/emul/linux . The latter is an
implementation detail and may change in the future.

How much space is required for the Linux emulation softw@ea®ne system we got the following
figure:

# cd /usr/ pkg/ emul
# du -k /emul/!1inux/

127804 /emul/linux/

Acrobat Reader, the program, has been installed in the d&eatory for package binaries:
{usr/pkg/bin . It can be run just as any other program:

$ acroread netbsd. pdf

10.3 Emulating /proc

Some Linux programs rely on a Linux-likgroc filesystem. The NetBSD procfs filesystem can
emulate dproc filesystem that contains Linux-specific pseudo-files. Tmagaish this you can mount
the procfs with the “linux”-option:

# mount _procfs -o linux procfs /emul/linux/proc
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In this example a Linux-like proc filesystem will be mountedtie/emul/linux/proc directory. You
can also let NetBSD mount it automatically during the bogfinocess of NetBSD, by adding the
following line to /etc/fstab

procfs /emul/linux/proc procfs ro,linux

10.4 Using Linux browser plugins

Linux plugins for Mozilla-based browsers can be used orveadtietBSD Firefox builds through
nspluginwrapper, a wrapper that translates between tiverabwser and a foreign plugin. At the
moment, nspluginwrapper only works reliably on Mozillasbd browsers that link against GTK2+
(GTK1+ is not supported). nspluginwrapper can be instahedugh pkgsrc:

# cd /usr/pkgsrc/www/nspluginwrapper
# make install

Plugins can then be installed in two steps: first, the plugsto be installed on the system (e.g. through
pkgsrc). After that the plugin should be registered withriepluginwrapper by the users who want to
use that plugin.

In this short example we will have a look at installing the Manedia Flash plugin. We can fullfill the
first step by installing the Flash plugin through pkgsrc:

# cd [usr/pkgsrc/multimedia/ns-flash
# make install
After that an unprivileged user can register the Flash plugi

$ nspluginwrapper -i /usr/pkg/lib/netscape/plugins/libf lashplayer.so

The plugin should then be registered correctly. You cankli@s by using the I option of
nspluginwrapper (nspluginwrapper -I). If the plugin is listed, you can restart Firefox, and vetiat
the plugin was installed by enterimdpout:pluginsn the location bar.

10.5 Further reading

The following articles may be of interest for further undarsling Linux (and other) emulation:
Bibliography

Implementing Linux emulation on NetBSD
(http://os.newsforge.com/0s/04/05/10/1437236.shitdH8&tid=82&tid=94) , Peter Seebach,
May 2004.
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Linux compatibility on BSD for the PPC platform, part 1
(http://www.onlamp.com/pub/a/onlamp/2001/05/104inbisd.html) Emmanuel Dreyfus, May
2001.

Linux compatibility on BSD for the PPC platform, part 2
(http://www.onlamp.com/pub/a/onlamp/2001/05/17 Ainlisd.html) Emmanuel Dreyfus, May
2001.

Linux compatibility on BSD for the PPC platform, part 3
(http://www.onlamp.com/pub/a/onlamp/2001/06/07 Ainisd.html) Emmanuel Dreyfus, Jun
2001.

Linux compatibility on BSD for the PPC platform, part 4
(http://www.onlamp.com/pub/a/onlamp/2001/06/21Ainfisd.html) Emmanuel Dreyfus, Jun
2001.

Linux compatibility on BSD for the PPC platform, part 5
(http://www.onlamp.com/pub/a/onlamp/2001/08/094inbisd.html) Emmanuel Dreyfus, Aug
2002.

Irix binary compatibility, part 1 (http://www.onlamp.cdpub/a/bsd/2002/08/08/irix.htmlEmmanuel
Dreyfus, Aug 2002.

Irix binary compatibility, part 2 (http://www.onlamp.cdpub/a/bsd/2002/08/29/irix.htmlEmmanuel
Dreyfus, Aug 2002.

Irix binary compatibility, part 3 (http://www.onlamp.cdpub/a/bsd/2002/09/12/irix.htm)Emmanuel
Dreyfus, Sep 2002.

Irix binary compatibility, part 4 (http://www.onlamp.cdpub/a/bsd/2002/10/10/irix.htmEmmanuel
Dreyfus, Oct 2002.

Irix binary compatibility, part 5 (http://www.onlamp.cdpub/a/bsd/2002/12/19/irix.htmEmmanuel
Dreyfus, Dec 2002.

Irix binary compatibility, part 6 (http://www.onlamp.cdpub/a/bsd/2003/04/03/irix.htmlEmmanuel
Dreyfus, Apr 2003.
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Audio

This chapter is a short introduction to the usage of audiacéevon NetBSD (who wants a dumb
computer, anyway?)

11.1 Basic hardware elements

In order to make audio work on your system you must know whdicacard is installed. Sadly it is often
not enough to know the brand and model of the card, becausg caaths use chipsets manufactured
from third parties. Therefore knowing the chipset insthiba the audio card can sometimes be useful.
The NetBSD kernel can recognize many chipsets and a quigkatdmesgis enough most of the time.

Therefore, type the following command:
# dmesg | nore

and look for the audio card and chipset. If you're lucky yourtameed to do anything because NetBSD
automatically detects and configures many audio cards.

Sometimes audio doesn’t work because the card is not sigghortoecause you need to do some work
in order for the card to be detected by NetBSD. Many audiosard nowadays very cheap, and it is
worth considering buying a different card, but before ddimg you can try some simple steps to make
the card work with NetBSD.

11.2 BIOS settings

This section is useful only to the owners of i386 PCs; on o#lnehitectures (e.g. Amiga) there are no
such features. The most important thing to determine inrdadese the audio card with NetBSD is the
type of bus supported by the card.

The most common interfaces are ISA and PCI.

ISA Plug and Play cards are usually more tricky to configurstigdoecause of the interaction with the
BIOS of the computer.

On the newer machines (those produced after 1997) thereli®a 8ption which causes many
headaches for the configuration of ISA Plug and Play audidscdout not only audio cards): this option
is usually named “PNP OS Installed” and is commonly foundim‘PNP/PCI Configuration” (the
names can be different in your BIOS.) As a general rule it isallg better to disable (i.e. set it to “NO”)
this option for NetBSD.

Note: On many systems everything works fine even if this option is enabled. This is highly system
dependent.
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11.3 Configuring the audio device

During the installation of NetBSD the devices are createti@idev directory. We are primarily
interested in:

/dev/audio
/dev/sound
/dev/mixer

If they are not present they can be created like this:

# cd /dev
# ./ MAKEDEV al

This command creates all the devices, including the audizéds.
The audio card is now probably ready to be used without furiloek.

You can make a quick test and send an audio file to the devicko(&iles usually have thew
extension), but if you don’t have an audio file you can justsaitext or binary file (of course you won'’t
hear anything useful...). Uggev/audio  or /dev/sound

# cat filenane > /dev/audio
or
# cat filenane > /dev/sound

If you hear something it means that the card is supported bBSI@ and was recognized and configured
by the kernel at boot; otherwise you must configure the kegettings for the audio device installed on
the system (assuming the card/chipset is supported.)

11.4 Configuring the kernel audio devices

NetBSD supports a wide range of audio cards and the GENER1@kalready enables and configures
most of them. Sometimes it is necessary to manually set ufRiQeand DMA for non-PnP ISA cards.

Note: When you create a custom kernel it is better to work on a copy of the GENERIC file, as
described in Chapter 31.

If you still have problems you can try enabling all the degideecause some audio cards can be made to
work only by emulating another card.

Many chipset make use of the SoundBlaster and OPL compitibilit a great number of them work
with the WSS emulation.
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OPL is a MIDI synthesizer produced by Yamaha; there are mdply ariants (e.g. OPL2, OPL3SA,
OPL3SA2, etc.). Many audio cards rely on this component ca oompatible one. For example, the
chips produced by Crystal (and amongst them the very comns#r28Xx) all have this chipset, and that's
why they work with NetBSD.

WSS is not a microchip; it is the acronym of Windows Sound &ystWSS is the name of the NetBSD
kernel driver which supports the audio system of Microsoiitdféws. Many audio cards work with
Windows because they adhere to this standard (WSS) andrtrestszlds for NetBSD.

Of the many audio cards that | tested with NetBSD, a good numbek only if opl * andwss* are
enabled in the kernel.

You should have no problem to get the Creative SoundBlaateisdo work with NetBSD: almost all of
them are supported, including the Sound Blaster Live 1024!

When everything works you can disable in the kernel configomdile the devices that you don't need.

11.5 Advanced commands

NetBSD comes with a number of commands that deal with audiee. They are:

- audioctl(1)
- mixerctl(1)
- audioplay(1)

- audiorecord(1)

11.5.1 audioctl(1)

audioctl(1) made its appearance in NetBSD 1.3 and is usec@imally set some variables regarding
audio 1/0, like the frequencies for playing and recordingeBvailable parameters can be displayed with
the following command:

# audioctl -a | nore
For example, to listen to CD quality music you can use thefadlhg command.
# audi oct|l -w play=44100, 2, 16, slinear_le

This command sets the frequency to 44100Hz, 2 audio chariréelst, slinear_le encoding.

You can see the supported encodings with:
# audi octl encodi ngs

This command displays the list of all the encodings suppdriethe audio card on your system.

11.5.2 mixerctl(1)

This command is used to configure the audio mixing and hastarface similar to that of audioctl(1).
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11.5.3 audioplay(1)

With this command you can play audio files in simple formats IWLAW and WAV. For more
sophisticated needs you might want to install one of the npaograms available in the package system
which let you play audio files in different formats (e.g. MRE;.)

11.5.4 audiorecord(1)

Not unsurprisingly this command is used to record audio.files
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This chapter describes a simple configuration for printirging an HP Deskjet 690C printer connected
to the first parallel port and the Ipd printing system that eswith NetBSD. First, the system will be
configured to print text documents, and next the configunatiitl be extended to print PostScript
documents using the Ghostscript prograamn{/ghostscript ). Please note that there are other,
alternative printing systems available from the packag#ection
(http://www.NetBSD.org/docs/software/packages.hthide LPRng print/LPRng ) and the Common
Unix Printing System (CUPSpfint/cups ) which are not covered here.

12.1 Enabling the printer daemon

After installation it is not yet possible to print, becaukelpd printer spooler daemon is not enabled. To
enabldpd, one line in theetc/rc.conf file must be changed from:

Ipd=NO

to

Ipd=YES

The change will come into effect at the next boot, but the daeoan be started manually now:
# sh /etc/rc.d/lpd start

To check iflpd is active, type the following command:

# ps ax | grep |pd
179 ?? Is 0:00.01 Ipd
If you don’t see an entry for Ipd in the output of the previoosenand, the daemon is not active.

The Ipd system is configured vietc/printcap . Before configurindetc/printcap itis a good

idea to make a printer test, to check if the physical connadietween your computer and the printer is
working. The test sends out some data directly to the prageice. Assuming you use a printer
connected to the parallel port, this/iev/lpt0  ; if you use an USB printer tridev/ulpt0 . Please
check the manpages of these devices (Ipt(4), ulpt(4)) faermdormation!

In our example we have a printer attached to the paralle] ponve run this:
# Iptest 70 5 > /dev/IptO

To see what the output should look like, try the same commatiebut redirecting the output to the
printer:

# |l ptest 70 5
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I"#$%8&'()  *+,-./0123456789:;<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\] ~ ‘abcdef
"H$0%&'() *+,-./0123456789:;<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\] ~ ‘abcdefg
H$%&'() *+,-./0123456789::<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\] ~ ‘abcdefgh
$%&'() *+,-./0123456789:;<=>? @ABCDEFGHIJKLMNOPQRSTUVWXYZ[\] ~ ‘abcdefghi
%&() *+,-./0123456789:;<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\] ~ ‘abcdefghij

A frequent problem is that the output on the printer is notectty aligned in columns but has a
“staircase” configuration. This usually means that thetpriis configured to begin a new line at the left
margin after receiving both a <CR> (carriage return, ASQIl dharacter and a <LF> (line feed, ASCII
10) character. NetBSD only sends a <LF> character. You cahifixproblem in two ways:

« by changing the configuration of the printer

« by using a simple printer filter (described later)

Note: In the previous example the Ipd spooler is not involved because the program output is sent
directly to the printer device (/dev/lpt0 ) and is not spooled.

12.2 Configuring /etc/ printcap

This section explains how to configure the example printg@riot text documents.

The printer must have an entry in thegc/printcap file; the entry contains the printer id (the name of
the printer) and the printer description. Tlpdd is the default used by many programs. Here is an
example entry:

Example 12-1/ et c/ pri nt cap

Ip|local printer|[HP DeskJet 690C:\
:Ip=/dev/lpa0:sd=/var/spool/lpd/lp:If=/var/log/lpd- errs:\
:sh:pl#66:pw#80:if=/usr/local/libexec/Ipfilter:

The file format and options are described in detail in thetpap(5) manpage. Please note thairgrut
filter has been specified (with thileoption) which will take care of eliminating the staircaselglem:

if=/usr/local/libexec/Ipfilter
Printer driver and HP printers:  Example 12-1 uses the Ipa0 device (polled driver) for the printer,
instead of the IpdO (interrupt driven driver). Using interrupts there is a communication problem with
some printers, and the HP Deskjet 690C is one of them: printing is very slow and one PostScript

page can take hours. The problem is solved using the Ipa driver. It is also possible to compile a
custom kernel where Ipt is polled.

The printcap entry for the printer also specifies a spookitiny, which must be created,; this directory
will be used by the Ipd daemon to accumulate the data to béeglin

# cd /var/spool /Il pd
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# nkdir Ip
# chown daenon: daenon | p
# chrmod 770 I p

The only missing part is thigfilter input filter, which must be written. The only task performed b
this filter is to configure the printer for the elimination bktstaircase problem before sending the text to
be printed. The printer used in this example requires tHeviahg initialization string: <ESC>&k2G.

Example 12-2/ usr/l ocal / 1'i bexec/ | pfilter

#1/bin/sh

# Treat LF as CR+LF

printf "\033&k2G" && cat && exit 0
exit 2

After saving this script into the name you usedestt/printcap , You need to make sure it's
executable:

# chrmod 755 /usr/local/libexec/|pfilterx

Note: There is another filter that can be used:

if=/usr/libexec/Ipr/Ipf:

This filter is much more complex than the one presented before. It is written to process the output of
nroff and handles underline and overprinting, expands tab characters and converts LF to CR + LF.
The source to this filter program can be found in /usr/src/usr.sbin/lpr/filters/ipf.c

After everything is in place now, tHptest command can be run again now, this time usinglpine
command, which will first send the data to the Ipd spoolen thms the filter and sends the data off to
the printer:

# Iptest 70 5| lpr -h

Thelpr program prints text using the spooler to send data to theéqurithe-h option turns off the
printing of a banner page (not really necessary, becauseehbption in/etc/printcap ). Users
more familiar with the System V printing system can also b&elp(1) command that comes as an
alternative to Ipr(1).

12.3 Configuring Ghostscript

Now that basic printing works, the functionality for prin¢gj PostScript files can be added. The simple
printer used in this example does not support native pgraiiPostScript files; a program must be used
which is capable of converting a PostScript document in asece of commands that the printer
understands. The Ghostscript program, which can be foupddkages collection, can be used to this
purpose. This section explains how to configure Ipd to uses@Glapt to print PostScript files on the HP
Deskjet 690C.
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A second id for the printer will be created figtc/printcap : this new id will use a different input
filter, which will call Ghostscript to perform the actual priof the PostScript document. Therefore, text
documents will be printed on tHp printer and PostScript documents on gsprinter: both entries use
the same physical printer but have different printing fdter

The same result can be achieved using different configuratieor example, a single entry with only one
filter could be used. For this, the filter should be able to matically determine the format of the
document being printed, and use the appropriate printingnam. This approach is simpler but leads to
a more complex filter; if you like it you should consider ifbtey the magicfilter program from the
packages collection: it does this and many other thingsnaatically.

For our approach, the nefatc/printcap file looks like this:

Example 12-3/ et c/ print cap

Ip|local printer|[HP DeskJet 690C:\
:Ip=/dev/lpa0:sd=/var/spool/lpd/Ip:Ilf=/var/log/lpd- errs:\
:sh:pl#66:pw#80:if=/usr/local/libexec/Ipfilter:

ps|Ghostscript driver:\
:Ip=/dev/lpa0:sd=/var/spool/lpd/ps:If=/var/log/Ipd- errs:\
:mx#0:sh:if=/usr/local/libexec/Ipfilter-ps:

Optionmx#0 is very important for printing PostScript files becauseiih@lates size restrictions on the
input file; PostScript documents tend to be very big. Fh@ption points to the new filter. There is also a
new spool directory.

The next steps are the creation of the new spool directoryétie filter program. The procedure for the
spool directory is the same as above:

cd /var/spool /| pd
nkdir ps

chown daenon: daenon ps
chnod 770 ps

H oH H H®

The filter program for PostScript output is more complex tthentext base one: the file to be printed is
fed to the interpreter which converts it into a sequence ofroands in the printer’s control language,
and then sends that off to the printer. We have achievednsfwam a cheap color printer in a device
suitable for PostScript output, by virtue of the NetBSD @pieig system and some powerful freeware
packages. The options used to configure Ghostscript areiloegén the Ghostscript documentation:
cdj550 is the device used to drive the HP printer.

Example 12-4./ usr/l ocal / |i bexec/ | pfilter-ps

#!/bin/sh

# Treat LF as CR+LF

printf "\033&k2G" || exit 2

# Print the postscript file

Jusr/pkg/bin/gs -dSAFER -dBATCH -dQUIET -dNOPAUSE -q -sDE VICE=cdj550 \
-sOutputFile=- -sPAPERSIZE=a4 - && exit 0

exit 2
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To summarize: two different printer names have been createde system, which point to the same
physical printer but use different options, different fit@nd different spool directories. Text files and
PostScript files can be printed. To print PostScript filesGhestscript package must be installed on the
system.

12.4 Printer management commands

This section lists some useful BSD commands for printer aimd jpbs administration. Besides the
already mentionetpr andlpd commands, we have:

Ipg
examine the printer job queue.

[prm

delete jobs from the printer’s queue.

Ipc
check the printing system, enable/disable printers andgurfeatures.

12.5 Remote printing

It is possible to configure the printing system in order tpoin a printer connected to a remote host.
Let's say that, for example, you work on thtanhost and you want to print on the printer connected to
thelogehost. Theetc/printcap file of loge is the one oExample 12-3From wotan it will be

possible to print Postscript files using Ghostscript on loge

The first step is to accept the print jobs submitted from theawtost to the loge host. To accomplish
this, a line with the wotan host name must be added tdetlethosts.lpd file on loge:

# host name

loge

# cat /etc/hosts.|pd
wotan

The format of this file is very simple: each line contains thene of a host which is permitted to print on
the local system. By default the Ipd daemon only listens omXUdlomain sockets for local connections,
it won't accept any network connects. To ensure the daensanealcepts incoming network traffic, the
following will need to be added t&tc/rc.conf

Ipd_flags=""

Next, the/etc/printcap file on wotan must be configured in order to send print jobs ge ld-or
example:

Ip|line printer on loge:\

:Ip=:sd=/var/spool/lpd/Ip:lf=/var/log/Ip-errs:\
:rm=loge:rp=Ip
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ps|Ghostscript driver on loge:\
:Ip=:sd=/var/spool/lpd/ps:lf=/var/log/lp-errs:\
:Mx#0:\

:rm=loge:rp=ps

There are four main differences between this configuratimhthe one oExample 12-3

1. The definition of “Ip” is empty.

2. The “rm” (remote machine) entry defines the name of the teoshich the printer is connected.

3. The “rp” (remote printer) entry defines the name of thetpriconnected to the remote host.

4. Itis not necessary to specify input filters because thaitdefis on the loge host will be used.

5. The spool directories must still be created locally onamot

#

H H H HH B

cd /var/spool /| pd
nkdir Ip

chown daenon: daenmon | p
chnmod 770 Ip

nkdir ps

chown daenon: daenon ps
chnmod 770 ps

Now the print jobs for the “Ip” and “ps” queues on wotan will ent automatically to the printer
connected to loge.
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13.1 Initializing and using floppy disks

PC-style floppy disks work mostly like other disk device®likard disks, except that you need to
low-level format them first. To use an common 1440 KB floppyhie first floppy drive, first (as root)
format it:

# fdformat -f /dev/rfdOa

Then create a single partition on the disk using disklabhel(8
# disklabel -rw /dev/rfdOa floppy3

Creating a small filesystem optimized for space:

# newfs -m 0 -0 space -i 16384 -c 80 /dev/rfdOa

Now the floppy disk can be mounted like any other disk. Or if gtready have a floppy disk with an
MS-DOS filesystem on it that you just want to access from N&tB®u can just do something like this:

# mount -t msdos /dev/fd0a /mnt

However, rather than using floppies like normal (biggerkslit is often more convenient to bypass the
filesystem altogether and just splat an archive of files tiréa the raw device. E.g.:

# tar cvfz /dev/rfdOa filel file2 ...

A variation of this can also be done with MS-DOS floppies ushesgysutils/mtools package which
has the benefit of not going through the kernel buffer cacllefauns not being exposed to the danger of
the floppy being removed while a filesystem is mounted on it.

13.2 How to use a ZIP disk

1. See if your system has a ZIP drive:

# dmesg | grep -i zip
sd0 at atapibusO drive 1: <IOMEGA ZIP 100 ATAPI, |, 14.A> type O direct removable

Seems it has one, and it’s recognized as sd0, just like any &i€lS The fact that the ZIP here is an
ATAPI| one doesn’t matter - a SCSI ZIP will show up here, tooe 7P is marked as "removable”,
which means you can eject it with:
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# eject sdO
2. Insert ZIP disk
3. Check out what partitions are on the ZIP:

# di skl abel sdO
# [dev/rsd0d:

type: ATAPI
8 partitions:
# size  offset fstype [fsize bsize  cpg]
d: 196608 0 unused 0 0 # (Cyl. 0 - 95)
h: 196576 32 MSDOS # (Cyl. 0 *- 95)

disklabel: boot block size 0
disklabel: super block size 0

Partition d

is the whole disk, as usual on i386.

Partition h
is what you want, and you can see it's a msdos filesystem even.
Hence, use /dev/sdOh to access the zip’s partition.
4. Mount it:
# nount -t nsdos /dev/sdOh /mt
5. Access your files:

# 1s -la /mt

total 40809
drwxr-xr-x 1 root wheel 16384 Dec 31 1979 .
drwxr-xr-x 28 root wheel 1024 Aug 2 22:06 ..

-FWXTr-Xr-X 1 root wheel 1474560 Feb 23 1999 bootl.fs

~TWXI-Xr-X 1 root wheel 1474560 Feb 23 1999 boot2.fs
-FWXTr-Xr-X 1 root wheel 548864 Feb 23 1999 boot3.fs
-rwxr-xr-x 1 root wheel 38271173 Feb 23 1999 netbsd19990223 .tar.gz

6. Unmount the ZIP:

# unount /mmt
#

7. Eject the ZIP:

# eject sdO
#

13.3 Reading data CDs with NetBSD

Data CDs can contain anything from programs, sound files (MR8), movies (MP3, QuickTime) to
source code, text files, etc. Before accessing these fileB, m@st be mounted on a directory, much like
hard disks are. Just as hard disks can use different fileagdfés, Ifs, ext2fs, ...), CDs have their own
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filesystem, "cd9660". The NetBSD cd9660 filesystem can tegfildsystems without and with
Rockridge and Joliet extensions.

CD devices are named /dev/cdOa for both SCSI and IDE (ATAPI).

With this information, we can start:

1. See if your system has some CD drive:

# dmesg | grep “cd
cd0 at atapibusO drive 0: <CD-R/RW RW8040A, , 1.12> type 5 cdr om removable
cd0: 32-bit data port
cd0: drive supports PIO mode 4, DMA mode 0
cdO(pciide0:1:0): using PIO mode 0, DMA mode 0 (using DMA dat a transfers)

We have one drive here, "cd0". It is an IDE/ATAPI drive, asifound on atapibus0. Of course the
drive (rather, its medium) is removable, i.e., you can dgfe&ee below.

2.Inserta CD
3. Mount the CD manually:

# nmount -t ¢cd9660 /dev/cdOa / mmt
#

This command shouldn’t print anything. It instructs thetsysto mount the CD found on /dev/cdOa
on /mnt, using the "cd9660" filesystem. The mountpoint "/hamiist be an existing directory.

4. Check the contents of the CD:

# Is /mt

INSTALL.html INSTALL.ps  TRANS.TBL boot.catalog
INSTALL.more INSTALL.txt binary installation

#

Everything looks fine! This is a NetBSD CD, of course. :)
5. Unmount the CD:

# unmount /mt
#

If the CD is still accessed (e.g. some other shell’s still"ttchto it), this will not work. If you shut
down the system, the CD will be unmounted automatically far,\there’s nothing to worry about
there.

6. Making an entry in /etc/fstab:

If you don’t want to type the full "mount” command each timeuycan put most of the values into a
line in /etc/fstab:

# Device mountpoint filesystem mount options
/dev/cdOa /cdrom cd9660 ro,noauto

Make sure that the mountpoirtdrom in our example, exists:

# nkdir /cdrom
#

Now you can mount the cd with the following command:

# nmount /cdrom
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#
Access and unmount as before.

The CD is not mounted at boot time due to the "noauto” mounboptthis is useful as you'll
probably not have a CD in the drive all the time. See mount{@)raount_cd9660(8) for some other
useful options.

7. Eject the CD:

# eject cdO
#

If the CD is still mounted, it will be unmounted if possiblesfore being ejected.

13.4 Reading multi-session CDs with NetBSD

Use mscdlabel(8) to add all sessions to the CDs disklabeltteen use the appropriate device node to
mount the session you want. You might have to create thesjoreling device nodes idev manually.
For example:

# nscdl abel cdl

track (ctl=4) at sector 142312

adding as 'a’

track (ctl=4) at sector 0

adding as 'b’

# 1s -1 /dev/cdlb

Is: /dev/cdlb: No such file or directory

# cd /dev

# 1s -1 cdlx

brw-r----- 1 root operator 6, 8 Mar 18 21:55 cdla
brw-r----- 1 root operator 6, 11 Mar 18 21:55 cdid

# nknod cdlb b 6 9

to createdev/icdlb . Make sure you fix the permissions of any new device nodes reate:

# 1s -1 cdlx

brw-r----- 1 root operator 6, 8 Mar 18 21:55 cdla

brw-r--r-- 1 root wheel 6, 9 Mar 18 22:23 cdlb
brw-r----- 1 root operator 6, 11 Mar 18 21:55 cdid

# chgrp operator cdlb
# chnmod 640 cdlb
# 1s -1 cdlx

brw-r----- 1 root operator 6, 8 Mar 18 21:55 cdla
brw-r----- 1 root operator 6, 9 Mar 18 22:24 cdlb
brw-r----- 1 root operator 6, 11 Mar 18 21:55 cdid

Now you should be able to mount it.

# mount /dev/cdlb /mt
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13.5 Allowing normal users to access CDs

By default, NetBSD only allows "root" to mount a filesysterinydu want any user to be able to do this,
perform the following steps:

- Give groups and other the access rights to the device.

# chmod go+rw /dev/cdOa
« Ask NetBSD to let users mounting filesystems.

# sysctl -w vfs.generic.usermount=1

Note that this works for any filesystem and device, not ontydDs with a ISO 9660 filesystem.
To perform the mount operation after these commands, threnus&t own the mount point. So, for

example:

$ cd $HOME
$ mkdir cdrom
$ mount -t cd9660 -0 nodev,nosuid /dev/cdOa ‘pwd‘/cdrom

Note: The mount options nodev and nosuid are mandatory from NetBSD 4.0 on. They are not
necessary on NetBSD 3.x systems.

Please also see mount(8) and as an alternativauttemount daemoamd(8), for which example config
files can be found irusr/share/examples/amd

13.6 Mounting an ISO image

Sometimes, it is interesting to mount an ISO9660 image fifereeyou burn the CD; this way, you can
examine its contents or even copy files to the outside. If yewad_inux user, you should know that this
is done with the specidbop filesystem. NetBSD does it another way, usingthedepseudo-disk.

We will illustrate how to do this with an example. Suppose haue an ISO image in your home
directory, called "mycd.iso":

1. Start by setting up a new vnode, "pointing" to the ISO file:
# vnconfig -c vndO0 ~/nycd.iso
2. Now, mount the vnode:
# nount -t cd9660 /dev/vndOa /mt
3. Yeah, image contents appear untiert ! Go to that directory and explore the image.
4. When you are happy, you have to umount the image:
# unount / mt
5. And at last, deconfigure the vnode:
# vnconfig -u vndO

Note that these steps can also be used for any kind of file dmains a filesystem, not just ISO images.
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See the vnd(4) and vnconfig(8) man pages for more information

13.7 Using video CDs with NetBSD

To play MPEG Video streams as many DVD players can play thetieiuNetBSD, mount the CD as you
would do with any normal (data) CD (s&ection 13.3 then use thenultimedia/xine-ui ,
multimedia/mplayer or multimedia/gmplayer package to play the mpeg files stored on the CD.

13.8 Using audio CDs with NetBSD

There are two ways to handle audio CDs:

1. Tell the CD drive to play to the headphone or to a sound¢anghich CDROMs are usually
connected internally. Use programs like cdplayélyio/xmcd , "kscd" from the
multimedia/kdemultimedia3 package, mixer programs like mixerctl(hydio/xmix
audio/xmmix , the Curses basedidio/cam , or kmix, which is part of
multimedia/kdemultimedia3

This usually works well on both SCSI and IDE (ATAPI) CDROMd)RW and DVD drives.

2. To read ("rip") audio tracks in binary form without goifgéugh digital->analog conversion and
back. There are several programs available to do this:

- For most ATAPI, SCSI and several proprietary CDROM drivhsgalidio/cdparanoia package
can be used. With cdparanoia the data can be saved to a fileeotedl to standard output in WAV,
AIFF, AIFF-C or raw format. Currently the -g option is reqeirby the NetBSD version of
cdparanoia. A hypothetical example of how to save track 2\&B\ file is as follows:

$ cdparanoia -g /dev/rcd0d 2 track-02. wav
If you want to grab all files from a CD, cdparanoia’s batch mizdeseful:
$ cdparanoia -g /dev/rcd0od -B

- For ATAPI or SCSI CD-ROMs thaudio/cdd  package can be used. To extract track 2 with cdd,
type:
# cdd -t 2 ‘pwd
This will put a file calledrack-02.cda  in the current directory.

- For SCSI CD-ROMS thaudio/tosha  package can be used. To extract track 2 with tosha, you
should be able to type:

# tosha -d CD-ROMdevice -t 2 -0 track-02.cda

The data can then be post-processed e.g. by encoding it iR®dtfeams (seBection 13.Dor by
writing them to CD-Rs (se8ection 13.11L
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13.9 Creating an MP3 (MPEG layer 3) file from an audio CD

The basic steps in creating an MPEG layer 3 (MP3) file from atica@D (using software from the
NetBSD packages collection (http://www.NetBSD.org/dpkgsrc/)) are:

1. Extract (ip) the audio data of the CD as shownSection 13.8

2. Convert the CD audio format file to WAV format. You only ndederform this job if your ripping
program (e.g. tosha, cdd) didn't already do the job for you!

« Using theaudio/sox package, type:
$ sox -s -w -c 2 -r 44100 -t cdr track-02.cda track-02.wav

This will converttrack-02.cda  in raw CD format tatrack-02.wav ~ in WAV format, using
signed 16-bitwords with 2channels at a samplin@te of 44100kHz.

3. Encode the WAV file into MP3 format.
« Using theaudio/bladeenc ~ package, type:
$ bladeenc -128 -QUIT track-02.wav

This will encodetrack-02.wav ~ into track-02.mp3  in MP3 format, using a bit rate if
128&Bit/sec. The documentation for bladeenc describes bdsrim more detail.

- Using theaudio/lame package, type:
$ lame -p -0 -v -V 5 -h track-02.wav track-02.mp3

You may wish to use a lower quality, depending on your tasteheamdware.

The resultant MP3 file can be played with any of Hhelio/ggmpeg , audio/maplay , audio/mpg123
oraudio/splay  packages.

13.10 Using a CD-R writer with data CDs

The process of writing a CD consists of two steps: First, aage! of the data must be generated, which
can then be written to CD-R in a second step.

1. Reading an pre-existing ISO image
# dd if=/dev/rcdOa of=filenane.iso bs=2k
#
Alternatively, you can create a new ISO image yourself:

2. Generating the 1ISO image

Put all the data you want to put on CD into one directory. Next yeed to generate a disk-like ISO
image of your data. The image stores the data in the same fotheg're later put on CD, using the
ISO 9660 format. The basic ISO9660 format only understar@sienames (max. eight letters for
filename, plus three more for an extension). As this is nattpral for Unix filenames, a so-called
"Rockridge Extension" needs to be employed to get longerditees. (A different set of such
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extension exists in the Microsoft world, to get their longifiames right; that's what's known as
Joliet filesystem).

The ISO image is created using the mkisofs command, whichrisop thesysutils/cdrtools
package.

Example: if you have your data in /usr/tmp/data, you can gere 1SO image file in
/usr/tmp/data.iso with the following command:

$ cd /usr/tnp

$ nkisofs -o data.iso -r data

Using NETBS000.GZ;1 for data/binary/kernel/netbsd.INST ALL.gz (netbsd.INSTALL_TINY.gz)

Using NETBS001.GZ;1 for data/binary/kernel/netbsd. GENE RIC.gz (netbsd.GENERIC_TINY.gz)
5.92% done, estimate finish Wed Sep 13 21:28:11 2000

11.83% done, estimate finish Wed Sep 13 21:28:03 2000

17.74% done, estimate finish Wed Sep 13 21:28:00 2000

23.64% done, estimate finish Wed Sep 13 21:28:03 2000

88.64% done, estimate finish Wed Sep 13 21:27:55 2000
94.53% done, estimate finish Wed Sep 13 21:27:55 2000
Total translation table size: 0

Total rockridge attributes bytes: 5395

Total directory bytes: 16384

Path table size(bytes): 110

Max brk space used 153c4

84625 extents written (165 Mb)

$

Please see the mkisofs(8) man page for other options likeqiptiblisher and preparer. The
Bootable CD ROM How-To (http://www.NetBSD.org/docs/bathtml) explains how to generate a
bootable CD.

. Writing the 1ISO image to CD-R

When you have the ISO image file, you just need to write it on a Tls is done with the
"cdrecord" command from theysutils/cdrtools package. Insert a blank CD-R, and off we go:

# cdrecord -v dev=/dev/rcd0d data.iso

#

After starting the command, 'cdrecord’ shows you a lot obimfiation about your drive, the disk
and the image you're about to write. It then does a 10 secamatstdown, which is your last chance
to stop things - type ~C if you want to abort. If you don't ahahte process will write the whole
image to the CD and return with a shell prompt.

Note that cdrecord(8) works on both SCSI and IDE (ATAPI) dsiv
. Test
Mount the just-written CD and test it as you would do with angrmal” CD, se&ection 13.3
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13.11 Using a CD-R writer to create audio CDs

If you want to make a backup copy of one of your audio CDs, youdmmso by extracting ("ripping") the
audio tracks from the CD, and then writing them back to a bl@bk Of course this also works fine if

you only extract single tracks from various CDs, creatingmery own mix CD!

The steps involved are:

1. Extract ("rip") the audio tracks as described aSéttion 13.80 get a couple of .wav files.

2. Write the .wav files using cdrecord command fromd=utils/cdrtools package:

# cdrecord -v dev=/dev/rcd0d -audio -pad *.wav

13.12 Creating an audio CD from MP3s

If you have converted all your audio CDs to MP3 and now want &kena mixed CD for your (e.g.) your
car, you can do so by first converting the .mp3 files back to f@awat, then write them as a normal

audio CD.

The steps involved here are:

1. Create .wav files from your .mp3 files:
$ nmpgl23 -w foo.wav foo.np3
Do this for all of the MP3 files that you want to have on your audD. The .wav filenames you use
don’t matter.
2. Write the .wav files to CD as described un&ection 13.11

13.13 Copying an audio CD

To copy an audio CD while not introducing any pauses as maddat the CDDA standard, you can use
cdrdao for that:

# cdrdao read-cd --device /dev/rcdOd data.toc
# cdrdao wite --device /dev/rcdld data.toc

13.14 Copying a data CD with two drives

If you have both a CD-R and a CD-ROM drive in your machine, yan copy a data CD with the
following command:

# cdrecord dev=/dev/rcdld /dev/rcdOd

Here the CD-ROM (cd0) contains the CD you want to copy, andXheR (cd1) contains the blank disk.
Note that this only works with computer disks that contaimsasort of data, it doesotwork with audio
CDs! In practice you'll also want to add something likpéed=8" to make things a bit faster.
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13.15 Using CD-RW rewritables

You can treat a CD-RW drive like a CD-R drive (sBection 13.1Pin NetBSD, creating images with
mkisofs(8) and writing them on a CD-RW medium with cdrec8jd(

If you want to blank a CD-RW, you can do this with cdrecorditahk " option:

# cdrecord dev=/dev/rcd0d bl ank=f ast

There are several other ways to blank the CD-RW, call cdté8pvith "bl ank=hel p" for a list. See
the cdrecord(8) man page for more information.

13.16 DVD support

Currently, NetBSD supports DVD media through the ISO 9660 alsed for CD-ROMs. The new UDF
filesystem also present on DVDs has been supported sinceSRe4BD. Information about mounting ISO
9660 and UDF filesystems can be found in the mount_cd966aBjyreount_udf(8) manual pages
respectively. DVDs, DivX and many avi files be played withltimedia/ogle or

multimedia/gmplayer

For some hints on creating DVDs, see this postings aboutigodsv
(http://mail-index.NetBSD.org/current-users/20040B10021.html) and this article about recording CDs
and DVDs with NetBSD (http://www.mreriksson.net/bloglaive/15/).

13.17 Creating 1SO images from a CD

To create an ISO image and save the checksum do this:

# readcd dev=/dev/cd0d f=/tnp/cd.iso

Here is an alternative using dd(1):

# dd if=/dev/cd0d of =/tnp/cd.iso bs=2048

If the CD has errors you can recover the rest with this:

# dd if=/dev/cd0d of =/tnp/cd.iso bs=2048 conv=noerror

To create an ISO image from a mounted data CD first, mount thdi€lioby:
# mount -t ¢d9660 -r /dev/cdOd /mt/cdrom

Second, get the image:

# nkhybrid -v -1 -J -R -0 /tnp/ny_cd.iso /mt/cdrom

13.18 Getting volume information from CDs and ISO images

You can read the volume data from an unmounted CD with thisccand:
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# file -s /dev/cdOd
You can read the volume data from an 1ISO image with this congman
# isoinfo -d -i /tnp/ny_cd.iso
You can get the unique disk number from an unmounted CD wigh th
# cd-discid /dev/cdod
You can read the table of contents of an unmounted CD withctiismand:

# cdrecord -v dev=/dev/cd0d -toc
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The cryptographic device driver
(CGD)

Thecgd driver provides functionality which allows you to use digkgartitions for encrypted storage.
After providing the appropriate key, the encrypted pantitis accessible usingyd pseudo-devices.

14.1 Overview

People often store sensitive information on their hardsléskd are concerned about this information
falling into the wrong hands. This is particularly relevémusers of laptops and other portable devices,
or portable media, which might be stolen or accidentallypaised.

14.1.1 Why use disk encryption?

File-oriented encryption tools like GnuPG are great forgpting individual files, which can then be

sent across untrusted networks as well as stored encryptéidlka But sometimes they can be
inconvenient, because the file must be decrypted each tism#ibe used; this is especially cumbersome
when you have a large collection of files to protect. Any timseaurity tool is cumbersome to use,
there’s a chance you'll forget to use it properly, leaving fies unprotected for the sake of convenience.

Worse, readable copies of the encrypted contents mighesisit on the hard disk. Even if you overwrite
these files (usingm -P) before unlinking them, your application software mightk@éemporary copies
you don’t know about, or have been paged to swapspace - and/euve hard disk might have silently
remapped failing sectors with data still in them.

The solution is to simply never write the information unemuted to the hard disk. Rather than taking a
file-oriented approach to encryption, consider a blockmted approach - a virtual hard disk, that looks
just like a normal hard disk with normal filesystems, but whénicrypts and decrypts each block on the
way to and from the real disk.

14.1.2 Logical Disk Drivers

Thecgd device looks and behaves to the rest of the operating sysgteranly other disk driver. Rather
than driving real hardware directly, it provides a logiaahé€tion layered on top of another block device.
It has a special configuration prograogdconfig to create and configurecad device and point it at the
underlying disk device that will hold the encrypted data.

NetBSD includes several other similar logical block desijaach of which provides some other function
wherecgd provides encryption. You can stack several of these lo@ilcatk devices together: you can
make an encryptechid to protect your encrypted data against hard disk failureels w
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Once you have createctgd disk, you can usdisklabel to divide it up into partitionsswapctlto enable
swapping to those partitions aewfsto make filesystems, thenount and use those filesystems, just
like any other new disk.

14.1.3 Availability

Thecgd driver was written by Roland C. Dowdeswell, and introduaetletBSD-current between the
1.6 and 2.0 release branches. As a result, it is not in theele@se series; it is in the 2.0 release.

14.2 Components of the Crypto-Graphic Disk system

A number of components and tools work together to makedldesystem effective.

14.2.1 Kernel driver pseudo-device

To usecgd you need a kernel with support for thed pseudo-device. Make sure the following line is in
the kernel configuration file:

pseudo-device  cgd 4 # cryptographic disk driver

The number specifies how maogd devices may be configured at the same time. After configuhiag t
cgd pseudo-device you can recompile the kernel and boot it tblengd support.

14.2.2 Ciphers

Thecgd driver provides the following encryption algorithms:

Encryption Methods

aes-cbc

AES (Rijndael). AES uses a 128 bit blocksize and accepts12Bor 256 bit keys.

blowfish-cbc

Blowfish uses a 64 bit blocksize and accepts 128 bit keys

3des-chc

Triple DES uses a 64 bit blocksize and accepts 192 bit keyly (@8 bits are actually used for
encryption)

All three ciphers are used in CBC mode. This means each béolOoRed with the previous encrypted
block before encryption. This reduces the risk that a pattan be found, which can be used to break the
encryption.
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14.2.3 Verification Methods

Another aspect ofgd that needs some attention are the verification methgdsonfigprovides. These
verification methods are used to verify the passphrase iscoiThe following verification methods are
available:

Verification Methods

none

no verification is performed. This can be dangerous, bedéiedeey is not verified at all. When a
wrong key is enteredgdconfigconfigures thegd device as normal, but data which was available
on the volume will be destroyed (decrypting blocks with amgdey will result in random data,
which will result in a regeneration of the disklabel with tarent key).

disklabel

cgdconfigscans for a valid disklabel. If a valid disklabel is foundhwihe key that is provided
authentication will succeed.

ffs

cgdconfigscans for a valid FFS file system. If a valid FFS file systemumtbwith the key that is
provided authentication will succeed.

14.3 Example: encrypting your disk

This section works through a step-by-step example of caimgean existing system to used,
performing the following actions:

1. Preparing the disk and partitions

2. Scrub off all data

3. Create the cgd

4. Adjust config-files

5. Restoring your backed-up files to the encrypted disk

14.3.1 Preparing the disk

First, decide which filesystems you want to move to an enexygevice. You're going to need to leave at
least the small root () filesystem unencrypted, in order to load the kernel andnitncgdconfigand the
rc.d scripts that configure youwgd . In this example, we’ll encrypt everything except the rdgt (
filesystem.

We are going to delete and re-make partitions and filesystenaswill require a backup to restore the
data. So make sure you have a current, reliable backup staradlifferent disk or machine. Do your
backup in single-user mode, with the filesystems unmoutdezhsure you get a clealump. Make sure
you back up the disklabel of your hard disk as well, so you tearexord of the partition layout before
you started.
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With the system at single usérmounted read-write and everything else unmounteddisséabel to
delete all the data partitions you want to move iogd .

Then make a single new partition in all the space you justifigge saywd0e. Set the partition type for
this partition toccd (there’s no code specifically fayd , butced is very similar. Though it doesn’t
really matter what it is, it will help remind you that it's natnormal filesystem later). When finished,
label the disk to save the new partition table.

14.3.2 Scrubbing the disk

We have removed the partition table information, but thetéxj filesystems and data are still on disk.
Even after we make egd device, create filesystems, and restore our data, somesef thek blocks
might not yet be overwritten and still contain our data inpext. This is especially likely if the
filesystems are mostly empty. We want to scrub the disk befergo further.

We could useld to copy/dev/izero  over the newdOe partition, but this will leave our disk full of
zeros, except where we've written encrypted data later. gatmot want to give an attacker any clues
about which blocks contain real data, and which are freeessacwe want to write "noise” into all the
disk blocks. So we'll create a temporamyd , configured with a random, unknown key.

First, we configure agd to use a random key:
# cgdconfig -s cgdO /dev/wdOe aes-cbhc 128 < /dev/urandom

Now we can write zeros into the raw partition of agid (/dev/ircgdod  on NetBSD/i386,
/dev/rcgdOc  on most other platforms):

# dd if=/dev/zero of=/dev/rcgd0d bs=32k

The encrypted zeros will look like random data on disk. Thighthtake a while if you have a large disk.
Once finished, unconfigure the random-kegy :

# cgdconfig -u cgdO

14.3.3 Creating the cgd

Thecgdconfigprogram, which manipulategd devices, uses parameters files to store such information
as the encryption type, key length, and a random passwadrfbsalachcgd . These files are very
important, and need to be kept safe - without them, you willb®able to decrypt the data!

We'll generate a parameters file and write it into the defedation (make sure the directofstc/cgd
exists and is mode 700):

# cgdconfig -g -V disklabel -o /etc/cgd/ wdOe aes-cbc 256

This creates a parameters fiéec/cgd/wdOe  describing acgd using theaes-cbc cipher method, a
key verification method adisklabel , and a key length ai56 bits. It will look something like this:

algorithm aes-cbc;
iv-method encblkno;
keylength 256;
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verify_method disklabel;
keygen pkcs5_pbkdf2/shal {
iterations 6275;
salt AAAAgHTQg/jKCd2ZJiOSGrgnadGw=;

Note: Remember, you'll want to save this file somewhere safe later.

Tip: When creating the parameters file, cgdconfig reads from /devirandom to create the password
salt. This read may block if there is not enough collected entropy in the random pool. This is unlikely,
especially if you just finished overwriting the disk as in the previous step, but if it happens you can
press keys on the console and/or move your mouse until the rnd device gathers enough entropy.

Now it's time to create ouegd , for which we’ll need a passphrase. This passphrase neégsantered
every time thecgd is opened, which is usually at each reboot. The encryptignskderived from this
passphrase and the salt. Make sure you choose somethingoyoifevget, and others won't guess.

The first time we configure thegd , there is no valid disklabel on the logical device, so thédadion
mechanism we want to use later won’t work. \We override it tme time:

# cgdconfig -V re-enter cgdO /dev/wdOe

This will prompt twice for a matching passphrase, just inecasu make a typo, which would otherwise
leave you with acgd encrypted with a passphrase that’s different to what yoeetqul.

Now that we have a newgd , we need to partition it and create filesystems. Recreateprevious
partitions with all the same sizes, with the same letter rame

Tip: Remember to use the disklabel -I argument, because you're creating an initial label for a new
disk.

Note: Although you want the sizes of your new partitions to be the same as the old, unencrypted
ones, the offsets will be different because they're starting at the beginning of this virtual disk.

Then, usenewfsto create filesystems on all the relevant partitions. Thietyour partitions will reflect
thecgd disk names, for example:

# newfs /dev/rcgdOh

14.3.4 Modifying configuration files

We've moved several filesystems to another (logical) diekl,\&e need to updatetc/fstab
accordingly. Each partition will have the same letter (iis txample), but will be orgd0 rather than
wd0. So you'll haveletc/fstab entries something like this:
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/dev/wdOa / ffs rw,softdep 11
/dev/cgdOb none swap sw 00
/dev/cgdOb /tmp mfs rw,-s=132m 00
/dev/cgdOe /var ffs rw,softdep 12
/dev/cgdOf /Jusr ffs rw,softdep 12
/dev/cgdOh /home ffs rw,softdep 12

Note: /tmp should be a separate filesystem, either mfs or ffs , inside the cgd, so that your temporary
files are not stored in plain text in the / filesystem.

Each time you reboot, you're going to need yogd configured early, beforisck runs and filesystems
are mounted.

Put the following line inetc/cgd/cgd.conf
cgdo /dev/wdOe

This will use/etc/cgd/wdOe  as config file forcgdo .

To finally enable cgd on each boot, put the following line ifei@/rc.conf
cgd=YES

You should now be prompted fédev/icgd0 ’s passphrase whenevetc/rc  starts.

14.3.5 Restoring data

Next, mount your new filesystems, améstore your data into them. It often helps to hatt@p mounted
properly first, agestore can use a fair amount of temporary space when extractinga thrmpfile.

To test your changes to the boot configuratiomount the filesystems and unconfigure gl , so

when you exit the single-user shelt, will run like on a clean boot, prompting you for the passphras
and mounting your filesystems correctly. Now you can brirgaysstem up to multi-user, and make sure
everything works as before.

14.4 Example: encrypted CDs/DVDs

14.4.1 Introduction

This section explains how to create and use encrypted CO3&8Mth NetBSD (all | say about "CDs"
here does also apply to "DVDs"). | assume that you have basiwledge of cgd(4), so | will not explain
what cgd is or what'’s inside it in detail. The same appliesrtd(4). One can make use of encrypted CDs
after reading this howto, but for more detailed informatidnout different cgd configuration options,
please rea€hapter 14r the manpages.
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14.4.2 Creating an encrypted CD/DVD

cgd(4) provides highly secure encryption of whole pamis@r disks. Unfortunately, creating "normal”
CDs is not disklabeling something and running newfs on iftidg can you just put a CDR into the
drive, configure cgd and assume it to write encrypted datanskiecing. Standard CDs contain at least
an ISO-9660 filesystem created with mkisofs(8) fromdymutils/cdrtools package. ISO images
may not contain disklabels or cgd partitions.

But of course CD reader/writer hardware doesn’t care ablaslytems at all. You can write raw data to
the CD if you like - or an encrypted FFS filesystem, which is twke'll do here. But be warned, there is
NO way to read this CD with any OS except NetBSD - not even dB&iDs due to the lack of cgd.

The basic steps when creating an encrypted CD are:

- Create an (empty) imagefile

- Register it as a virtual disk using vnd(4)
« Configure cgd inside the vnd disk

- Copy content to the cgd

« Unconfigure all (flush!)

- Write the image on a CD

The first step when creating an encrypted CD is to create éesimgge file with dd. The image may not
grow, so make it large enough to allow all CD content to fit ilMote that the whole image gets written
to the CD later, so creating a 700 MB image for 100 MB contefitstill require a 700 MB write
operation to the CD. Some info on DVDs here: DVDs are only 487imarketing language. 4.7GB =
4.7 x 1024 x 1024 x 1024 = 5046586573 bytes. In fact, a DVD capnapproximately hold 4.7 x 1000 x
1000 x 1000 = 4700000000 bytes, which is about 4482 MB or ath@mt GB. Keep this in mind when
creating DVD images. Don’'t worry for CDs, they hold "real"’mMB (734003200 Bytes).

Invoke all following commands as root!
For a CD:

# dd if=/dev/zero of =i nage.ing bs=1m count =700
or, for a DVD:

# dd if=/dev/zero of =i mage.ing bs=1m count =4482
Now configure a vnd(4)-pseudo disk with the image:
# vnconfig vndO i mage.ing

In order to use cgd, a so-called parameter file, describingyption parameters and a containing
"password salt" must be generated. We'll calkit/cgd/image here. You can use one parameter file
for several encrypted patrtitions (I use one different filefach host and a shared fileage for all
removable media, but that's up to you).

I'll use AES-CBC with a keylength of 256 bits. Refer to cgdéd)d cgdconfig(8) for details and
alternatives.

115



Chapter 14 The cryptographic device driver (CGD)

The following command will create the parameter fildets/cgd/image . YOU DO NOT WANT TO
INVOKE THE FOLLOWING COMMAND AGAIBfter you burnt any CD, since a recreated parameter
file is a lost parameter file and you'll never access your gutey CD again (the "salt" this file contains
will differ among each call). Consider this file beirfpLY, BACKUP ITandBACKUP IT AGAIN!Use
switch -V to specify verification method "disklabel” for ti® (cgd cannot detect whether you entered a
valid password for the CD later when mounting it otherwise).

# cgdconfig -g -V disklabel aes-chc 256 > /etc/cgd/inage

Now it's time to configure a cgd for our vnd drive. (Replaceslid" with "c" for all platforms that use
"c" as the whole disk (wheresysctl kern.rawpartition" prints "2", not "3"); if you're on i386 or amd64,
"d" is OK for you):

# cgdconfig -V re-enter cgdl /dev/vndOd /etc/cgd/inage

The ™V re-enter " option is necessary as long as the cgd doesn't have a dedklabso we can access
and configure it. This switch asks for a password twice and it$er encryption.

Now it's time to create a disklabel inside the cgd. The defaof the label are ok, so invoking disklabel
with

# di skl abel -e -1 cgdl

and leaving vi with ‘wq" immediately will do.

Let's create a filesystem on the cgd, and finally mount it sohsse.

# newfs /dev/rcgdla
# mount /dev/cgdla /mt

The cgd is alive! Now fillmnt with content. When finished, reverse the configuration gec€he steps
are:

1. Unmounting the cgdla:
# urmount /mt

2. Unconfiguring the cgd:
# cgdconfig -u cgdl

3. Unconfiguring the vnd:
# vnconfig -u vndO

The following commands are examples to burn the images onr@Y®. Please adjust thaev= for
cdrecord or theédev/rcdod  for growisofs. Note thertd0d " is necessary with NetBSD. Growisofs is
available in thesysutils/dvd+rw-tools package. Again, use" instead of 4" if this is the raw
partition on your platform.

Finally, write the image file to a CD:
# cdrecord dev=/dev/rcd0d -v inage.ing
...orto a DVD:

# grow sofs -dvd-conpat -Z /dev/rcdOd=i nage.ing
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Congratulations! You've just created a really secure CD!

14.4.3 Using an encrypted CD/DVD

After creating an encrypted CD as described above, we'rdoio¢ yet - what about mounting it again?
One might guess, configuring the cgd/dav/cdod is enough - no, it is not.

NetBSD cannot access FFS file systems on media that is notyd@&/fector format. It doesn’t matter
that the cgd on the CD is, since the CD’s disklabel the cgdiessin has 2048 bytes/sector.

But the CD driver cd(4) is smart enough to grant "write" asdesthe (emulated) disklabel on the CD.
So before configuring the cgd, let’s have a look at the disdlabd modify it a bit:

# di skl abel -e cdO
# I/dev/rcdOd:

type: ATAPI

disk: mydisc

label: fictitious

flags: removable

bytes/sector: 2048 # -- Change to 512 (= orig / 4)
sectors/track: 100 # -- Change to 400 (= orig * 4)
tracks/cylinder: 1

sectors/cylinder: 100 # -- Change to 400 (= orig * 4)

cylinders: 164

total sectors: 16386 # -- Change to value of slice "d" (=65544)
rom: 300

interleave: 1

trackskew: 0O
cylinderskew: 0

headswitch: 0 # microseconds

track-to-track seek: 0 # microseconds

drivedata: 0

4 partitions:

# size offset fstype [fsize bsize cpg/sgs]

a 65544 0 42BSD 0 0 0 # (Cyl. 0 - 655+)
d: 65544 0 1SO9660 0 0 # (Cyl. 0 - 655+)

If you don’t want to do these changes every time by hand, yowse Florian Stoehr’s tooleb-cd512
which is (at time of writing this) in pkgsrc-wip and will mowe sysutils/neb-cd512 soon. You can
also download the neb-cd512 source from http://sourcefarg/projects/neb-stoehr/
(http://sourceforge.net/projects/neb-stoehr/) (be soiuse neb-cd512, not neb-wipe!).

It is invoked with the disk name as parameter, by root:
# neb-cd512 cdO
Now as the disklabel is in 512 b/s format, accessing the CI3 &aay as:

# cgdconfig cgdl /dev/cdOd /etc/cgd/inmage
# mount -o ro /dev/cgdla /mt
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Note that the cgtlUST be mounted read-only or you'll get illegal command erroosfithe cd(4) driver
which can in some cases make even mounting a CD-based cgdsibfed

Now we're done! Enjoy your secure CD!

# |Is /' mt

Remember you have to reverse all steps to remove the CD:

# unount /mt
# cgdconfig -u cgdl
# eject cdO

14.5 Suggestions and Warnings

You now have your filesystems encrypted withioga . When your machine is shut down, the data is
protected, and can’t be decrypted without the passphrasgever, there are still some dangers you
should be aware of, and more you can do weigd . This section documents several further suggestions
and warnings that will help you usgd effectively.

- Use multiplecgd’s for different kinds of data, one mounted all the time anttko$ mounted only
when needed.

- Use acgd configured on top of and made from a file on a remote network fileserver (NFS, SMBFS,
CODA, etc) to safely store private data on a shared systeis.igkimilar to the procedure for using
encrypted CDs and DVDs describedSection 14.4

14.5.1 Using a random-key cgd for swap

You may want to use a dedicated random-kgy for swap space, regenerating the key each reboot. The
advantage of this is that once your machine is rebooted,emsits/e program memory contents that may
have been paged out are permanently unrecoverable, bebawdecryption key is never known to you.

We created a temporacgd with a random key when scrubbing the disk in the example ahgiag a
shorthandtgdconfig -sinvocation to avoid creating a parameters file.

Thecgdconfigparams file includes a “randomkey” keygen method. This isena@propriate for
"permanent" random-key configurations, and facilitatesehsy automatic configuration of these
volumes at boot time.

For example, if you wanted to convert your existidgv/wdOb  partition to a dedicated random-key
cgdl, use the following command to generate/cgd/wd0Ob

# cgdconfig -g -o /etc/cgd/wdOb -V none -k randonkey bl owfi sh-chc

When using the randomkey keygen method, only verificatiothote"none" can be used, because the
contents of the newgd are effectively random each time (the previous data deedypith a random
key). Likewise, the new disk will not have a valid label or fitgwns, andswapctlwill complain about
configuring swap devices not marked as such in a disklabel.
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In order to automate the process of labeling the disk, peepaappropriate disklabel and save it to a file,
for exampléeetc/cgd/wd0b.disklabel . Please refer to disklabel(8) for information about how to
usedisklabel to set up a swap partition.

On each reboot, to restore this saved label to theawely create théetc/rc.conf.d/cgd file as
below:

swap_device="cgdl"
swap_disklabel="/etc/cgd/wd0Ob.disklabel"
start_postcmd="cgd_swap"

cgd_swap()
{
if [ -f $swap_disklabel ]; then
disklabel -R -r $swap_device $swap_disklabel
fi

}

The same technique could be extended to encompassnesivigto re-create affs filesystem for
/tmp if you didn’t want to usenfs .

14.5.2 Warnings

Prevent cryptographic disasters by making sure you caryalvezover your passphrase and parameters
file. Protect the parameters file from disclosure, perhapgdmyng it on removable media as above,
because the salt it contains helps protect against dicfiattacks on the passphrase.

Keeping the data encrypted on your disk is all very well, bbhatvabout other copies? You already have
at least one other such copy (the backup we used during tlig)sand it's not encrypted. Pipirdump
through file-based encryption tools liggpg can be one way of addressing this issue, but make sure you
have all the keys and tools you need to decrypt retore after a disaster.

Like any form of software encryption, thegd key stays in kernel memory while the device is
configured, and may be accessible to privileged programsiseis, such agevikmem grovellers.
Taking other system security steps, such as running wittatdd securelevel, is highly recommended.

Once thecgd volumes are mounted as normal filesystems, their conteat@scaessible like any other
file. Take care of file permissions and ensure your runnintgayss protected against application and
network security attack.

Avoid using suspend/resume, especially for laptops with@Bsuspend-to-disk function. If an attacker
can resume your laptop with the key still in memory, or redtbitn the suspend-to-disk memory image
on the hard disk later, the whole point of usitygl is lost.

14.6 Further Reading

The following resources contain more information on CGD:
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Concatenated Disk Device (CCD)
configuration

The CCD driver allows the user to “concatenate” several jghyglisks into one pseudo volume. While
RAIDframe (seeChapter 1palso allows doing this to create RAID level O sets, it doesatiow you to

do striping across disks of different geometry, which is igh@CD comes in handy. CCD also allows for
an “interleave” to improve disk performance with a gainedcloss. This example will not cover that
feature.

The steps required to setup a CCD are as follows:

Install physical media

Configure kernel support

Disklabel each volume member of the CCD
Configure the CCD conf file

Initialize the CCD device

Create a filesystem on the new CCD device

N o o M w0 N BR

Mount the CCD filesystem

This example features a CCD setup on NetBSD/sparc 1.5. Tizw@{Creside on 4 SCSI disks in a
generic external Sun disk pack chassis connected to theak&0 pin SCSI port.

15.1 Install physical media

This step is at your own discretion, depending on your ptatfand the hardware at your disposal.
From my DMESG:

Disk #1:
probe(esp0:0:0): max sync rate 10.00MB/s
sd0 at scsibusO target 0 lun 0: <SEAGATE, ST32430N SUN2.1G, 0 444> SCSI2 O/direct fixed
sd0: 2049 MB, 3992 cyl, 9 head, 116 sec, 512 bytes/sect x 41974 05 sectors

Disk #2
probe(esp0:1:0): max sync rate 10.00MB/s
sdl at scsibusO target 1 lun 0: <SEAGATE, ST32430N SUN2.1G, 0 444> SCSI2 O/direct fixed
sdl: 2049 MB, 3992 cyl, 9 head, 116 sec, 512 bytes/sect x 41974 05 sectors

Disk #3

probe(esp0:2:0): max sync rate 10.00MB/s
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sd2 at scsibusO target 2 lun 0: <SEAGATE, ST11200N SUNL1.05, 9 500> SCSI2 O/direct fixed
sd2: 1005 MB, 1872 cyl, 15 head, 73 sec, 512 bytes/sect x 20591 40 sectors
Disk #4
probe(esp0:3:0): max sync rate 10.00MB/s
sd3 at scsibusO target 3 lun 0: <SEAGATE, ST11200N SUNL1.05, 8 808 > SCSI2 0
sd3: 1005 MB, 1872 cyl, 15 head, 73 sec, 512 bytes/sect x 20591 40 sectors

15.2 Configure Kernel Support

The following kernel configuration directive is needed toypde CCD device support. It is enabled in

the GENERIC kernel:

pseudo-device

ccd 4

# concatenated disk devices

In my kernel config, | also hard code SCSI ID associationgde device entries to prevent bad things
from happening:

sd0
# SCSI
sdl
# SCSI
sd2
# SCSI
sd3
# SCSI
sd4
# SCSI
sd5
# SCSI
sd6
# SCSI

at scsibus0
disk drives
at scsibus0
disk drives
at scsibus0
disk drives
at scsibus0
disk drives
at scsibus0
disk drives
at scsibus0
disk drives
at scsibus0
disk drives

target

target

target

target

target

target

target

lun ~

lun 7

lun 7

lun 7

lun 7

lun <

lun <

15.3 Disklabel each volume member of the CCD

Each member disk of the CCD will need a special file systenbéskeed. In this example, | will need to
disklabel:

/dev/rsdOc
/dev/rsdlc
/dev/rsd2c
/dev/rsd3c

Note: Always remember to disklabel the character device, not the block device, in /dev/r{sw}d =

Note: On all platforms, the ¢ slice is symbolic of the entire NetBSD partition and is reserved.
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You will probably want to remove any pre-existing diskladeh the disks in the CCD. This can be
accomplished in one of two ways with the dd(1) command:

# dd if=/dev/zero of =/dev/rsdOc bs=8k count=1
# dd if=/dev/zero of =/dev/rsdlc bs=8k count=1
# dd if=/dev/zero of =/dev/rsd2c bs=8k count=1
# dd if=/dev/zero of =/dev/rsd3c bs=8k count=1

If your port uses a MBR (Master Boot Record) to partition tiekd so that the NetBSD partitions are
only part of the overall disk, and other OSs like Windows arux use other parts, you can void the
MBR and all partitions on disk by using the command:

# dd if=/dev/zero of =/dev/rsd0d bs=8k count=1
# dd if=/dev/zero of =/dev/rsdld bs=8k count=1
# dd if=/dev/zero of =/dev/rsd2d bs=8k count=1
# dd if=/dev/zero of =/dev/rsd3d bs=8k count=1

This will make all data on the entire disk inaccessible. Nb#g the entire disk is slicet on i386 (and
some other ports), andelsewhere (e.g. on sparc). See the “kern.rawpartitiorctsy$3" means "d",

"2" means "c".

The default disklabel for the disk will look similar to this:

# di skl abel -r sdO
[...snip...]

bytes/sector: 512
sectors/track: 116
tracks/cylinder: 9
sectors/cylinder: 1044
cylinders: 3992

total sectors: 4197405

[..snip...]
3 partitions:
# size offset fstype [fsize bsize cpg]
c: 4197405 0 unused 1024 8192 # (Cyl. 0 - 4020 *)

You will need to create one “slice” on the NetBSD partitiortloé disk that consumes the entire partition.
The slice must begin at least one cylinder offset from therbegg of the disk/partition to provide space
for the special CCD disklabel. The offset should be 1x seftgtinder (see following note). Therefore,
the “size” value should be “total sectors” minus 1x “sectoybnder”. Edit your disklabel accordingly:

# di skl abel -e sdO

Note: The offset of a slice of type “ccd” must be a multiple of the “sectors/cylinder” value.

Note: Be sure to export EDITOR=[path to your favorite editor] ~ before editing the disklabels.
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Note: The slice must be fstype ccd .

Because there will only be one slice on this partition, you iecycle thes slice (normally reserved for
symbolic uses). Change your disklabel to the following:

3 partitions:
# size offset fstype [fsize bsize cpg]
c: 4196361 1044 ccd # (Cyl. 1 - 4020 *)

Optionally you can setup a slice other thato use, simply adjust accordingly below:

3 partitions:

# size offset fstype [fsize bsize cpg]
a: 4196361 1044 ccd # (Cyl. 1 - 4020 *)
c: 4197405 0 unused 1024 8192 # (Cyl. 0 - 4020 *)

Be sure to write the label when you have completed. Disklafiebbject to your disklabel and prompt
you to re-edit if it does not pass its sanity checks.

15.4 Configure the CCD

Once all disks are properly labeled, you will need to gemeaatonfiguration fileletc/ccd.conf . The
file does not exist by default, and you will need to create a oee The format is:

#ccd ileave flags ~ component devices

Note: For the “ileave”, if a value of zero is used then the disks are concatenated, but if you use a
value equal to the “sectors/track” number the disks are interleaved.

Example in this case:

# nore /etc/ccd. conf
ccd0 0 none /dev/sdOc /dev/sdlc /dev/sd2c /dev/sd3c

Note: The CCD driver expects block device files as components. Be sure not to use character device
files in the configuration.

15.5 Initialize the CCD device

Once you are confident that your CCD configuration is sanecgatinitialize the device using the
ccdconfig(8) command: Configure:

# ccdconfig -C -f /etc/cced. conf
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Unconfigure:
# ccdconfig -u -f /etc/ccd. conf
Initializing the CCD device will activatédev entries:/dev/{,riccd#:

# 1s -la /dev/{,r}ccdO*

brw-r----- 1 root operator 9, 0 Apr 28 21:35 /dev/ccdOa
brw-r----- 1 root operator 9, 1 Apr 28 21:35 /dev/ccdOb
brw-r----- 1 root operator 9, 2 May 12 00:10 /dev/ccdOc
brw-r----- 1 root operator 9, 3 Apr 28 21:35 /dev/ccdOd
brw-r----- 1 root operator 9, 4 Apr 28 21:35 /dev/ccdOe
brw-r----- 1 root operator 9, 5 Apr 28 21:35 /dev/ccdOf
brw-r----- 1 root operator 9, 6 Apr 28 21:35 /dev/ccdOg
brw-r----- 1 root operator 9, 7 Apr 28 21:35 /dev/ccdOh
CIrW-r----- 1 root operator 23, 0 Jun 12 20:40 /dev/rccdOa
Crw-r----- 1 root operator 23, 1 Apr 28 21:35 /dev/rccdOb
CIrW-r----- 1 root operator 23, 2 Jun 12 20:58 /dev/rccdOc
Crw-r----- 1 root operator 23, 3 Apr 28 21:35 /dev/rccdOd
Crw-r----- 1 root operator 23, 4 Apr 28 21:35 /dev/rccdOe
CrW-r----- 1 root operator 23, 5 Apr 28 21:35 /dev/rccdOf
Crw-r----- 1 root operator 23, 6 Apr 28 21:35 /dev/rccdOg
CIW-r----- 1 root operator 23, 7 Apr 28 21:35 /dev/rccdOh

15.6 Create a 4.2BSD/UFS filesystem on the new CCD device

You may now disklabel the new virtual disk device associatid your CCD:
# di skl abel -e ccdO

Once again, there will be only one slice, so you may eitheraledhec slice or create a separate slice
for use.

# di skl abel -r ccdO
# /dev/rccdOc:

type: ccd

disk: ccd

label: default label
flags:

bytes/sector: 512
sectors/track: 2048
tracks/cylinder: 1
sectors/cylinder: 2048
cylinders: 6107

total sectors: 12508812
rom: 3600

interleave: 1
trackskew: 0
cylinderskew: 0

headswitch: 0 # microseconds
track-to-track seek: 0 # microseconds
drivedata: 0
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# size offset fstype [fsize bsize cpg]
c: 12508812 0 4.2BSD 1024 8192 16 # (Cyl. 0 - 6107 *)

The filesystem will then need to be formatted:

# newfs /dev/rccdOc

Warning: 372 sector(s) in last cylinder unallocated

/dev/rccdOc: 12508812 sectors in 6108 cylinders of 1 tracks , 2048 sectors
6107.8MB in 382 cyl groups (16 c/g, 16.00MB/g, 3968 i/g)

super-block backups (for fsck -b #) at:
(-]

15.7 Mount the filesystem

Once you have a created a file system on the CCD device, yotneamtount the file system against a
mount point on your system. Be sure to mount the slice labgleelfs or4.2BSD:

# nmount /dev/ccdOc / mt

Then:

# export BLOCKSI ZE=1024; df

Filesystem 1K-blocks Used  Avail Capacity Mounted on
/dev/sd6a 376155 320290 37057 89% /
/dev/ccdOc 6058800 1 5755859 0% /mnt

Congratulations, you now have a working CCD. To configureG® device at boot time, setd=yes
in /etc/rc.conf . You can adjustetc/fstab to get the filesystem mounted at boot:

/dev/ccdOc /home ffs rw,softdep 12
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NetBSD RAIDframe

16.1 RAIDframe Introduction

16.1.1 About RAIDframe

NetBSD uses the CMU RAIDframe (http://www.pdl.cmu.edulRf&ame/) subsystem. Although

NetBSD is the primary platform for RAIDframe developmenglRframe can also be found in

OpenBSD and FreeBSD. NetBSD also has another in-kernel Rg#ilem, se€hapter 15You should

possess some basic knowledge (http://www.acnc.com/0Btrol) about RAID concepts and

terminology before continuing. You

should also be at least familiar with the different levelR&fiD - Adaptec provides an excellent reference
(http:/lwww.adaptec.com/worldwide/product/markedabhtml?sess=no&prodkey=quick explanation_of Yaid
and the raid(4) manpage contains a short overview too.

16.1.2 A warning about Data Integrity, Backups, and High Ava ilability

Firstly, because RAIDframe is a Software RAID implemematias opposed to Hardware RAID, which
needs special disk controllers some of which are suppostétEiBSD. System administrators should
give a great deal of consideration to its implementatiorMiission Critical” applications. For such
projects, you might consider the use of many of the hardwai®Rlevices supported by NetBSD
(http://www.NetBSD.org/support/hardware/). It is tr@iyyour discretion what type of RAID you use,
but | recommend you consider factors such as: manageabditymercial vendor support,
load-balancing and failover, etc.

Secondly, depending on the RAID level used, RAIDframe daesige redundancy in the event of a
hardware failure. However, it isot a replacement for reliable backups! Software and user-eamstill
cause data loss. RAIDframe may be used as a mechanism fitafaty backups in systems without
backup hardware. Finally, with regard to "high availagiljtRAID is only a very small component to
ensuring data availability.

Once more for good measuigack up your data!

16.1.3 Getting Help

If you encounter problems using RAIDframe, you have sevaptibns for obtaining help.

1. Read the RAIDframe man pages: raid(4) and raidctl(8)atghly.

2. Search the mailing list archives. Unfortunately, therad NetBSD list dedicated to RAIDframe
support. Depending on the nature of the problem, posts teadd up in a variety of lists. At a very
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minimum, search netbsd-help (http://mail-index.NetB&B/netbsd-help/),
netbsd-users@NetBSD.org (http://mail-index.NetBS@metbsd-users/),
current-users@NetBSD.org (http://mail-index.NetBSD/ourrent-users/). Also search the list for
the NetBSD platform on which you are using RAIDframe: p®ftARCH} @NetBSD.org.

Caution

Because RAIDframe is constantly undergoing development, some
information in mailing list archives has the potential of being dated and
inaccurate.

3. Search the Problem Report database (http://www.Net&gBupport/send-pr.html).

4. If your problem persists: Post to the mailing list mostmapmpiate (judgment call). Collect as much
verbosely detailed information as possible before postimjude your dmesg(8) output from
Ivar/run/dmesg.boot , your kernel config(8) , youetc/raid[0-9].conf , any relevant
errors ondev/console , /var/log/messages , Or tostdout/stderr of raidctl(8). Also include
details on the troubleshooting steps you've taken thuefagctly when the problem started, and any
notes on recent changes that may have prompted the probléewétop. Remember to be patient
when waiting for a response.

16.2 Setup RAIDframe Support

The use of RAID will require software and hardware configiorathanges.

16.2.1 Kernel Support

Next we need to make sure we have RAID support in the kernéthwik the case for the GENERIC
kernel. If you have already built a custom kernel for youriemmvment, the kernel configuration must
have the following options:

pseudo-device raid 8 # RAIDframe disk driver
options RAID_AUTOCONFIG # auto-configuration of RAID comp onents

The RAID support must be detected by the NetBSD kernel, wbérhbe checked by looking at the
output of the dmesg(8) command.

# dnesg|grep -i raid
Kernelized RAIDframe activated

Historically, the kernel must also contain static mappibgsveen bus addresses and device nodes in
/dev . This used to ensure consistency of devices within RAID isetise event of a device failure after
reboot. Since NetBSD 1.6, however, using the auto-configuréeatures of RAIDframe has been
recommended over statically mapping devices. The aut@ignoation features allow drives to move
around on the system, and RAIDframe will automatically deiae which components belong to which
RAID sets.
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16.2.2 Power Redundancy and Disk Caching

If your system has an Uninterruptible Power Supply (UPS)/@mnif your system has redundant power
supplies, you should consider enabling the read and writkesaon your drives. On systems with
redundant power, this will improve drive performance. Ostegns without redundant power, the write
cache could endanger the integrity of RAID data in the evéatgmower loss.

The dkctl(8) utility to can be used for this on all kinds ofkighat support the operation (SCSI, EIDE,
SATA, ...):

# dkctl wd0 getcache

/dev/rwd0d: read cache enabled

/dev/rwd0d: read cache enable is not changeable
/dev/rwd0d: write cache enable is changeable
/dev/rwd0d: cache parameters are not savable

# dkctl wd0 setcache rw

# dkctl wd0 getcache

/dev/rwd0d: read cache enabled

/dev/rwd0Od: write-back cache enabled

/dev/rwd0d: read cache enable is not changeable
/dev/rwd0d: write cache enable is changeable
/dev/rwd0d: cache parameters are not savable

16.3 Example: RAID-1 Root Disk

This example explains how to setup RAID-1 root disk. With RAL components are mirrored and
therefore the server can be fully functional in the event sihgle component failure. The goal is to
provide a level of redundancy that will allow the system to@amter a component failure on either
component disk in the RAID and:

- Continue normal operations until a maintenance window @sdheduled.

« Or, in the unlikely event that the component failure causggséem reboot, be able to quickly
reconfigure the system to boot from the remaining compompdatform dependant).

Figure 16-1. RAID-1 Disk Logical Layout

RAID-1 Pseudo Volume
/dev/{,r}raid[0-9]{c,d}

MIRROR

Because RAID-1 provides both redundancy and performanpgeivements, its most practical
application is on critical "system" partitions suchvagusr , /var , swap, etc., where read operations are
more frequent than write operations. For other file systeunsh aghome or/var/ {appl i cati on},
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other RAID levels might be considered (see the referencessblf one were simply creating a generic
RAID-1 volume for a non-root file system, the cookie-cutteamples from the man page could be
followed, but because the root volume must be bootableaicespecial steps must be taken during initial
setup.

Note: This example will outline a process that differs only slightly between the i386 and sparc64
platforms. In an attempt to reduce excessive duplication of content, where differences do exist and
are cosmetic in nature, they will be pointed out using a section such as this. If the process is
drastically different, the process will branch into separate, platform dependant steps.

A bug in NetBSD 1.6.2 renders RAID-1 booting on sparc64 unusable, see this message
(http://mail-index.NetBSD.org/port-sparc64/2004/06/22/0001.html). To use RAID-1 with full
functionality on sparc64, please use NetBSD 2.0.

16.3.1 Pseudo-Process Outline

Although a much more refined process could be developed asingtom copy of NetBSD installed on
custom-developed removable media, presently the NetBSt@limedia lacks RAIDframe tools and
support, so the following pseudo process has become thettestandard for setting up RAID-1 Root.

1. Install a stock NetBSD onto DiskO of your system.

Figure 16-2. Perform generic install onto DiskO/wdO

Step 1
Boot Disk = CD-ROM | controller  Controller
0 1

Channel 0 Channel 0

Disk0 Diskl

2. Use the installed system on DiskO/wd0 to setup a RAID Seipmsed of Disk1/wd1 only.

Figure 16-3. Setup RAID Set

Step 2
Boot Disk = Disk 0

co
0
Channel 0 |—
l |_ Bus 0

Channel 0

wdl/
Diskl

Component 1

Bootable RAIDFrame RAID-1
Volume w/ bogus Componento

3. Reboot the system off the Disk1/wd1 with the newly cre®édD volume.
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Figure 16-4. Reboot using Disk1/wd1 of RAID

Step 3
Boot Disk = Disk 1 system

e
1
Channel 0 Channel 0
|
us

1

v

wd1/
Disk 1

Component 1

o1 Bootable RAIDFrame RAID-1
Volume w/ bogus Componento

4. Add/re-sync DiskO/wdO back into the RAID set.

Figure 16-5. Mirror Disk1/wd1 back to DiskO/wd0

Channel 0 Channel 0
—p| | —

RAD-L

|

| |
v v

wdo / wdl/
Disk 0 Disk 1

Component 0| Component 1

Bootable RAIDFrame RAID-1
Volume w/ bogus Componento

16.3.2 Hardware Review

At present, the alpha, amd64, i386, pmax, sparc, sparcé4anNetBSD platforms support booting
from RAID-1. Booting is not supported from any other RAID é&vBooting from a RAID set is
accomplished by teaching the 1st stage boot loader to uaderboth 4.2BSD/FFS and RAID patrtitions.
The 1st boot block code only needs to know enough about thepdigitions and file systems to be able
to read the 2nd stage boot blocks. Therefore, at any timesystem’s BIOS / firmware must be able to
read a drive with 1st stage boot blocks installed. On the [#&8orm, configuring this is entirely
dependant on the vendor of the controller card / host bustadgapwhich your disks are connected. On
sparc64 this is controlled by the IEEE 1275 Sun OpenBoot\Wwars.

This article assumes two identical IDE diskse/wd {0, 1} ) which we are going to mirror (RAID-1).
These disks are identified as:

# grep “wd /var/run/ dnesg. boot
wdO at atabusO drive 0: <WDC WD100BB-75CLB0>

wdO0: drive supports 16-sector PIO transfers, LBA addressin g

wd0: 9541 MB, 19386 cyl, 16 head, 63 sec, 512 bytes/sect x 1954 1088 sectors

wdO0: drive supports PIO mode 4, DMA mode 2, Ultra-DMA mode 5 (U Itra/100)

wdO(piixide0:0:0): using PIO mode 4, Ultra-DMA mode 2 (Ultr a/33) (using DMA data transfers)

wdl at atabusl drive 0: <WDC WD100BB-75CLB0>
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wdl: drive supports 16-sector PIO transfers, LBA addressin g

wdl: 9541 MB, 19386 cyl, 16 head, 63 sec, 512 bytes/sect x 1954 1088 sectors

wdl: drive supports PIO mode 4, DMA mode 2, Ultra-DMA mode 5 (U Itra/100)

wd1(piixide0:1:0): using PIO mode 4, Ultra-DMA mode 2 (Ultr a/33) (using DMA data transfers)
Note: If you are using SCSI, replace /dev/{,rjwd{0,1} with /dev/{,r}sd{0,1}

In this example, both disks are jumpered as Master on sepettahnels on the same controller. You
would never want to have both disks on the same bus on the samtr@lter; this creates a single point of
failure. Ideally you would have the disks on separate chiaroteseparate controllers. Some SCSI
controllers have multiple channels on the same contrditerever, a SCSI bus reset on one channel
could adversely affect the other channel if the ASIC/IC lmees overloaded. The trade-off with two
controllers is that twice the bandwidth is used on the sydtesa For purposes of simplification, this
example shows two disks on different channels on the santeotien

Note: RAIDframe requires that all components be of the same size. Actually, it will use the lowest
common denominator among components of dissimilar sizes. For purposes of illustration, the
example uses two disks of identical geometries. Also, consider the availability of replacement disks if
a component suffers a critical hardware failure.

Tip: Two disks of identical vendor model numbers could have different geometries if the drive
possesses "grown defects". Use a low-level program to examine the grown defects table of the disk.
These disks are obviously suboptimal candidates for use in RAID and should be avoided.

16.3.3 Initial Install on DiskO/wdO

Perform a very generic installation onto your DiskO/wdOlléw the INSTALL instructions for your
platform. Install all the sets but do not bother customizangthing other than the kernel as it will be
overwritten.

Tip: On 386, during the sysinst install, when prompted if you want to "use the entire disk for
NetBSD", answer "yes".

- Chapter 2

« NetBSD/i386 Install Directions
(ftp://ftp.NetBSD.org/pub/NetBSD/NetBSD-3.0/i386/8YALL.html)

- NetBSD/sparc64 Install Directions
(ftp://ftp.NetBSD.org/pub/NetBSD/NetBSD-3.0/spard6¥S TALL.html)
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Once the installation is complete, you should examine thilael(8) and fdisk(8) / sunlabel(8) outputs
on the system:

# df

Filesystem 1K-blocks Used Avail Capacity Mounted on
/dev/wdOa 9343708 191717 8684806 2% /

On i386:

# di skl abel -r wdO
type: unknown

disk: Disk00

label:

flags:

bytes/sector: 512
sectors/track: 63
tracks/cylinder: 16
sectors/cylinder: 1008
cylinders: 19386

total sectors: 19541088
rom: 3600

interleave: 1
trackskew: 0
cylinderskew: 0

headswitch: 0 # microseconds
track-to-track seek: 0 # microseconds
drivedata: 0

16 partitions:

# size offset fstype [fsize bsize cpg/sgs]

a: 19276992 63 4.2BSD 1024 8192 46568 # (Cyl. 0 * - 19124 *)
b: 264033 19277055 swap # (Cyl. 19124 * - 19385)
c: 19541025 63 unused 0 0 # (Cyl. 0 * - 19385)
d: 19541088 0 unused 0 0 # (Cyl. 0 - 19385)

# fdisk /dev/rwd0d

Disk: /dev/rwd0d

NetBSD disklabel disk geometry:

cylinders: 19386, heads: 16, sectors/track: 63 (1008 secto rs/cylinder)
total sectors: 19541088

BIOS disk geometry:
cylinders: 1023, heads: 255, sectors/track: 63 (16065 sect ors/cylinder)
total sectors: 19541088

Partition table:
0: NetBSD (sysid 169)
start 63, size 19541025 (9542 MB, Cyls 0-1216/96/1), Active
1. <UNUSED>
2: <UNUSED>
3: <UNUSED>
Bootselector disabled.
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On Sparc64 the command / output differs slightly:

# di skl abel -r wdO
type: unknown

disk: Disk0

[...snip...]

8 partitions:

# size offset fstype [fsize bsize cpg/sgs]

a: 19278000 0 42BSD 1024 8192 46568 # (Cyl. 0 - 19124)
b: 263088 19278000 swap # (Cyl. 19125 - 19385)
c: 19541088 0 unused 0 0 # (Cyl. 0 - 19385)

# sunl abel /dev/rwdOc

sunlabel> P

a: start cyl = 0, size = 19278000 (19125/0/0 - 9413.09Mb)
b: start cyl = 19125, size = 263088 (261/0/0 - 128.461Mb)
c: start cyl = 0, size = 19541088 (19386/0/0 - 9541.55Mb)

16.3.4 Preparing Disk1/wd1

Once you have a stock install of NetBSD on Disk0/wd0, you aesly to begin. Disk1/wd1 will be
visible and unused by the system. To setup Disk1/wd1, youus@ disklabel(8) to allocate the entire
second disk to the RAID-1 set.

Tip: The best way to ensure that Disk1/wd1 is completely empty is to 'zero’ out the first few sectors
of the disk with dd(1) . This will erase the MBR (i386) or Sun disk label (sparc64), as well as the
NetBSD disk label. If you make a mistake at any point during the RAID setup process, you can
always refer to this process to restore the disk to an empty state.

Note: On sparc64, use /devirwdlc instead of /dev/rwdld !

# dd if=/dev/zero of =/dev/rwdld bs=8k count=1
1+0 records in

1+0 records out

8192 bytes transferred in 0.003 secs (2730666 bytes/sec)

Once this is complete, on i386, verify that both the MBR antB$® disk labels are gone. On sparc64,
verify that the Sun Disk label is gone as well.

On i386:

# fdisk /dev/rwdld

fdisk: primary partition table invalid, no magic in sector 0

Disk: /dev/rwd1d

NetBSD disklabel disk geometry:

cylinders: 19386, heads: 16, sectors/track: 63 (1008 secto rs/cylinder)
total sectors: 19541088
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BIOS disk geometry:
cylinders: 1023, heads: 255, sectors/track: 63 (16065 sect ors/cylinder)
total sectors: 19541088

Partition table:
0: <UNUSED>
1: <UNUSED>
2: <UNUSED>
3: <UNUSED>
Bootselector disabled.

# di skl abel -r wdl

[...snip...]

16 partitions:

# size offset fstype [fsize bsize cpg/sgs]

c: 19541025 63 unused 0 0 # (Cyl. 0 * - 19385)
d: 19541088 0 unused 0 0 # (Cyl. 0 - 19385)

On sparc64:

# sunl abel /dev/rwdlc
sunlabel: bogus label on ‘/deviwdlc’ (bad magic number)

# di skl abel -r wdl

[...snip...]

3 partitions:

# size offset fstype [fsize bsize cpg/sgs]

c: 19541088 0 unused 0 0 # (Cyl. 0 - 19385)

disklabel: boot block size 0
disklabel: super block size 0

Now that you are certain the second disk is empty, on i386 yost@stablish the MBR on the second
disk using the values obtained from DiskO/wd0 above. We maraember to mark the NetBSD partition
active or the system will not boot. You must also create a IS€tBlisklabel on Disk1/wd1 that will
enable a RAID volume to exist upon it. On sparc64, you willchemsimply disklabel(8) the second disk
which will write the proper Sun Disk Label.

Tip: disklabel(8) will use your shell’ s environment variable $EDITOR variable to edit the disklabel.
The default is vi(1)

On i386:

# fdisk -Oua /dev/rwdld

fdisk: primary partition table invalid, no magic in sector O

Disk: /dev/rwdld

NetBSD disklabel disk geometry:

cylinders: 19386, heads: 16, sectors/track: 63 (1008 secto rs/cylinder)
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total sectors: 19541088

BIOS disk geometry:
cylinders: 1023, heads: 255, sectors/track: 63 (16065 sect
total sectors: 19541088

Do you want to change our idea of what BIOS thinks? [n]

Partition O:

<UNUSED>

The data for partition O is:

<UNUSED>

sysid: [0..255 default: 169]

start: [0..1216cyl default: 63, Ocyl, OMB]

size: [0..1216¢cyl default: 19541025, 1216cyl, 9542MB]
bootmenu: []

Do you want to change the active partition? [n] y
Choosing 4 will make no partition active.

active partition: [0..4 default: 0] O

Are you happy with this choice? [n] y

We haven't written the MBR back to disk yet.
Partition table:
0: NetBSD (sysid 169)
start 63, size 19541025 (9542 MB, Cyls 0-1216/96/1), Active
1: <UNUSED>
2: <UNUSED>
3: <UNUSED>
Bootselector disabled.
Should we write new partition table? [n] y

This is your last ¢

# di skl abel -r -e -1 wdl

type: unknown

disk: Diskl

label:

flags:

bytes/sector: 512

sectors/track: 63

tracks/cylinder: 16

sectors/cylinder: 1008

cylinders: 19386

total sectors: 19541088

[...snip...]

16 partitions:

# size offset
a: 19541025 63
c: 19541025 63
d: 19541088 0

fstype [fsize bsize cpg/sgs]
RAID
unused 0 0
unused 0 0

On sparc64:

# di skl abel -r -e -1 wdl
type: unknown

# (Cyl. 0
# (Cyl. 0
# (Cyl.

ors/cylinder)

hance.

+-19385)
%-19385)
0 -19385)
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disk: Diskl

label:

flags:

bytes/sector: 512
sectors/track: 63
tracks/cylinder: 16
sectors/cylinder: 1008
cylinders: 19386

total sectors: 19541088

[...snip...]

3 partitions:

# size offset fstype [fsize bsize cpg/sgs]

a: 19541088 0 RAID # (Cyl. 0 - 19385)
c: 19541088 0 unused 0 0 # (Cyl. 0 - 19385)

# sunl abel /dev/rwdlc

sunlabel> P
a: start cyl = 0, size = 19541088 (19386/0/0 - 9541.55Mb)
c: start cyl = 0, size = 19541088 (19386/0/0 - 9541.55Mb)

Note: On i386, the c: and d: slices are reserved. c: represents the NetBSD portion of the disk. d:
represents the entire disk. Because we want to allocate the entire NetBSD MBR partition to RAID,
and because a: resides within the bounds of c:, the a: and c: slices have same size and offset
values and sizes. The offset must start at a track boundary (an increment of sectors matching the
sectors/track value in the disk label). On sparc64 however, c: represents the entire NetBSD partition
in the Sun disk label and d: is not reserved. Also note that sparc64’s c: and a: require no offset from
the beginning of the disk, however if they should need to be, the offset must start at a cylinder
boundary (an increment of sectors matching the sectors/cylinder value).

16.3.5 Initializing the RAID Device

Next we create the configuration file for the RAID set / volufi@ditionally, RAIDframe configuration
files belong inetc  and would be read and initialized at boot time, however, beeave are creating a
bootable RAID volume, the configuration data will actuals/ritten into the RAID volume using the
"auto-configure" feature. Therefore, files are needed omting the initial setup and should not reside in
letc

# vi /var/tnp/raid0. conf

START array
120

START disks
/dev/wd9a
/dev/wdla

START layout
128 1 11

START queue

137



Chapter 16 NetBSD RAIDframe
fifo 100

Note thatwd9 is a non-existing disk. This will allow us to establish the IRA/olume with a bogus
component that we will substitute for DiskO/wdO0 at a laterei Regardless, a device nodedav for
wd9 must exist.

# cd /dev
# sh MAKEDEV wd9
# cd -

Tip: On systems running NetBSD 2.0+, you may substitute a "bogus" component such as
/deviwd9a for a special disk name "absent"

Next we configure the RAID device and initialize the seriatmrner to something unique. In this example
we use a"YYYYMMDDRevi si on" scheme. The format you choose is entirely at your disangtio
however the scheme you choose should ensure that no two RAsuse the same serial number at the
same time.

After that we initialize the RAID set for the first time, safégnoring the errors regarding the bogus
component.

# raidctl -v -C /var/tnp/raid0.conf raid0O
raidlookup on device: /dev/iwd9a failed!
raid0: Component /dev/iwd9a being configured at col: O
Column: 0 Num Columns: 0
Version: 0 Serial Number: 0 Mod Counter: 0
Clean: No Status: 0
Number of columns do not match for: /dev/iwd9a
/dev/wd9a is not clean!
raid0: Component /dev/iwdla being configured at col: 1
Column: 0 Num Columns: 0
Version: 0 Serial Number: 0 Mod Counter: 0
Clean: No Status: 0
Column out of alignment for: /dev/iwdla
Number of columns do not match for: /deviwdla
/dev/wdla is not clean!
raid0: There were fatal errors
raidO: Fatal errors being ignored.
raid0: RAID Level 1
raid0: Components: /dev/wd9a[ * FAILED#+ ] /dev/iwdla
raidO: Total Sectors: 19540864 (9541 MB)
# raidctl -v -1 2004082401 raidO
# raidctl -v -i raido
Initiating re-write of parity
# tail -1 /var/log/ messages
raidO: Error re-writing parity!
# raidctl -v -s raid0
Components:
/dev/wd9a: failed
/deviwdla: optimal
No spares.
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/deviwd9a status is: failed. Skipping label.

Component label for /dev/wdla:
Row: 0, Column: 1, Num Rows: 1, Num Columns: 2
Version: 2, Serial Number: 2004082401, Mod Counter: 7
Clean: No, Status: 0
sectPerSU: 128, SUsPerPU: 1, SUsPerRU: 1
Queue size: 100, blocksize: 512, numBlocks: 19540864
RAID Level: 1
Autoconfig: No
Root partition: No
Last configured as: raid0

Parity status: DIRTY

Reconstruction is 100% complete.

Parity Re-write is 100% complete.

Copyback is 100% complete.

16.3.6 Setting up Filesystems

Caution

The root filesystem must begin at sector 0 of the RAID device. Else, the primary
boot loader will be unable to find the secondary boot loader.

The RAID device is now configured and available. The RAID devs a pseudo disk-device. It will be
created with a default disk label. You must now determinepttoper sizes for disklabel slices for your
production environment. For purposes of simplificationhiis example, our system will have 8.5
gigabytes dedicated toas/dev/raidOaand the rest allocated twvap as/dev/raidOb.

Caution

This is an unrealistic disk layout for a production server; the NetBSD Guide can
expand on proper partitioning technique. See Chapter 2

Note: Note that 1 GB is 2*1024*1024=2097152 blocks (1 block is 512 bytes, or 0.5 kilobytes).
Despite what the underlying hardware composing a RAID set is, the RAID pseudo disk will always
have 512 bytes/sector.

Note: In our example, the space allocated to the underlying a: slice composing the RAID set differed
between i386 and sparc64, therefore the total sectors of the RAID volumes differs:

On i386:
# di skl abel -r -e -1 raidO

type: RAID
disk: raid
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label: fictitious

flags:

bytes/sector: 512
sectors/track: 128
tracks/cylinder: 8
sectors/cylinder: 1024
cylinders: 19082

total sectors: 19540864

rom: 3600

interleave: 1

trackskew: 0

cylinderskew: 0

headswitch: 0 # microseconds
track-to-track seek: 0 # microseconds

drivedata: 0
# size offset fstype [fsize bsize cpg/sgs]

a: 19015680 0 4.2BSD 0 0 0 # (Cyl 0 - 18569)

b: 525184 19015680 swap # (Cyl. 18570 - 19082 *)
d: 19540864 0 unused 0 0 # (Cyl. 0 - 19082 *)
On sparc64:

# di skl abel -r -e -1 raidoO

[...snip...]

total sectors: 19539968

[...snip...]

3 partitions:

# size offset fstype [fsize bsize cpg/sgs]

a: 19251200 0 4.2BSD 0 0 0 # (Cyl 0 - 18799)

b: 288768 19251200 swap # (Cyl. 18800 - 19081)

c: 19539968 0 unused 0 0 # (Cyl. 0 - 19081)

Next, format the newly createdpartition as a 4.2BSD FFSv1 File System:

# newfs -O 1 /dev/rraidOa

/dev/rraidOa: 9285.0MB (19015680 sectors) block size 1638 4, fragment size 2048
using 51 cylinder groups of 182.06MB, 11652 blks, 22912 inod es.
super-block backups (for fsck -b #) at:

32, 372896, 745760, 1118624, 1491488, 1864352, 2237216, 26 10080,
2982944, 3355808, 3728672, 4101536, 4474400, 4847264, 522 0128, 5592992,
5965856, 6338720, 6711584, 7084448, 7457312, 7830176, 820 3040, 8575904,
8948768, 9321632, 9694496, 10067360, 10440224, 10813088, 11185952,11558816,
11931680, 12304544, 12677408, 13050272, 13423136, 137960 00, 14168864,14541728,
14914592, 15287456, 15660320, 16033184, 16406048, 167789 12, 17151776,17524640,

17897504, 18270368, 18643232,

# fsck -fy /dev/rrai dOa

+ [dev/rraidOa

+» File system is already clean

*» Last Mounted on

» Phase 1 - Check Blocks and Sizes
» Phase 2 - Check Pathnames
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*» Phase 3 - Check Connectivity

» Phase 4 - Check Reference Counts

» Phase 5 - Check Cyl groups

1 files, 1 used, 4680062 free (14 frags, 585006 blocks, 0.0% f ragmentation)

16.3.7 Setting up kernel dumps

The normal swap area in our case is on raidOb but this can nedxkfor crash dumps as process
scheduling is stopped when dumps happen. Therefore we rseist ieal disk device. However, nothing
stops us from defining a dump area which overlaps with rai@b.trick here is to calculate the correct
start offset for our crash dump area. This is dangerous asgdssible to destroy valuable data if we
make a mistake in these calculations! Data corruption vaiifen when the kernel writes its memory
dump over a normal filesystem. So we must be extra careful (iEne author destroyed his 100+ GB
/home with a kernel crash dump!)

First we need to take a look at the disklabel for swap (raid®io) the real physical disk (wd1).
On i386:

# di skl abel raid0

8 partitions:

# size offset fstype [fsize bsize cpg/sgs]

a: 19015680 0 42BSD 1024 8192 64
b: 525184 19015680 swap

d: 19540864 0 unused 0 0 0

# di skl abel wdl

8 partitions:

# size offset fstype [fsize bsize cpg/sgs]
a: 19541025 63 RAID

c: 19541025 63 unused 0 0

d: 19541088 0 unused 0 0

Each component of a RAID set has a 64 block reserved area [SeRROTECTED_SECTORS in
<dev/raidframe/raidframevar.h>) in the beginning of tbenponent to store the internal RAID structures.

# dc

63 # offset of wdla

64 # RF_PROTECTED_SECTORS
+

19015680 # offset of raidOb

P

19015807 # offset of swap within wdl

q

We know now the real offset of the still-nonexisting wd1b 8015807 and size is 525184. Next we need
to add wd1b to wd1l’s disklabel.
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# di skl abel wdl > di skl abel . wd1
# vi di skl abel . wdl

8 partitions:
# size offset fstype [fsize bsize cpg/sgs]
a: 19541025 63 RAID
b: 525184 19015807 swap
c: 19541025 63 unused 0 0
d: 19541088 0 unused 0 0

Next we install the new disklabel.

# di skl abel -R -r wdl di skl abel . wdl

On sparc64:

On sparc64 (and sparc), all partitions must start on cytibdendaries. Due to this, the start of the dump
partition must be moved up to the next cylinder boundary,thedize shrunk by the difference that the

start was moved:

# di skl abel raid0

3 partitions:
# size offset fstype [fsize bsize cpg/sgs]
a: 19251200 0 4.2BSD 0 0 0 # (Cyl 0 - 18799)
b: 288768 19251200 swap # (Cyl. 18800 - 19081)
c: 19539968 0 unused 0 0 # (Cyl. 0 - 19081)

# di skl abel wdl
sectors/cylinder: 1008

3 partitions:

# size offset fstype [fsize bsize cpg/sgs]
a: 19541088 0 RAID # (Cyl. 0 - 19385)
c: 19541088 0 unused 0 0 # (Cyl. 0 - 19385)

Like on i386, each component of a RAID set has a 64 block reskavea (see
RF_PROTECTED_SECTORS in <dev/raidframe/raidframewirhthe beginning of the component to
store the internal RAID structures. This needs to be skipged then moved up to the next cylinder
boundary as outlines above:

# dc

0 # offset of wdla

64 # RF_PROTECTED_SECTORS
+

19251200 # offset of raidOb

P

19251264 # offset of swap within wdl
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sa la # Remember the new offset

1008 / # determine cylinder offset

1+ # move to next full cylinder boundary

1008 =*p # convert back to sectors

19251792 # Our real, cylinder-aligned offset of wdilb
sb b la -p # Determine how far the offset was moved
528

sc # Remember how many sectors we moved the start
288768 # Size of swap on raid0

Ic -p

288240 # Our real, smaller swap/dump size of wdlb
q

We know now the real offset of the still-nonexisting wd1b 8251792 and size is 288240. Next we need
to add wd1b to wd1l'’s disklabel.

# di skl abel wdl > di skl abel . wdl
# vi di skl abel . wdl

8 partitions:
# size offset fstype [fsize bsize cpg/sgs]

a: 19541088 0 RAID # (Cyl. 0 - 19385)
b: 288240 19251792 swap

c: 19541088 0 unused 0 0 # (Cyl. 0 - 19385)

Next we install the new disklabel.

# di skl abel -R -r wdl di skl abel . wd1

Why isn’t sizeof(raid0d) == (sizeof(wd1a) - RF_PROTECTEEECTORS)? Size of raid0d is based on
the largest multiple of the stripe size used for a RAID setaAgxample, with stripe width of 128, size
of raid0d is:

# dc

19541025 # size of wdla

64 # RF_PROTECTED_SECTORS
128 # stripe width

Ip

152663 # number of stripes

128 # number of blocks per stripe
*p

19540864 # size of raidod
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16.3.8 Migrating System to RAID

The new RAID filesystems are now ready for use. We mount thesheiumnt and copy all files from
the old system. This can be done using dump(8) or pax(1).

# mount /dev/raidO0a / mt

# df -h /mt

Filesystem Size Used Avail Capacity Mounted on
/dev/raidOa 9.0G 2.0K 8.6G 0% /mnt
#cd/; pax -v -X -rw -pe / /mt

[...snip...]

The NetBSD install now exists on the RAID filesystem. We nexfiktthe mount-points in the new copy
of /etc/fstab or the system will not come up correctly. Replace instanée&lo with raid0 .

Note that the kernel crash dumps must not be saved on a RAlDalewt on a real physical disk (wdOb).
This dump area was created in the previous chapter on thadelésk (wd1b) but we will make wd0 an
identical copy of wd1 later so wdOb and wd1b will have the saime and offset. If wdO fails and is
removed from the server wd1l becomes wdO after reboot ant drasps will still work as we are using
wdOb in/etc/fstab . The only fault in this configuration is when the originali/éd wdO is replaces by
a new drive and we haven'tinitialized it yet with fdisk andklabel. In this short period of time we can
not make crash dumps in case of kernel panic. Note how the diewipe has the “dp” keyword on the
4th field.

# vi /mmt/etc/fstab

/dev/raidOa / ffs rw 1 1
/dev/raidOb none swap sw 0 O
/dev/iwdOb none swap dp O O
kernfs /kern  kernfs rw
procfs /proc  procfs rw

The swap should be unconfigured upon shutdown to avoid pamritys on the RAID device. This can be
done with a simple, one-line setting fistc/rc.conf

# vi /mmt/etc/rc.conf
swapoff=YES

Next the boot loader must be installed on Disk1/wd1. Faitanestall the loader on Disk1/wd1 will
render the system un-bootable if DiskO/wd0 fails makingRiA¢D-1 pointless.

Tip: Because the BIOS/CMOS menus in many i386 based systems are misleading with regard to
device boot order. | highly recommend utilizing the "-o timeout=X" option supported by the i386 1st
stage boot loader. Setup unique values for each disk as a point of reference so that you can easily
determine from which disk the system is booting.
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Caution

Although it may seem logical to install the 1st stage boot block into

/devirwdl {c, d} (which is historically correct with NetBSD 1.6.x installboot(8) , this
is no longer the case. If you make this mistake, the boot sector will become
irrecoverably damaged and you will need to start the process over again.

On i386, install the boot loader intdev/rwdla

# /usr/sbin/installboot -0 tineout=30 -v /dev/rwdla /usr/ndec/bootxx ffsvl
File system: /dev/rwdla

File system type: raw (blocksize 8192, needswap 1)

Primary bootstrap:  /usr/mdec/bootxx_ffsvl

Preserving 51 (0x33) bytes of the BPB

On sparc64, install the boot loader irtev/rwdla  as well, however the "-0" flag is unsupported (and
un-needed thanks to OpenBoot):

# [usr/sbin/installboot -v /dev/rwdla /usr/ndec/ boot bl k
File system: /dev/rwdla

File system type: raw (blocksize 8192, needswap 0)

Primary bootstrap:  /usr/mdec/bootblk

Bootstrap start sector: 1

Bootstrap byte count: 4915

Writing bootstrap

Finally the RAID set must be made auto-configurable and tegesy should be rebooted. After the
reboot everything is mounted from the RAID devices.

# raidctl -v -A root raidoO
raid0: Autoconfigure: Yes
raid0: Root: Yes
# tail -2 /var/log/ messages
raid0: New autoconfig value is: 1
raid0: New rootpartition value is: 1
# raidctl -v -s raido
[...snip...]

Autoconfig: Yes

Root partition: Yes

Last configured as: raid0

[...snip...]
# shutdown -r now

Warning

Always use shutdown(8) when shutting down. Never simply use reboot(8).
reboot(8) will not properly run shutdown RC scripts and will not safely disable
swap. This will cause dirty parity at every reboot.
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16.3.9 The first boot with RAID

At this point, temporarily configure your system to boot Oiskd1. See notes iSection 16.3.1for
details on this process. The system should boot now andesl/tems should be on the RAID devices.
The RAID will be functional with a single component, howettee set is not fully functional because the
bogus drive (wd9) has failed.

# egrep -i "raid|root" /var/run/dnesg. boot

raidO: RAID Level 1

raid0: Components: componentO[ x FAILED#+ | /dev/iwdla
raidO: Total Sectors: 19540864 (9541 MB)

boot device: raid0

root on raid0a dumps on raidOb

root file system type: ffs

# df -h
Filesystem Size Used Avail Capacity Mounted on
/dev/raid0a  8.9G 196M 8.3G 2% /
kernfs 1.0K 1.0K 0B  100% /kern
# swapctl -|
Device 1K-blocks Used Avail Capacity Priority
/dev/raidOb 262592 0 262592 0% 0
# raidctl -s raidoO
Components:

component0: failed

/deviwdla: optimal
No spares.

component0 status is: failed. Skipping label.

Component label for /dev/iwdla:
Row: 0, Column: 1, Num Rows: 1, Num Columns: 2
Version: 2, Serial Number: 2004082401, Mod Counter: 65
Clean: No, Status: 0
sectPerSU: 128, SUsPerPU: 1, SUsPerRU: 1
Queue size: 100, blocksize: 512, numBlocks: 19540864
RAID Level: 1
Autoconfig: Yes
Root partition: Yes
Last configured as: raid0

Parity status: DIRTY

Reconstruction is 100% complete.

Parity Re-write is 100% complete.

Copyback is 100% complete.

16.3.10 Adding DiskO/wdO to RAID

We will now add DiskO/wdO0 as a component of the RAID. This wl#istroy the original file system
structure. On i386, the MBR disklabel will be unaffectechfemmber we copied wd0’s label to wd1
anyway) , therefore there is no need to "zero" DiskO/wdO. ey, we need to relabel DiskO/wdO to
have an identical NetBSD disklabel layout as Disk1/wd1.mtve add DiskO/wdO as "hot-spare" to the
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RAID set and initiate the parity reconstruction for all RAt2vices, effectively bringing DiskO/wd0 into
the RAID-1 set and "synching up” both disks.

# di skl abel -r wdl > /tnp/disklabel.wdl
# di skl abel -R -r wdO /tnp/di skl abel . wdl

As a last-minute sanity check, you might want to use diff@l¢nsure that the disklabels of Disk0/wd0
match Disk1/wd1. You should also backup these files for egfee in the event of an emergency.

di skl abel -r wd0 > /tnp/diskl abel . wdO

di skl abel -r wdl > /tnp/diskl abel . wdl

di ff /tnp/disklabel.wd0 /tnp/disklabel.wdl
fdisk /dev/rwd0 > /tnp/fdisk.wdO

fdisk /dev/rwdl > /tnp/fdisk.wdl

diff /tnp/fdisk.wd0 /tnp/fdisk.wdl

nkdi r /root/ RFbackup

cp -p /tnp/{disklabel, fdisk}* /root/RFbackup

HOH O OH W H O

Once you are certain, add DiskO/wdO as a spare componengtamdeconstruction:

# raidctl -v -a /dev/wdOa raidO

/netbsd: Warning: truncating spare disk /dev/wdOa to 24125 4528 blocks
# raidctl -v -s raid0
Components:

componentO: failed
/deviwdla: optimal
Spares:
/dev/iwdOa: spare
[...snip...]
# raidctl -F conponentO raidO
RECON: initiating reconstruction on col 0 -> spare at col 2
11% |#rrx | ETA: 04:26 \

Depending on the speed of your hardware, the reconstruiti@will vary. You may wish to watch it on
another terminal:

# raidctl -S raido
Reconstruction is 0% complete.
Parity Re-write is 100% complete.
Copyback is 100% complete.
Reconstruction status:
17% | sorrnnx | ETA: 03:08 -

After reconstruction, both disks should be “optimal”.

# tail -f /var/log/ messages

raid0: Reconstruction of disk at col 0 completed

raid0: Recon time was 1290.625033 seconds, accumulated XOR time was 0 us (0.000000)
raid0: (start time 1093407069 sec 145393 usec, end time 1093 408359 sec 770426 usec)

raid0: Total head-sep stall count was O
raid0: 305318 recon event waits, 1 recon delays
raid0: 1093407069060000 max exec ticks

# raidctl -v -s raido
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Components:
component0: spared
/deviwdla: optimal
Spares:
/dev/iwdOa: used_spare

[...snip...]

When the reconstruction is finished we need to install the lm@aler on the Disk0/wd0. On i386, install
the boot loader intédev/rwdOa

# [usr/shin/installboot -0 tinmeout=15 -v /dev/rwdOa /usr/ ndec/boot xx_ffsvl
File system: /dev/rwdla

File system type: raw (blocksize 8192, needswap 1)

Primary bootstrap:  /usr/mdec/bootxx_ffsvl

Preserving 51 (0x33) bytes of the BPB

On sparc64:

# [lusr/sbin/installboot -v /dev/rwdOa /usr/ndec/ boot bl k
File system: /dev/rwdOa

File system type: raw (blocksize 8192, needswap 0)

Primary bootstrap:  /usr/mdec/bootblk
Bootstrap start sector: 1

Bootstrap byte count: 4915

Writing bootstrap

And finally, reboot the machine one last time before proaegdrhis is required to migrate Disk0/wd0
from status "used_spare" as "ComponentQ" to state "optifRafer to notes in the next section
regarding verification of clean parity after each reboot.

# shutdown -r now

16.3.11 Testing Boot Blocks

At this point, you need to ensure that your system’s hardwaneproperly boot using the boot blocks on
either disk. On i386, this is a hardware- dependant protedsriay be done via your motherboard
CMOS/BIOS menu or your controller card’s configuration menu

On 386, use the menu system on your machine to set the boicedawler / priority to Disk1/wd1
before DiskO/wd0. The examples here depict a generic Av#sB
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Figure 16-6. Award BIOS i386 Boot Disk1/wd1

ROM PCI/ISA BIOS (2A6IKD4F)
BIOS FEATURES SETUP
AUARD SOFTUARE, INC.

Uirus Warning : Disabled
CPU L1 Cache : Enabled
CPU L2 Cache : Enabled
CPU L2 Cache ECC Checking : Enabled
Quick Pouer On Self Test : Enabled
Boot Sequence : D,A,5CSI)|
Suap Floppy Drive : Disabled
Boot Up Flappy Seek : Disabled
Boot Up NumLock Status

on
Tupenatic Rate Setting : Enabled
Tupenatic Rate (Chars/Sec) : 30
Typenatic Delay (Msec) : 250
Security Option : Setup
PCI/UGA Palette Snoop : Enabled

0S Select For DRAM > 64MB : Non-0S2
HDD S.M.A.R.T. Capability : Enabled

Save changes and exit.

>> NetBSD/i386 BIOS Boot, Revision 3.1

>> (seklecki@localhost, Fri Aug 13 08:08:47 EDT 2004)
>> Memory: 640/31744 k

Press return to boot now, any other key for boot menu
booting hdOa:netbsd - starting in 30

You can determine that the BIOS is reading Disk1/wd1 becthesémeout of the boot loader is 30
seconds instead of 15. After the reboot, re-enter the Bl@Scanfigure the drive boot order back to the
default:

Figure 16-7. Award BIOS i386 Boot DiskO/wdO

ROM PCI/ISA BIOS (2A6IKD4F)
BIOS FEATURES SETUP
AUARD SOFTUARE, INC.

Uirus Warning : Disabled
CPU L1 Cache : Enabled
CPU L2 Cache : Enabled
CPU L2 Cache ECC Checking : Enabled
Quick Pouer On Self Test : Enabled
Boot Sequence : A,C,5CST)|

Suap Floppy Drive : Disabled

Boot Up Flappy Seek : Disabled

Boot Up NumLock Status

Tupenatic Rate Setting

Tupenatic Rate (Chars/Sec) : 30

Typenatic Delay (Msec)

Security Option

PCI/UGA Palette Snoop

0S Select For DRAM > 64MB :

HDD S.M.A.R.T. Capability : Enabled : Qui : Select Item

: Load Optimal Setting:

Save changes and exit.

>> NetBSD/i386 BIOS Boot, Revision 3.1

>> (seklecki@localhost, Fri Aug 13 08:08:47 EDT 2004)
>> Memory: 640/31744 k

Press return to boot now, any other key for boot menu
booting hdOa:netbsd - starting in 15

Notice how your custom kernel detects controller/busalassignments independent of what the BIOS
assigns as the boot disk. This is the expected behavior.

On sparc64, use the Sun OpenBdevaliasto confirm that both disks are bootable:

Sun Ultra 5/10 UPA/PCI (UltraSPARC-Ili 400MHz), No Keyboar d
OpenBoot 3.15, 128 MB memory installed, Serial #nnnnnnnn.
Ethernet address 8:0:20:a5:d1:3b, Host ID: nnnnnnnn.
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[...snip...]

cdrom /pci@1f,0/pci@1,1/ide@3/cdrom@2,0:f
disk /pci@1f,0/pci@1,1/ide@3/disk@0,0
disk3 /pci@1f,0/pci@1,1/ide@3/disk@3,0
disk2 /pci@1f,0/pci@1,1/ide@3/disk@2,0
diskl /pci@1f,0/pci@1,1/ide@3/disk@1,0
diskO /pci@1f,0/pci@1,1/ide@3/disk@0,0
[...snip...]

ok boot diskO netbsd
Initializing Memory [...]
Boot device /pci/pci/ide@3/disk@0,0 File and args: netbsd
NetBSD IEEE 1275 Bootblock
>> NetBSD/sparc64 OpenFirmware Boot, Revision 1.8
>> (lavalamp@j8, Thu Aug 19: 15:45:42 EDT 2004)
loadfile: reading header
elf64_exec: Booting [...]
symbols @ [....]
Copyright (c) 1996, 1997, 1998, 1999, 2000, 2001
The NetBSD Foundation, Inc. All rights reserved.
Copyright (c) 1982, 1986, 1989, 1991, 1993
The Regents of the University of California. All rights rese

[...snip...]
And the second disk:

ok boot disk2 netbsd
Initializing Memory [...]
Boot device /pci/pci/ide@3/disk@2,0: File and args:netbs
NetBSD IEEE 1275 Bootblock
>> NetBSD/sparc64 OpenFirmware Boot, Revision 1.8
>> (lavalamp@j8, Thu Aug 19: 15:45:42 EDT 2004)
loadfile: reading header
elf64_exec: Booting [...]
symbols @ [....]
Copyright (c) 1996, 1997, 1998, 1999, 2000, 2001
The NetBSD Foundation, Inc. All rights reserved.
Copyright (c) 1982, 1986, 1989, 1991, 1993
The Regents of the University of California. All rights rese

[...snip...]
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rved.

rved.

At each boot, the following should appear in the NetBSD kkdngesg(8) :

raid0: RAID Level 1

raid0: Components: /dev/iwdOa /dev/iwdla
raidO: Total Sectors: 19540864 (9541 MB)
boot device: raid0

root on raid0a dumps on raidOb

root file system type: ffs

Once you are certain that both disks are bootable, veriffRiKD parity is clean after each reboot:

# raidctl -v -s raidO
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Components:
/ dev/ wdOa: opti nmal
/ dev/wdla: optinal
No spares.
[...snip...]
Component label for /dev/wdOa:
Row: 0, Column: O, Num Rows: 1, Num Columns: 2
Version: 2, Serial Number: 2004082401, Mod Counter: 67
Clean: No, Status: O
sectPerSU: 128, SUsPerPU: 1, SUsPerRU: 1
Queue size: 100, blocksize: 512, numBlocks: 19540864
RAID Level: 1
Autoconfig: Yes
Root partition: Yes
Last configured as: raid0
Component label for /dev/wdla:
Row: 0, Column: 1, Num Rows: 1, Num Columns: 2
Version: 2, Serial Number: 2004082401, Mod Counter: 67
Clean: No, Status: 0
sectPerSU: 128, SUsPerPU: 1, SUsPerRU: 1
Queue size: 100, blocksize: 512, numBlocks: 19540864
RAID Level: 1
Autoconfig: Yes
Root partition: Yes
Last configured as: raid0
Parity status: clean
Reconstruction is 100% complete.
Parity Re-write is 100% complete.
Copyback is 100% complete.

16.4 Testing kernel dumps

It is also important to test the kernel crash dumps so thgtwloek correctly and do not overwrite any
important filesystems (like the raidOe filesystem).

Press Ctrl+Alt+Esc to test the kernel crash dump. This wilbke the kernel debugger. Typgncor

reboot Ox104and press Enter. This will save the current kernel memorfealimp area (wdOb) for
further analysis. Most likely the offset and/or size of wd®lwrong if the system will not come up
correctly after reboot (unable to mount /home, corruptgrbsiblocks, etc). It is very important to test
this now, not when we have lots of valuable fileginme . As an example, the author destroyed his 100+
GB /home partition with a kernel crash dump! No real harm was causetthisybecause of up-to-date
backups (backup was made just before converting to RAIhE more time: take a backup of all your
files before following these instructions!
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Chapter 17
Pluggable Authentication
Modules (PAM)

17.1 About

This article describes the underlying principles and maigmas of the Pluggable Authentication
Modules (PAM) library, and explains how to configure PAM, htmwntegrate PAM into applications,
and how to write PAM modules.

SeeSection D.3.Zor the license of this chapter.

17.2 Introduction

The Pluggable Authentication Modules (PAM) library is a galized API for authentication-related
services which allows a system administrator to add neweatittation methods simply by installing
new PAM modules, and to modify authentication policies bigied configuration files.

PAM was defined and developed in 1995 by Vipin Samar and Ghiaali of Sun Microsystems, and has
not changed much since. In 1997, the Open Group publishes/@gen Single Sign-on (XSSO)
preliminary specification, which standardized the PAM ARdl @added extensions for single (or rather
integrated) sign-on. At the time of this writing, this sg@gtion has not yet been adopted as a standard.

Although this article focuses primarily on FreeBSD 5.x aretBED 3.x, which both use OpenPAM, it
should be equally applicable to FreeBSD 4.x, which usesx-ip&M, and other operating systems such
as Linux and Solaris™.

17.3 Terms and conventions

17.3.1 Definitions

The terminology surrounding PAM is rather confused. Neitb@mar and Lai’s original paper nor the
XSSO specification made any attempt at formally defining sionthe various actors and entities
involved in PAM, and the terms that they do use (but do not égfime sometimes misleading and
ambiguous. The first attempt at establishing a consistehtieambiguous terminology was a whitepaper
written by Andrew G. Morgan (author of Linux-PAM) in 1999. \l&iMorgan’s choice of terminology
was a huge leap forward, it is in this author’s opinion by nangeperfect. What follows is an attempt,
heavily inspired by Morgan, to define precise and unambigteums for all actors and entities involved
in PAM.
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account

The set of credentials the applicant is requesting from thigrator.

applicant

The user or entity requesting authentication.

arbitrator

The user or entity who has the privileges necessary to vidréyapplicant’s credentials and the
authority to grant or deny the request.

chain

A sequence of modules that will be invoked in response to a P&ddiest. The chain includes
information about the order in which to invoke the modulelsaharguments to pass to them, and
how to interpret the results.

client

The application responsible for initiating an authentmatequest on behalf of the applicant and
for obtaining the necessary authentication informatiomfhim.

facility

One of the four basic groups of functionality provided by PAddthentication, account
management, session management and authentication tpéateu

module

A collection of one or more related functions implementinggaticular authentication facility,
gathered into a single (normally dynamically loadablegyrfile and identified by a single name.

policy

The complete set of configuration statements describingtbdwndle PAM requests for a
particular service. A policy normally consists of four amgione for each facility, though some
services do not use all four facilities.
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server

The application acting on behalf of the arbitrator to coseewith the client, retrieve authentication
information, verify the applicant’s credentials and grantleny requests.

service

A class of servers providing similar or related functiotyadind requiring similar authentication.
PAM policies are defined on a per-service basis, so all settat claim the same service name will
be subject to the same policy.

session

The context within which service is rendered to the applitgrthe server. One of PAM’s four
facilities, session management, is concerned excluswighysetting up and tearing down this
context.

token

A chunk of information associated with the account, such password or passphrase, which the
applicant must provide to prove his identity.

transaction

A sequence of requests from the same applicant to the sataedesof the same server, beginning
with authentication and session set-up and ending with@essar-down.

17.3.2 Usage examples

This section aims to illustrate the meanings of some of tiragelefined above by way of a handful of
simple examples.

17.3.2.1 Client and server are one

This simple example shovadice su(1)’ing toroot .

$ whoam

alice

$ Is -1 “which su’

-r-sr-xr-x 1 root wheel 10744 Dec 6 19:06 /usr/bin/su
$ su -

Password:  xi 3ki une

# whoami
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root

« The applicant islice

« The accountisoot .

« The su(1) process is both client and server.
- The authentication token ig3kiune

- The arbitrator isoot , which is why su(1) is setuitbot .

17.3.2.2 Client and server are separate

The example below shovese try to initiate an ssh(1) connection kayin.example.com
in asbob, and succeed. Bob should have chosen a better password!

$ whoam

eve

$ ssh bob@ ogi n. exanpl e. com
bob@login.example.com’s password: god

Last login: Thu Oct 11 09:52:57 2001 from 192.168.0.1
NetBSD 3.0 (LOGIN) #1: Thu Mar 10 18:22:36 WET 2005

Welcome to NetBSD!
$

« The applicant igve .

- The client is Eve’s ssh(1) process.

- The server is the sshd(8) procesdagin.example.com
« The accountisob.

- The authentication token god.

- Although this is not shown in this example, the arbitratopis .

17.3.2.3 Sample policy
The following is FreeBSD'’s default policy fashd :

sshd auth required pam_nologin.so no_warn

sshd auth required pam_unix.so no_warn try first pass
sshd account required pam_login_access.so

sshd account required pam_unix.so

sshd session required pam_lastlog.so no_fail

sshd password required pam_permit.so

, askto log

- This policy applies to theshd service (which is not necessarily restricted to the ssheBjer.)
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- auth , account ,session andpassword are facilities.

« pam_nologin.so , pam_unix.so , pam_login_access.so , pam_lastlog.so and
pam_permit.so are modules. It is clear from this example thatn_unix.so provides at least two
facilities (authentication and account management.)

There are some differences between FreeBSD and NetBSD PAbdgso

+ By default, every configuration is done undetc/pam.d

- If configuration is non-existent, you will not have accesth®system, in contrast with FreeBSD that
has a default policy of allowing authentication.

- For authentication, NetBSD forces at least eemiired , requisite  orbinding module to be
present.

17.4 PAM Essentials

17.4.1 Facilities and primitives

The PAM API offers six different authentication primitivgsouped in four facilities, which are
described below.

auth

AuthenticationThis facility concerns itself with authenticating the apgpht and establishing the
account credentials. It provides two primitives:

« pam_authenticate(3) authenticates the applicant, ysoyallequesting an authentication token
and comparing it with a value stored in a database or obtdinedan authentication server.

« pam_setcred(3) establishes account credentials sucteaygroup membership and resource
limits.

account

Account managemertthis facility handles non-authentication-related issofesccount availability,
such as access restrictions based on the time of day or ter'sexork load. It provides a single
primitive:

- pam_acct_mgmt(3) verifies that the requested accountilabla

session

Session managemeititis facility handles tasks associated with session setrgptear-down, such
as login accounting. It provides two primitives:

« pam_open_session(3) performs tasks associated witlosesstiup: add an entry in themp and
wtmp databases, start an SSH agent, etc.
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« pam_close_session(3) performs tasks associated witloisésar-down: add an entry in themp
andwtmp databases, stop the SSH agent, etc.

password

Password managemerthis facility is used to change the authentication tokeoeissed with an

account, either because it has expired or because the usesatb change it. It provides a single

primitive:

- pam_chauthtok(3) changes the authentication token, mgdtioverifying that it is sufficiently
hard to guess, has not been used previously, etc.

17.4.2 Modules

Modules are a very central concept in PAM; after all, theythee"M” in “PAM”. A PAM module is a
self-contained piece of program code that implements timeifpres in one or more facilities for one
particular mechanism; possible mechanisms for the autfaian facility, for instance, include the
UNIX® password database, NIS, LDAP and Radius.

17.4.2.1 Module Naming

FreeBSD and NetBSD implement each mechanism in a single leatamecpam_nechani smso (for
instancepam_unix.so  for the UNIX® mechanism.) Other implementations sometiimege separate
modules for separate facilities, and include the faciliyne as well as the mechanism name in the
module name. To name one example, Solaris™ hmgra dial_auth.so.1 module which is
commonly used to authenticate dialup users. Also, almastyanodule has a man page with the same
name, i.e.: pam_unix(8) explains how fam_unix.so module works.

17.4.2.2 Module Versioning

FreeBSD’s original PAM implementation, based on Linux-PAMI not use version numbers for PAM
modules. This would commonly cause problems with legacyiegons, which might be linked against
older versions of the system libraries, as there was no whkyatba matching version of the required
modules.

OpenPAM, on the other hand, looks for modules that have time seersion number as the PAM library
(currently 2 in FreeBSD and 0 in NetBSD), and only falls bazlkh unversioned module if no versioned
module could be loaded. Thus legacy modules can be providdedacy applications, while allowing
new (or newly built) applications to take advantage of thestmecent modules.

Although Solaris™ PAM modules commonly have a version numpithey’re not truly versioned,
because the number is a part of the module name and must bdedldh the configuration.

17.4.2.3 Module Path

There isn’t a common directory for storing PAM modules. UnigieeeBSD, they are located at
{usr/lib and, under NetBSD, you can find thenvisr/lib/security
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17.4.3 Chains and policies

When a server initiates a PAM transaction, the PAM libraigstto load a policy for the service specified
in the pam_start(3) call. The policy specifies how autheittc requests should be processed, and is
defined in a configuration file. This is the other central cphae PAM: the possibility for the admin to
tune the system security policy (in the wider sense of thel)veimply by editing a text file.

A policy consists of four chains, one for each of the four PAddifities. Each chain is a sequence of
configuration statements, each specifying a module to imve&me (optional) parameters to pass to the
module, and a control flag that describes how to interpretehan code from the module.

Understanding the control flags is essential to understgrAM configuration files. There are a
number of different control flags:

binding
If the module succeeds and no earlier module in the chaindilaslf the chain is immediately

terminated and the request is granted. If the module faitsrest of the chain is executed, but the
request is ultimately denied.

This control flag was introduced by Sun in Solaris™ 9 (SunOS%Y,%and is also supported by
OpenPAM.

required

If the module succeeds, the rest of the chain is executedhangquest is granted unless some
other module fails. If the module fails, the rest of the chiaialso executed, but the request is
ultimately denied.

requisite

If the module succeeds, the rest of the chain is executedhangquest is granted unless some
other module fails. If the module fails, the chain is imméeliaterminated and the request is denied.

sufficient

If the module succeeds and no earlier module in the chaindilaslf the chain is immediately
terminated and the request is granted. If the module faiésptodule is ignored and the rest of the
chain is executed.

As the semantics of this flag may be somewhat confusing, &dlyaghen it is used for the last
module in a chain, it is recommended that bireling  control flag be used instead if the
implementation supports it.

optional

The module is executed, but its result is ignored. If all medin a chain are markembtional , all
requests will always be granted.

When a server invokes one of the six PAM primitives, PAM istes the chain for the facility the
primitive belongs to, and invokes each of the modules ligtegtle chain, in the order they are listed, until
it reaches the end, or determines that no further processimeressary (either becauskeimding or
sufficient module succeeded, or becausequisite ~ module failed.) The request is granted if and
only if at least one module was invoked, and all non-optionatlules succeeded.
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Note that it is possible, though not very common, to have #imesmodule listed several times in the
same chain. For instance, a module that looks up user nardgsmaswords in a directory server could
be invoked multiple times with different parameters spgai different directory servers to contact.
PAM treat different occurrences of the same module in theesaeimain as different, unrelated modules.

17.4.4 Transactions

The lifecycle of a typical PAM transaction is described elblote that if any of these steps fails, the
server should report a suitable error message to the cliehalort the transaction.

1. If necessary, the server obtains arbitrator credentiadgigh a mechanism independent of
PAM—most commonly by virtue of having been startedrbyt , or of being setuidoot .

2. The server calls pam_start(3) to initialize the PAM liyrand specify its service name and the
target account, and register a suitable conversationifumct

3. The server obtains various information relating to th@saction (such as the applicant’s user name
and the name of the host the client runs on) and submits it M B8ing pam_set_item(3).

4. The server calls pam_authenticate(3) to authenticatephlicant.

5. The server calls pam_acct_mgmt(3) to verify that the estpd account is available and valid. If the
password is correct but has expired, pam_acct_mgmt(3jetilinPAM_NEW_AUTHTOK_REQD
instead ofPAM_SUCCESS

6. If the previous step returnéthM_NEW_AUTHTOK_RE@te server now calls pam_chauthtok(3) to
force the client to change the authentication token for &ugiested account.

7. Now that the applicant has been properly authenticatedserver calls pam_setcred(3) to establish
the credentials of the requested account. It is able to ddoincause it acts on behalf of the
arbitrator, and holds the arbitrator’s credentials.

8. Once the correct credentials have been establishedether £alls pam_open_session(3) to set up
the session.

9. The server now performs whatever service the client reigde—for instance, provide the applicant
with a shell.

10. Once the server is done serving the client, it calls pdosec session(3) to tear down the session.

11. Finally, the server calls pam_end(3) to notify the PAMtdiry that it is done and that it can release
whatever resources it has allocated in the course of thedcdion.

17.5 PAM Configuration

17.5.1 PAM policy files
17.5.1.1 The / et ¢/ pam conf file

The traditional PAM policy file igetc/pam.conf . This file contains all the PAM policies for your
system. Each line of the file describes one step in a chaitagsbelow:
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login auth required pam_nologin.so no_warn

The fields are, in order: service name, facility name, cdifitig, module name, and module arguments.
Any additional fields are interpreted as additional modudgienents.

A separate chain is constructed for each service / facibity, po while the order in which lines for the
same service and facility appear is significant, the orderiich the individual services and facilities are
listed is not. The examples in the original PAM paper groupaafiguration lines by facility, and the
Solaris™ stoclpam.conf still does that, but FreeBSD'’s stock configuration group¥igairation lines

by service. Either way is fine; either way makes equal sense.

17.5.1.2 The / et ¢/ pam d directory

OpenPAM and Linux-PAM support an alternate configuratiochagism, which is the preferred
mechanism in FreeBSD and NetBSD. In this scheme, each pslagntained in a separate file bearing
the name of the service it applies to. These files are storktcipam.d/

These per-service policy files have only four fields instefaghen.conf ’s five: the service name field is
omitted. Thus, instead of the samplem.conf line from the previous section, one would have the
following line in /etc/pam.d/login

auth required pam_nologin.so no_warn

As a consequence of this simplified syntax, it is possiblestothe same policy for multiple services by
linking each service name to a same policy file. For instatacese the same policy for thse andsudo
services, one could do as follows:

# cd /etc/pamd
# In -s su sudo

This works because the service name is determined from ¢ghedihe rather than specified in the policy
file, so the same file can be used for multiple differently-adrservices.

Since each service’s policy is stored in a separate filepdhed mechanism also makes it very easy to
install additional policies for third-party software pages.

17.5.1.3 The policy search order

As we have seen above, PAM policies can be found in a numbédacég. If no configuration file is
found for a particular service, thietc/pam.d/other is used instead. If that file does not exist,
/etc/pam.conf is searched for entries matching he specified service tinddhat, the "other" service.

It is essential to understand that PAM'’s configuration systecentered on chains.

17.5.2 Breakdown of a configuration line

As explained in thé®’AM policy filessection, each line ifetc/pam.conf ~ consists of four or more
fields: the service name, the facility name, the control flag,module name, and zero or more module
arguments.
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The service name is generally (though not always) the nartteeaipplication the statement applies to. If
you are unsure, refer to the individual application’s doeutation to determine what service name it
uses.

Note that if you uséetc/pam.d/  instead ofetc/pam.conf  , the service name is specified by the
name of the policy file, and omitted from the actual configioratines, which then start with the facility
name.

The facility is one of the four facility keywords describetdtheFacilities and primitivesection.

Likewise, the control flag is one of the four keywords desadiin theChains and policiesection,
describing how to interpret the return code from the moduiteux-PAM supports an alternate syntax
that lets you specify the action to associate with each plesgeturn code, but this should be avoided as
it is non-standard and closely tied in with the way Linux-PAlMpatches service calls (which differs
greatly from the way Solaris™ and OpenPAM do it.) Unsurpgsy, OpenPAM does not support this
syntax.

17.5.3 Policies
To configure PAM correctly, it is essential to understand lpolicies are interpreted.

When an application calls pam_start(3), the PAM librandethe policy for the specified service and
constructs four module chains (one for each facility.) Ile@m more of these chains are empty, the
corresponding chains from the policy for thiaer service are substituted.

When the application later calls one of the six PAM primisivthe PAM library retrieves the chain for
the corresponding facility and calls the appropriate erfiinction in each module listed in the chain, in
the order in which they were listed in the configuration. Aach call to a service function, the module
type and the error code returned by the service functionsed to determine what happens next. With a
few exceptions, which we discuss below, the following tapelies:

Table 17-1. PAM chain execution summary

PAM_SUCCESS PAM | GNORE ot her
binding if (fail) break; - fail = true;
required - - fail = true;
requisite - - fail = true; break;
sufficient if ('fail) break; - -
optional - - -

If fail is true at the end of a chain, or when a “break” is reached, iggatther returns the error code
returned by the first module that failed. Otherwise, it re8FAM_SUCCESS

The first exception of note is that the error catleM_NEW_AUTHTOK_REQMreated like a success,
except that if no module failed, and at least one module neaPAM_NEW_AUTHTOK_RE iz
dispatcher will returrPAM_NEW_AUTHTOK_REQD

The second exception is that pam_setcred(3) tigadiing  andsufficient modules as if they were
required

The third and final exception is that pam_chauthtok(3) rliesantire chain twice (once for preliminary
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checks and once to actually set the password), and in thiengmaty phase it treatsinding and
sufficient modules as if they wenequired

17.6 PAM modules

17.6.1 Common Modules

17.6.1.1 pam_deny(8)

The pam_deny(8) module is one of the simplest modules dlajlda responds to any request with
PAM_AUTH_ERRt is useful for quickly disabling a service (add it to th@tof every chain), or for
terminating chains ofufficient modules.

17.6.1.2 pam_echo(8)

The pam_echo(8) module simply passes its arguments to tivergation function as a
PAM_TEXT_INFOmessage. It is mostly useful for debugging, but can alscederdisplay messages such
as “Unauthorized access will be prosecuted” before stattia authentication procedure.

17.6.1.3 pam_exec(8)

The pam_exec(8) module takes its first argument to be the namprogram to execute, and the
remaining arguments are passed to that program as comnmenakguments. One possible application is
to use it to run a program at login time which mounts the udeise directory.

17.6.1.4 pam_ftpusers(8)

The pam_ftpusers(8) module successes if and only if theisiisted in/etc/ftpusers . Currently, in
NetBSD, this module doesn’t understand the extended syritiiEd(8), but this will be fixed in the
future.

17.6.1.5 pam_group(8)

The pam_group(8) module accepts or rejects applicantsedbakis of their membership in a particular
file group (normallywheel for su(1)). Itis primarily intended for maintaining the diiional behaviour
of BSD su(1), but has many other uses, such as excludingrcgraups of users from a particular
service.

In NetBSD, there is an argument callagthenticate in which the user is asked to authenticate using
his own password.
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17.6.1.6 pam_guest(8)

The pam_guest(8) module allows guest logins using fixedlogimes. Various requirements can be
placed on the password, but the default behaviour is to a@loywpassword as long as the login name is
that of a guest account. The pam_guest(8) module can easilgdd to implement anonymous FTP
logins.

17.6.1.7 pam_krb5(8)

The pam_krb5(8) module provides functions to verify thentitg of a user and to set user specific
credentials using Kerberos 5. It prompts the user for a pasband obtains a new Kerberos TGT for the
principal. The TGT is verified by obtaining a service ticket the local host. The newly acquired
credentials are stored in a credential cache and the emv@otvariable KRB5CCNAME is set
appropriately. The credentials cache should be destroy#ucuser at logout with kdestroy(1).

17.6.1.8 pam_ksu(8)

The pam_ksu(8) module provides only authentication ses/ior Kerberos 5 to determine whether or
not the applicant is authorized to obtain the privilegeseftarget account.

17.6.1.9 pam_lastlog(8)

The pam_lastlog(8) module provides only session manageseevices. It records the session in
utmp(5), utmpx(5), wtmp(5), wtmpx(5), lastlog(5) and lagk(5) databases.

17.6.1.10 pam_login_access(8)

The pam_login_access(8) module provides an implementafithe account management primitive
which enforces the login restrictions specified in the logiaess(5) table.

17.6.1.11 pam_nologin(8)

The pam_nologin(8) module refuses non-root logins wherirun/nologin exists. This file is
normally created by shutdown(8) when less than five mingesin until the scheduled shutdown time.

17.6.1.12 pam_permit(8)

The pam_permit(8) module is one of the simplest moduledablai it responds to any request with
PAM_SUCCESSt is useful as a placeholder for services where one or ntoages would otherwise be
empty.

17.6.1.13 pam_radius(8)

The pam_radius(8) module provides authentication ses\hesed upon the RADIUS (Remote
Authentication Dial In User Service) protocol.
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17.6.1.14 pam_rhosts(8)

The pam_rhosts(8) module provides only authenticatioviees. It reports success if and only if the
target user’s ID is not 0 and the remote host and user ard listetc/hosts.equiv or in the target
user’s~/.rhosts

17.6.1.15 pam_rootok(8)

The pam_rootok(8) module reports success if and only if éia¢user id of the process calling it (which
is assumed to be run by the applicant) is 0. This is useful dormetworked services such as su(1) or
passwd(1), to which theot should have automatic access.

17.6.1.16 pam_securetty(8)

The pam_securetty(8) module provides only account sesvites used when the applicant is attempting
to authenticate as superuser, and the process is attachpdrteecure TTY.

17.6.1.17 pam_self(8)

The pam_self(8) module reports success if and only if theazaofithe applicant matches that of the
target account. It is most useful for non-networked ses/gtech as su(1), where the identity of the
applicant can be easily verified.

17.6.1.18 pam_ssh(8)

The pam_ssh(8) module provides both authentication arsibseservices. The authentication service
allows users who have passphrase-protected SSH secrehkbes ~/.ssh  directory to authenticate
themselves by typing their passphrase. The session setaits ssh-agent(1) and preloads it with the
keys that were decrypted in the authentication phase. €htsife is particularly useful for local logins,
whether in X (using xdm(1) or another PAM-aware X login magr@r at the console.

This module implements what is fundamentally a passwordeaniication scheme. Care should be taken
to only use this module over a secure session (secure TTkgted session, etc.), otherwise the user’s
SSH passphrase could be compromised.

Additional consideration should be given to the use of pain(8. Users often assume that file
permissions are sufficient to protect their SSH keys, ansl tise weak or no passphrases. Since the
system administrator has no effective means of enforcirtd [g&sphrase quality, this has the potential
to expose the system to security risks.

17.6.1.19 pam_unix(8)

The pam_unix(8) module implements traditional UNIX® passtvauthentication, using getpwnam(3)
under FreeBSD or getpwnam_r(3) under NetBSD to obtain tigetaccount’s password and compare it
with the one provided by the applicant. It also provides aotaanagement services (enforcing account
and password expiration times) and password-changingesst\T his is probably the single most useful
module, as the great majority of admins will want to maintaistorical behaviour for at least some
services.
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17.6.2 FreeBSD-specific PAM Modules

17.6.2.1 pam_opie(8)

The pam_opie(8) module implements the opie(4) autheiitatethod. The opie(4) systemis a
challenge-response mechanism where the response to edlgingb is a direct function of the challenge
and a passphrase, so the response can be easily computed tjore” by anyone possessing the
passphrase, eliminating the need for password lists. Meresince opie(4) never reuses a challenge that
has been correctly answered, it is not vulnerable to repitagies.

17.6.2.2 pam_opieaccess(8)

The pam_opieaccess(8) module is a companion module to gaef{8h Its purpose is to enforce the
restrictions codified in opieaccess(5), which regulatecth@ditions under which a user who would
normally authenticate herself using opie(4) is allowedde alternate methods. This is most often used
to prohibit the use of password authentication from unédtosts.

In order to be effective, the pam_opieaccess(8) module briisted asequisite ~ immediately after a
sufficient entry for pam_opie(8), and before any other modules, irathie chain.

17.6.2.3 pam_passwdqc(8)

The pam_passwdqc(8) module is a simple password strengttkicly module for PAM. In addition to
checking regular passwords, it offers support for pasggsrand can provide randomly generated
passwords.

17.6.2.4 pam_tacplus(8)

The pam_tacplus(8) module provides authentication seswi@ased upon the TACACS+ protocol for the
PAM (Pluggable Authentication Module) framework.

17.6.3 NetBSD-specific PAM Modules

17.6.3.1 pam_skey(8)

The pam_skey(8) module implements S/Key One Time Passv@r&) authentication methods, using
the/etc/skeykeys database.

17.7 PAM Application Programming

This section has not yet been written.
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17.8 PAM Module Programming

This section has not yet been written.

17.9 Sample PAM Application

The following is a minimal implementation of su(1) using PANote that it uses the OpenPAM-specific
openpam_ttyconv(3) conversation function, which is prgied insecurity/openpam.h . If you wish
build this application on a system with a different PAM libyayou will have to provide your own
conversation function. A robust conversation functiorugpsisingly difficult to implement; the one

presented in th8ample PAM Conversation Functisnb-chapter is a good starting point, but should not
be used in real-world applications.

17.10 Sample PAM Module

The following is a minimal implementation of pam_unix(8ffesing only authentication services. It
should build and run with most PAM implementations, but taidvantage of OpenPAM extensions if

available: note the use of pam_get_authtok(3), which enasty simplifies prompting the user for a
password.

17.11 Sample PAM Conversation Function

The conversation function presented below is a greatly Iffieghversion of OpenPAM'’s
openpam_ttyconv(3). It is fully functional, and shouldgihe reader a good idea of how a conversation
function should behave, but it is far too simple for real-ldarse. Even if you're not using OpenPAM,
feel free to download the source code and adapt openpamni{®) to your uses; we believe it to be as
robust as a tty-oriented conversation function can redspmget.

17.12 Further Reading
Bibliography

Papers

Making Login Services Independent of Authentication Teldyies

(http://www.sun.com/software/solaris/pam/pam.exaepdf), Vipin Samar and Charlie Lai, Sun
Microsystems.
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X/Open Single Sign-on Preliminary Specification (httppwopengroup.org/pubs/catalog/p702.htm)
The Open Group, 1-85912-144-6, June 1997.

Pluggable Authentication Modules (http://www.kernaj/pub/linux/libs/pam/pre/doc/current-draft.txt)
Andrew G. Morgan, October 6, 1999.

User Manuals

PAM Administration (http://www.sun.com/software/s@gram/pam.admin.pdfpun Microsystems.

Related Web pages

OpenPAM homepage (http://openpam.sourceforge, i¥df-Erling Smargrav, ThinkSec AS.
Linux-PAM homepage (http://www.kernel.org/publ/linibglpam/) Andrew G. Morgan.

Solaris PAM homepage (http://www.sun.com/softwarefsdfmam/) Sun Microsystems.
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Chapter 18
Tuning di NetBSD

18.1 Introduzione

18.1.1 Panoramica

Questa sezione copre una varieta di argomenti legati alguoieélle prestazioni. Si cerchera di percorrere
le tecniche di tuning da una prospettiva del’amministrati sistema ai programmatori di sistema.
L'arte del tuning delle performance in sé € molto vecchigeRituning di qualcosa significa fare in
modo che questa operi piu efficientemente, che ci si rifardgsan server tecnico basato su NetBSD o ad
un aspirapolvere, I'obiettivo & di migliorare qualcosagie modo questo sia fatto, come funziona o
come fanno tutti i pezzi a stare insieme.

18.1.1.1 Cos’e il Tuning delle Prestazioni?

Una vista da 10.000 piedi mostra molto chiaramente che tidtohe facciamo é orientato al lavoro,
guesto in egual modo si addice al sistema NetBSD. Quandstéirea si avvia comincia
automaticamente ad effettuare una varieta di lavori. Qoamdutente accede al sistema (effettua il login,
NdT), generalmente ha una varieta di mansioni che deve examl@ome scopo di questi documenti,
tuttavia, tuning delle prestazioni significa migliorarefficienza con la quale un sistema NetBSD gira.

Il pensiero pit comune che balza nella testa di qualcunodppansa al "tuning" € qualche sorta di
incremento della velocita o decremento della dimensiohkateel - mentre questi sono modi per
migliorare le prestazioni, non sono solo i soli fini che un amisgtratore potrebbe dovrer prendere per
incrementare I'efficienza. Per i nostri scopi, il tuningldedrestazioni significa questBendere un
sistema NetBSD in condizioni di operare in un ottimo stato.

Il quale potrebbe significare una varieta di cose, non naciessente il miglioramento della velocita. Un
buon esempio di questo sono i parametri di formattazionéldedystem, in un sistema che ha un sacco
di piccoli file (come in un repository di sorgenti) un ammtrégore potrebbe aver bisogno di
incrementare il numero di inode rendendo la loro dimensmpa@iccola (qualcosa al di sotto dei 1024k)
e quindi incrementare 'ammontare degli inode. In quessmdéanumero di inode & stato incrementato,
tuttavia, consente allamministratore di lasciare fuarésti fastidiosi messaggi di inode, cosa che infine
rende il sistema piu efficiente.

Il tuning normalmente gira intorno a ricerca ed eleminagidhingorghi. Gran parte del tempo, questi
ingorghi sono sporchi, per esempio, un rilascio di Mozzili@ non gestisce correttamente le applet java
puod causare con molta facilita che Mozzilla si avvii mangdata CPU, specialmente con delle applet
che non sono fatte bene. Le occasioni in cui i processi sambran fare niente e mangiano CPU sono
quasi sempre risolte con un kill. Ci sono situazioni, tuiaehe la risoluzione di ingorghi richiede molto
pit tempo, per esempio, un server rsync andra solo ad ingeah@&ntamente, le prestazioni cominciano
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a diminuire e 'amministratore deve intraprendere unacjuatipo di azione per accellerare le cose,
tuttavia, la situazione é relativa ad un’'emergenza comeddw istantaneo della CPU.

18.1.1.2 Quando fare del tuning?

Molti utenti NetBSD raramente devono fare tuning su un sistell kernel GENERIC pu0 girare
tranquillamente e il layout o la configurazione di sistemagomo fare ugualmente il loro lavoro. Allo
stesso modo, come un pragma € sempre bene sapere come ifagestunn sistema. Molto spesso |l
tuning proviene come risultato di un’improvvisa situazati ingorgo (il quale puo verificarsi
casualmente) o una graduale perdita di prestazioni. Qsast@ede in un senso che ognuno a questo
punto, un processo che sta mangiando la CPU & un ingorgodaatto un graduale incremento in
pagin. Quindi, la questione importante non dovrebbe esgeanrdo fare tuning ma quando imparare a
fare tuning.

Un'ultima volta per fare tuning € se puoi farlo in modo pretwem(e pensi di averne bisogno) allora
fallo. Un esempio di questo fu in un sistema che necessiteassére riavviato rapidamente. Invece di
attendere, ho fatto tutto il possibile per alleggerire iired e assicurarmi che non ci fosse in esecuzione
niente che non fosse necessario, ho anche rimosso drivessacper le periferiche, ma che non avevo
mai usato (Ip). Il risultato produsse un tempo di riavviodreevolte piu rapido. A lungo andare, quella
fu una mossa astuta fare il tuning prima che si verificass®ilpma.

18.1.1.3 Cosa non trattano questi documenti

Prima di concludere l'introduzione, credo che sia impaddar notare cosa questi documenti non
trattano. Questa guida sara pertinente solo al nucleogitidetto core, NdT) del sistema NetBSD. In
altre parole, non coprira il tuning della configurazionewiserver web. La logica che sta dietro cio &
semplice: i server web, i software per database, etc. sotevzsi parti e quasi privi di limiti. | potrei
facilmente scendere in dettagli che vanno al di la del siatBi@tBSD. Quasi tutti i software di terze parti
hanno le loro documentazioni su come fare tuning, comunque.

18.1.1.4 Come si presentano gli Esempi

Dal momento che c’é un’ampia documentazione di pagine dual@nsaranno discusse solo le opzioni e
gli argomenti usati con gli esempi. In alcuni casi, il medisara troncato per brevita e non
approfonditamente discusso perché, banalmente, c’édrdpplire. Per esempio, ogni singola voce di un
driver di periferica nel kernel non sara diuscussa, tudtdei sara un esempio che determini cosa serva
per un dato sistema. Niente in questa guida & concreto,ifiguanle prestazioni sono molto soggettive,
invece, questa & una guida per insegnare al lettore cosarfofege alcuni degli strumenti a sua
disposizione.

18.2 Considerazioni di Tuning

I tuning di un sistema non e realmente troppo difficoltosarp I'approccio € il tuning pro-attivo.
Questo documento approccia al tuning da un approccio “pcimessi verifichi”. Mentre fare tuning a
tempo perso é considerevolmente piu facile rispetto a wesehe € quasi completamente impantanato
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allo 0.1% di idle time (tempo di risposta, NdT), ci sono argcon po di cose che adrebbero fatte riguardo
al tuning prima di farlo praticamente, ci si augura, ancharche il sistema sia installato.

18.2.1 Configurazione Generale di Sistema

Naturalmente, il modo in cui il sistema € stato messo a puntmé grande differenza. Ogni tanto
piccole cose possono sfuggire il che infatti causa a lungnite qualche tipo di problemi di prestazioni.

18.2.1.1 File system e dischi

Come si presenta il file system sulle periferiche a disco &omwiportante. In sistemi di RAID

hardware, non e un grosso affare, ma, molti utenti NetBSDBaisgamodo specifico NetBSD su vecchio
hardware dove il RAID hardware semplicemente non € un’opzit’idea di associarke al primo disco

e buona, ma per esempio se ci sono diversi dischi dai quallisoe quale sara il primo, quello su cui
andrd sara la scelta migliore? Su una nota relativa, € saggio ¥vérer separata? Il sistema avra un
grosso carico in directory comiesr/pkgsrc  ? Avrebbe senso piazzare un disco rapido e montarlo sotto
lusr/pkgsrc  , 0 non ne avrebbe. Come tutte le cose nel tuning delle piestaguesto e soggettivo.

18.2.1.2 Configurazione della Swap

Ci sono tre scuole di pensiero sulla dimensione della swagza guindici riguardo a usare piccoli file
come swap con delle priorita su e come queste dovrebbenedatte. Nell'arena della dimensione della
swap, la scuola dei fornitori (almeno quella piut commemjiakualmente hanno le loro formule per
sistema operativo. Come esempio, in una particolare vegsioHP-UX con una particolare versione di
Oracle la formula era:

2.5 GB * Numero_di_processori

Bene, tutto questo veramente dipende da quale tipo di usadgilfdatabase o quanto questo sia largo,
per la cronaca, se e cosi largo da dover essere distribuigiiacformula non soddisfa affatto.

La prossima scuola di pensiero riguardo alla dimensiorla delap & un tipo strano ma sensato, che
sostiene, se possibile, prendi come riferimento una gdagitmemoria utilizzata dal sistema. Sarebbe
gualcosa tipo questa:

1. Accendi la macchina e calcola il tempo totale che la meamichiede per eseguire qualsiasi cosa
che possa essere immediatamente richiesta. Databaser, weby, altro. Fai il totale della quantita.

2. Aggiungi qualche MB per riempimento.
3. Sottrai 'ammontare della RAM fisica da questo totale.

Se 'ammontare rimanente € 3 volte la dimensione della RAMdjsonsidera la possibilita di
aggiungere piu RAM. Il problema, naturalmente, € trovasacgerve e quanto spazio prendera. C'e
anche un’altra carenza in questo metodo, qualche programomsi comporta bene. Un brillante
esempio di malfunzionamento software € sono i browser wahb.dérta versione di Netscape, quando
qualcosa e andato storto ha la tendenza a diventare irestaiviangiare spazio di swap. Cosi, piu c’é
spazio disponibile, pit c’e tempo per Killarlo.

Ultimo non per importanza é il metodo prova e allinea la RANBIEA * 2. Su macchine moderne e
anche su quelle vecchie (con utilizzi limitati, naturalf@mjuesto sembra funzionare in modo migliore.
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Tutto per tutto, e difficile da dire quando comincera lo swagpAnche su piccole macchine con 16MB
di RAM (o0 meno) NetBSD ha sempre funzionato bene per moltéegiamo all’esecuzione di software
difettosi.

18.2.2 Servizi di Sistema

Sui server, i servizi di sistema hanno un grande impatter@tidoli per eseguirli al loro meglio quasi
sembre richiede qualche tipo di cambiamento a livello @i cetin fondamentale incremento di velocita
nel sistema sottostante (il quale naturalmente é tuttolmdceriguarda). Ci sono circostanze in cui
alcune semplici soluzioni possono migliorare i servizi.és@mpio, un server ftp diventa piu lento e
viene rilasciata una nuova versione del server ftp che estd sistema, banalmente questo girera piu
rapidamente. Aggiornando il software ftp, si verifica unetpnelle prestazioni.

Un altro buon esempio che concerne i servizi € la vecchia ddatdUsare o meno inetd?” Un grande
servizio d’esempio & pop3. Le connessioni pop3 in teoris@as bloccare inid. Mentre il servizio pop3
stesso comincia a degradare lentamente, altri serviziah@is multiplex attraverso inetd degraderanno
pure (in alcuni casi piu di pop3). Facendo in modo che pop&gdi fuori di inetd e per conto suo pud
aiutare.

18.2.3 Il Kernel NetBSD

Il kernel NetBSD ovviamente gioca un ruolo chiave su comeisteisia sia prestante, mentre ricompilare
e fare il tuning del kernel & trattato nel successivo testh réievo discutere sul contesto locale da un
alto livello.

Il tuning sul kernel NetBSD in realta coinvolge tre aree pipali

1. rimuovere i driver non necessari
2. configurare le opzioni

3. impostazioni di sistema

18.2.3.1 Rimuovere i driver non necessari

Togliendo dal kervel i driver che non sono necessari si taggono diversi risultati; primo, il sistema si
avvia piu velocemente dal momento che il kernel & piu picasdoondo di nuovo visto che il kernel € piu
piccolo, c’é pit memoria libera per gli utenti e i processieezo, il kernel tende a rispondere piu
rapidamente.

18.2.3.2 Configurare le Opzioni

Configurare le opzioni come abilitare/disabilitare cesttgsistemi, hardware e file system specifici puo
anche migliorare molto le prestazioni allo stesso modondidvere i driver non necessari. Un esempio
molto semplice di cid & un server FTP che ospita solo file ftigataltro. Su questo particolare server
non c’e bisogno di avere ogni cosa eccetto il supporto ngigrdl file system e forse poche opzioni per
aiutare ad accellerare un po le cose. Perché dovrebbed@rkid supporto NTFS per esempio? Da un
lato, se cosi fosse, il supporto NTFS potrebbe essere @ggiuqualche successivo momento. Nel caso
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opposto, una stazione di lavoro potrebbe aver bisogno glicstare parecchi altri tipi differenti di file
system per condividere e accedere ai file.

18.2.3.3 Impostazioni di Sistema

Le impostazioni del sistema su larga scala sono contralitkernel, qualche esempio sono la
configurazione dei file system, impostazioni di rete configione base del kernel come il numero
massimo di processi. Quasi tutte le configurazioni di sistpossono essere almeno lette o modificate
attraverso la funzioni sysctl. Esempi che utilizzano lazione sysctl sono esposti in seguito.

18.3 Strumenti di Monitoraggio Visivo

NetBSD offre una varieta di strumenti di monitoraggio pepiestazioni col sistema. Molti di questi
strumenti sono comuni su tutti i sistemi UNIX. In questa saeisi mostrera qualche esempio di uso
degli strumenti con l'interpretazione dell’output.

18.3.1 Il Monitor di Processi top

Il monitor top fa esattamente quanto detto: mostra il cadieida CPU nel sistema. Per eseguire il
monitor, scrivere semplicemente top sul prompt. Senzanalegomento, apparira in questo modo:

load averages: 0.09, 0.12, 0.08 20:23:41
21 processes: 20 sleeping, 1 on processor
CPU states: 0.0% user, 0.0% nice, 0.0% system, 0.0% interrup t, 100% idle
Memory: 15M Act, 1104K Inact, 208K Wired, 22M Free, 129M Swap free

PID USERNAME PRI NICE SIZE RES STATE TIME  WCPU CPU COMMAND
13663 root 2 0 1552K 1836K sleep 0:08 0.00% 0.00% httpd

127 root 10 0 129M 4464K sleep 0:01 0.00% 0.00% mount_mfs
22591 root 2 0 388K 1156K sleep 0:01 0.00% 0.00% sshd

108 root 2 0 132K 472K sleep 0:01 0.00% 0.00% syslogd
22597 jrf 28 0 156K 616K onproc 0:00 0.00% 0.00% top
22592 jrf 18 0 828K 1128K sleep 0:00 0.00% 0.00% tcsh

203 root 10 0 220K 424K sleep 0:00 0.00% 0.00% cron

1 root 10 0 312K 192K sleep 0:00 0.00% 0.00% init

205 root 3 0 48K 432K sleep 0:00 0.00% 0.00% getty

206 root 3 0 48K 424K sleep 0:00 0.00% 0.00% getty

208 root 3 0 48K 424K sleep 0:00 0.00% 0.00% getty

207 root 3 0 48K 424K sleep 0:00 0.00% 0.00% getty
13667 nobody 2 0 1660K 1508K sleep 0:00 0.00% 0.00% httpd

9926 root 2 0 336K 588K sleep 0:00 0.00% 0.00% sshd

200 root 2 0 76K 456K sleep 0:00 0.00% 0.00% inetd

182 root 2 0 92K 436K sleep 0:00 0.00% 0.00% portsentry

180 root 2 0 92K 436K sleep 0:00 0.00% 0.00% portsentry
13666 nobody -4 0 1600K 1260K sleep 0:00 0.00% 0.00% httpd
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Il programma di utilita top & grande per trovare problemia€lPU, instabilita dei processi o gruppi di
processi che possono causare problemi. L'output mostogi@sndica che questo particolare sistema e
in buono stato. Ora, la prossima schermata dovrebbe mespuatche risultato molto differente:

load averages: 0.34, 0.16, 0.13 21:13:47
25 processes: 24 sleeping, 1 on processor
CPU states: 0.5% user, 0.0% nice, 9.0% system, 1.0% interrup t, 89.6% idle
Memory: 20M Act, 1712K Inact, 240K Wired, 30M Free, 129M Swap free

PID USERNAME PRI NICE SIZE RES STATE TIME  WCPU CPU COMMAND
5304 jrf -5 0 56K 336K sleep 0:04 66.07% 19.53% bonnie

5294 root 2 0 412K 1176K sleep 0:02 1.01% 0.93% sshd

108 root 2 0 132K 472K sleep 1:23 0.00% 0.00% syslogd

187 root 2 0 1552K 1824K sleep 0:07 0.00% 0.00% httpd

5288 root 2 0 412K 1176K sleep 0:02 0.00% 0.00% sshd

5302 jrf 28 0 160K 620K onproc 0:00 0.00% 0.00% top

5295 jrf 18 0 828K 1116K sleep 0:00 0.00% 0.00% tcsh

5289 jrf 18 0 828K 1112K sleep 0:00 0.00% 0.00% tcsh

127 root 10 0 129M 8388K sleep 0:00 0.00% 0.00% mount_mfs

204 root 10 0 220K 424K sleep 0:00 0.00% 0.00% cron

1 root 10 0 312K 192K sleep 0:00 0.00% 0.00% init

208 root 3 0 48K 432K sleep 0:00 0.00% 0.00% getty

210 root 3 0 48K 424K sleep 0:00 0.00% 0.00% getty

209 root 3 0 48K 424K sleep 0:00 0.00% 0.00% getty

211 root 3 0 48K 424K sleep 0:00 0.00% 0.00% getty

217 nobody 2 0 1616K 1272K sleep 0:00 0.00% 0.00% httpd

184 root 2 0 336K 580K sleep 0:00 0.00% 0.00% sshd

201 root 2 0 76K 456K sleep 0:00 0.00% 0.00% inetd

Innanzi tutto, dovrebbe sembrare piuttosto ovvio quale@sso sta sovracaricando il sistema, tuttavia, la
cosa interessante in questo caso ¢ il perché. Il programmadé uno strumento per il benchmark che
puo scrivere grandi file in una varieta di dimensioni e mdgirécedente output ha indicato solo che il
programma bonnie sta caricando la CPU, ma non il perché.

18.3.1.1 Altre Cose Accurate Riguardo a Top

Un’accurato esame della pagina di manuale top(1) mostra’éheolto pit che pud essere fatto con top,
per esempio, i processi possono avere la loro priorita catalei possono essere killati. In aggiunta,
possono essere impostati dei filtri per la visualizzazicgigptbcessi.

18.3.2 Il programma di utilita sysstat

Come indica la pagina di manuale sysstat(1), il programmudilia sysstat mostra una varieta di
statistiche di sistema usando le librerie curses. Mentneeaécuzione lo schermo € diviso in due parti, la
finestra di sopra mostra il carico medio corrente mentre igegau bassa dello schermo dipende dai
comandi dell’'utente. L'eccezione alla vista con le finesivése € quando si visualizza vmstat il quale
prende I'intero schermo. Quanto segue € come appare sgastado € invocato senza argomenti su un
sistema ragionevolmente reattivo:

/o 1 2 /3 14 /5 /6 [7 /8 /9 /10
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Load Average |

/0 /10 /20 /30 /40 /50 /60 /70 /80 /90 /100
<idle> XXXXXXXXXXXXXXHXXXXXXHXXX XXX XX XXHX XX XXX XXX HKHKIX X

Praticamente c’é un sacco di tempo morto, cosi adesso diaimoahiata fornendo qualche argomento,
in questo casaysstat inet.tcpche appare come questo:

/o /a1 /g2 13 /4 /5 6 [T /8 /9 /10
Load Average |

0 connections initiated 19 total TCP packets sent
0 connections accepted 11 data
0 connections established 0 data (retransmit)

8  ack-only
0 connections dropped 0  window probes
0 in embryonic state 0 window updates
0  on retransmit timeout 0 urgent data only
0 by keepalive 0 control
0 by persist

29 total TCP packets received

11 potential rtt updates 17 in sequence
11 successful rtt updates 0  completely duplicate
9 delayed acks sent 0 with some duplicate data
0 retransmit timeouts 4 out of order
0 persist timeouts 0  duplicate acks
0 keepalive probes 11  acks
0 keepalive timeouts 0  window probes

0 window updates

Ora ¢ informativo. Il primo risultato &€ cumulativo, cosi espibile vedere tranquillamente un sacco di
informazioni nell’output quando sysstat viene invocatoa,@id puod essere interessante, piti 0 meno
come dare un’occhiata alla cache del buffer sgsstat bufcache

/o /1 /g2 13 /4 /5 6 /7 /8 /9 /10
Load Average

There are 1642 buffers using 6568 kBytes of memory.

File System Bufs used % kB in use % Bufsize kB % Util %

/ 877 53 6171 93 6516 99 94
Ivar/tmp 5 0 17 0 28 0 60
Total: 882 53 6188 94 6544 99

Di nuovo, un sistema piuttosto noioso, ma con tantissimamézioni disponibili. Mentre tutto questo &
piacevole da vedere, & il momento di aggiungere mettereledlso carico al sistema per vedere come
sysstat puo essere usato come strumento di controllo dekggzioni. Come con top, bonnie++ sara
usato per aggiungere un alto carico al sottosistema I/O leeaunt po sulla CPU. Si guardera nuovamente
alla bufcache per vedere le differenze rilevanti:

/0 /1 12 /3 14 /5 /6 17 /8 /9 /10
Load Average 1
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There are 1642 buffers using 6568 kBytes of memory.

File System Bufs used % kB in use % Bufsize kB % Util %
/ 811 49 6422 97 6444 98 99
Total: 811 49 6422 97 6444 98

Primo, notare che il carico medio & drasticamente salitesgunaturalmente c’era da aspettarselo,
allora, mentre la maggior parte dei numeri sono fissi, nataed'utilizzo & al 99% DUrante il tempo
d’esecuzione di bonnie++ la percentuale di utilizzo rimah@%, questo naturalmente ha un senso,
tuttavia, in una vera situazione di dubbio e incertezzaghite essere indicativo un processo che sta
caricando I'l/O su un particolare file o file system.

18.4 Strumenti di monitoraggio

In aggiunta agli strumenti di monitoraggio orientati altdhvermo, il sistema NetBSD esce con un
insieme di strumenti orientati alla riga di comando. Mokgdi strumenti che escono con un sistema
NetBSD possono essere trovati in altri sistemi UNIX e UNIkel

18.4.1 fstat

Il programma di utilita fstat(1) riporta lo stato dei file ap@el sistema, mentre non € quello che molti
amministratori considerano un monitor per le prestazijound aiutare a trovare se un particolare utente o
processo sta usando un disordinato ammontare di file, ges@gaandi file e informazioni simili.

Il seguente & un esempio di qualche output di fstat:

USER CMD PID FD MOUNT INUM MODE SZ|DV R/W
jrf tcsh 21607  wd / 29772 drwxr-xr-x 512 r

jrf tcsh 21607 3 * unix stream c057acc0<-> c0553280

jrf tcsh 21607 4 % unix stream c0553280 <-> c057accO

root sshd 21597  wd / 2 drwxr-xr-x 512 r

root sshd 21597 0/ 11921 crw-rw-rw- null rw

nobody  httpd 5032 wd / 2 drwxr-xr-x 512 r

nobody  httpd 5032 0/ 11921 crw-rw-rw- null r

nobody  httpd 5032 1/ 11921 crw-rw-rw- null w

nobody  httpd 5032 2/ 15890 -rw-r--r-- 353533 rw

Le voci sono abbastanza auto esplicativo, ancora, questoeshto mentre non € orientato alle
prestazioni come gli altri, puo tornare utile quando si aarcinformazioni riguardo all’'utilizzo dei file.

18.4.2 iostat

Il comando iostat(8) fa esattamente quello che sembratapmstato dei sottosistemi 1/0O nel sistema.
Quando iostat € impiegato, I'utente tipicamente lo eseguain certo numero di conteggi e un intervalo
fra loro tipo:
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$ iostat 55

tty wd0 cd0 fdo md0 cpu
tin tout KB/t t/s MB/s KB/t t/s MB/s KB/t t/s MB/s KB/t t/s MB/s us ni sy in id
0 1 5183 1000 000 O0O0O0O0 000 O0O0O0O0 000 O0OO0OOO O O O 0100
0O 54 000 0000 000 O0O0O0OO0 OO0 OOOO 00O OOOO O O O 0100
0O 18 000 0000 000 O0O00O0 000 OOOO 000 O0OOOO O O O 0100
0O 18 800 0000 000 O0O0O0OO0 000 OOOO O0OO OOOO O O O 0100
0O 28 000 0000 000 O0O0O0O0 OO0 OOOO 000 OOOO O O O 0100

L'output di sopra proviene da un server ftp molto tranquille voci rappresentano le varie periferiche di
I/0, il tty (il quale, ironicamente, € il piu attivo perchésiat & in esecuzione), wd0 che ¢ il disco IDE
primario, cdo, il lettore cdrom, fdO, il floppy e il memory fiystem.

Ora, vediamo se € possibile inchiodare il sistema con geglesante carico di utilizzo. Primo, una
grossa transazione ftp consistente di un tarball coi sérrdenetbsd-current con il programma per il
benchmark del disco bonnie++ in esecuzione allo stessoademp

$ iostat 55

tty wd0 cd0 fdo md0 cpu
tin tout KB/t t/s MB/s KB/t t/s MB/s KB/t t/s MB/s KB/t t/s MB/s us ni sy in id
0 1 568 1000 000 O0O00O0 000 O0O0O0OO0 000 O0O0OO0O O O O 0100
0O 54 61.03 150 892 000 0000 000 O0O0O0O0 000 O0OO0O0O 1 018 478
0 26 63.14 157 971 000 0000 000 0000 000 0000 1 020 475
0O 20 4358 26 112 000 0000 000 O0OO0OOO OO0 O0OO0OOO O O 9 288
0O 281949 82 155 000 O0O00O0 OO0 O0OOOO OO0 O0OO0OOO 1 O 7 389

Come ci si puo aspettare, si nota che wd0 & molto attivo, la tdsressante di questo output & quanto
I'l/O del processore sembra aumentare in proporzione a @désto ha perfettamente senso, tuttavia,
vale la pena notare che questo puod essere osservato sdie deserver ftp puo difficilmente venire
usato. Se, per esempio, il sottosistema 1/0 della CPU fdass&ogto un moderato carico e il sottosistema
disco fosse sotto lo stesos carico di adesso, potrebbeiapplae la CPU sia intasata quando infatti
sarebbe stato il disco. In questo caso, €& possibile osgerhar'un tool" & raramente abbastanza per
analizzare completamente un problema. Una rapida ocdliptacessi probabilmente potra dirci (dopo
aver guardato iostat) quali processi stanno causandogmobl

18.4.3 ps

Usando il comando ps(1) o process status, possono esspertscona grande quantita di informazioni
sul sistema. Buona parte del tempo, il comando ps € usatsgare un processo particolare per nome,
gruppo, proprietario, etc. Invocato senza ne opzioni néragmti, ps stampa semplicemente
informazioni riguardanti I'utente che lo sta eseguendo.

$ ps

PID TT STAT TIME COMMAND
21560 pO Is  0:00.04 -tcsh
21564 p0 I+  0:00.37 ssh jrf.odpn.net
21598 p1 Ss  0:00.12 -tcsh
21673 pl R+ 0:00.00 ps
21638 p2 Is+ 0:00.06 -tcsh

176



Chapter 18 Tuning di NetBSD

Non molto eccitante. Le voci sono auto esplicative con Bziane di STAT che € lo stato attuale in cui si
trova un processo. Le flag sono tutte documentate nella @agimanuale, tuttavia, nell’esempio
precedente, | sta per idle, S per sleeping, R per runnablssignificae che il processo € in uno stato di
foreground, e la s significa che il processo € un leader digessTutto questo ha perfettamente un
senso quando guardando alle flag, per esempio, PID 2156Meéllassnello stato di idle e (come ci si
puo aspettare) la shell € un leader di sessione.

In molti casi, qualcuno potrebbe cercare qualcosa di mpkeifico nella lista dei processi. Ad esempio,
la vista di tutti i processi si specifica con -a, per vederg itprocessi pit quelli senza terminale di
controllo si usa -ax e per ottenere una lista molto pit déétsg(di norma tutto pit informazioni
sull'impatto che hanno i processi) aux:

# ps aux
USER PID %CPU %MEM VSZ RSS TT STAT STARTED TIME COMMAND
root 0 0.0 96 0 6260 ?? DLs 16Jul02 0:01.00 (swapper)

root 23362 0.0 0.8 144 488 ?? S 12:38PM 0:00.01 ftpd -I
root 23328 0.0 04 428 280 pl1 S 12:34PM 0:00.04 -csh
jrf 23312 0.0 1.8 828 1132 pl Is  12:32PM 0:00.06 -tcsh

root 23311 0.0 1.8 388 1156 ?? S 12:32PM 0:01.60 sshd: jrf@tty pl

jrf 21951 0.0 1.7 244 1124 p0 S+ 4:22PM 0:02.90 ssh jrf.odpn.n et
jrf 21947 0.0 1.7 828 1128 pO Is 4:21PM 0:00.04 -tcsh

root 21946 0.0 1.8 388 1156 ?? S 4:21PM 0:04.94 sshd: jrf@ttyp 0

nobody 5032 0.0 20 1616 1300 ?7? | 19Jul02 0:00.02 /usr/pkg/s bin/httpd

Di nuovo, molte delle voci sono auto esplicative con I'eéope di VSZ e RSS le quali possono essere
un po confusionarie. RSS é la dimensione reale del processuta da 1024 byte mentre VSZ € la
dimensione virtuale. Tutto questo & grandioso, ma ancoragquo aiutare ps? Bene, intanto, si dia
un’occhiata a questa versione modificata dell’output:

# ps aux
USER PID %CPU %MEM VSZ RSS TT STAT STARTED TIME COMMAND
root 0 00 96 0 6260 ?? DLs 16Jul02 0:01.00 (swapper)

root 23362 0.0 0.8 144 488 ?? S 12:38PM 0:00.01 ftpd -l
root 23328 0.0 0.4 428 280 pl1 S 12:34PM 0:00.04 -csh
jrf 23312 0.0 1.8 828 1132 pl Is  12:32PM 0:00.06 -tcsh

root 23311 0.0 1.8 388 1156 ?? S 12:32PM 0:01.60 sshd: jrf@tty pl

jrf 21951 0.0 1.7 244 1124 p0 S+ 4:22PM 0:02.90 ssh jrf.odpn.n et
jrf 21947 0.0 1.7 828 1128 pO Is 4:21PM 0:00.04 -tcsh

root 21946 0.0 1.8 388 1156 ?? S 4:21PM 0:04.94 sshd: jrf@ttyp 0

nobody 5032 9.0 2.0 1616 1300 ?7? | 19Jul02 0:00.02 /usr/pkgls bin/httpd

Dato quello su questo server, la nostra linea di base indicistema relativamente apposto, il PID 5032
ha un insolito largo ammontare di %CPU. Qualche volta questoanche causare un alto numero per
TIME. Il comando ps puo essere greppato per PID, usernamme del processe e quindi puo aiutare a
tracciare i processi che possono provocare problemi.
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18.4.4 vmstat

Usando vmstat(1), possono essere monitorate e misurat®ieniazioni pertinenti alla memoria virtuale.
Non diversamente da iostat, vmstat pud essere invocatorcdeilconteggi € un intervallo. |l seguente
gualche esempio di output usando 5 5 come nell’esempio @itios

# vnstat 5 5
procs memory page disks faults cpu

rbw avm fre flt re pi po fr sr wO cO fO mO in sy ¢s us sy id

0 7 0 17716 33160 2 0 0 0 0 0 1 0 0O 0 105 15 4 0 0 100
0 7 0 17724 33156 2 0 0 0 0 0 1 0 0O 0 109 6 3 0 0 100
0 7 0 17724 33156 1 0 0 0 0 0 1 0 0O 0 105 6 3 0 0 100
0 7 0 17724 33156 1 0 O 0 0 0O 0 0 0 0 107 6 3 0 0 100
0 7 0 17724 33156 1 0 0 0 0 0O 0 0 0O O 105 6 3 0 0 100

Ancora una volta, relativamente apposto, per coincidenzguesto server € stato messo lo stesso
identico carico usato nell’esempio di iostat. Il carico &alsferimento di un grande file e del programma
per i benchmark, bonnie.

# vistat 5 5
procs memory page disks faults cpu
rbw avm fre flt re pi po fr sr wO cO fO mO in sy ¢s us sy id

1 8 0 18880 31968 2 0 0 0 0 0 1 0 0 O 105 15 4 0 0 100
0 8 0 18888 31964 2 0 0O 0 0 0 130 0O O O 1804 5539 1094 31 22 47
1 7 0 18888 31964 1 0 O 0 0 0 130 0 O O 1802 5500 1060 36 16 49
1 8 0 18888 31964 1 0 O 0 0 0 160 0 O O 1849 5905 1107 21 22 57
1 7 0 18888 31964 1 0 O 0 0 0175 0 O O 1893 6167 1082 1 25 75

Solo una piccola differenza. Da notare che dal momento chemgirte del lavoro € basato sull’l/O,
I'attuale memoria utilizzata non & molta. Visto che quegttesna usa mfs péimp , tuttavia, puo
certamente peggiorare. Diamo un’occhiata a questo:

# vnstat 5 5
procs memory page disks faults cpu

rbw avm fre flt re pi po fr srwO cO fO mO in sy ¢s us sy id

0 2 0 99188 500 2 0 O 0 0 0 1 0 0O 0 105 16 4 0 O 100
0 2 0111596 436 592 0 587 624 586 1210 624 0O O O 741 883 1088 0 11 89
0 3 0123976 784 666 0 662 643 683 1326 702 0 O O 828 993 1237 0 12 88
0 2 0134692 1236 581 0 571 563 595 1158 599 0 0 O 722 863 1066 0O 9 90
2 0 0142860 912 433 0 406 403 405 808 429 0O O O 552 602 768 0O 7 93

Abbastanza spaventoso. Questo € stato create per eseguiie butmp in un file system basato sulla
memoria. Se si continua per troppo tempo, & possibile ch&drea cominci a creare immondizia.
Notare che anche se il sottosistema della VM stia peggiardmqtocessori non stanno ancora andando
in avaria.

18.5 Strumenti di Rete

Qualche volta un problema di prestazioni non &€ una macchipaiticolare, € la rete o qualche tipo di
periferica nella rete come un altro host, un router, etcaGasno le altre macchine che forniscono un
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servizio o un qualche tipo di connettivita su un particakseema NetBSD e come queste agiscono puo
avere un impatto molto forte sulle prestazioni del sisteratBS$D stesso, e sulla percezione delle
prestazioni da parte degli utenti. Un esempio realmentedjoao di questo &€ quando un server DNS una
macchina NetBSD sta utilizzando improvvisamente sparlseeisoluzioni prendono tempi molto

lunghi ed eventualmente falliscono. Qualcuno con pocarespe loggato nella macchina NetBSD
potrebbe indubbiamente (in quanto ci sono altre prove)jpzce il sistema NetBSD. Uno dei miei

preferiti personali, “the Internet is broke”, generalmeesignifica che il servizio DNS o il route/gateway
ha interrotto la connessione. Qualunque sia il caso, uarssNetBSD viene adeguatamente munito per
avere a che fare con la scoperta di quali guasti di rete steewrgando problemi, se la causa € del sistema
locale o qualcos’altro.

18.5.1 ping

Il classico programma di utilita ping(8) puo dirci se cee peoemente una connettivita normale, puo
anche dirci se la risoluzione dell’host (dipendentemeateamme indicasswitch.conf ) funziona.
Quanto segue € un tipico output di ping su una rete locale naonteggio di 3 specificato:

# ping -c 3 marie
PING marie (172.16.14.12): 56 data bytes

64 bytes from 172.16.14.12: icmp_seq=0 ttl=255 time=0.571 ms
64 bytes from 172.16.14.12: icmp_seq=1 ttI=255 time=0.361 ms
64 bytes from 172.16.14.12: icmp_seq=2 ttI=255 time=0.371 ms

----marie PING Statistics----
3 packets transmitted, 3 packets received, 0.0% packet loss
round-trip min/avg/max/stddev = 0.361/0.434/0.571/0.11 8 ms

Non solo ping ci dice se un host & vivo, ci dice quanto questaghe e alla fine da un po di utili dettagli.
Se un host non puo essere risolto, puo essere allo stessogpeciticato semplicemente I'indirizzo IP:

# ping -c 1 172.16.20.5
PING ash (172.16.20.5): 56 data bytes
64 bytes from 172.16.20.5: icmp_seq=0 ttI=64 time=0.452 ms

----ash PING Statistics----
1 packets transmitted, 1 packets received, 0.0% packet loss
round-trip min/avg/max/stddev = 0.452/0.452/0.452/0.00 0 ms

Ora, non diversamente da ogni altro strumento, i tempi sooltorsoggettivi, specialmente riguardo alla
rete. Per esempio, mentre i tempi negli esempi sono buamaliino sguardo al ping su localhost:

# ping -c 4 |ocal host

PING localhost (127.0.0.1): 56 data bytes

64 bytes from 127.0.0.1: icmp_seq=0 ttI=255 time=0.091 ms
64 bytes from 127.0.0.1: icmp_seq=1 ttI=255 time=0.129 ms
64 bytes from 127.0.0.1: icmp_seq=2 ttl=255 time=0.120 ms
64 bytes from 127.0.0.1: icmp_seq=3 ttl=255 time=0.122 ms

----localhost PING Statistics----

4 packets transmitted, 4 packets received, 0.0% packet loss
round-trip min/avg/max/stddev = 0.091/0.115/0.129/0.01 7 ms
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Molto piu piccoli perché la richiesta non lascia mai la magahl ping possono essere usati per riunire
informazioni su come una rete sia prestante. E anche buarisgbere i problemi, per I'inciso, se ci sono
nella rete tre sistemi NetBSD di dimensione relativameimdée e uno di loro semplicemente ha degli
orribili tempi di ping, le chances sono qualcosa di shagl&at quella particalre macchina.

18.5.2 traceroute

Il comando traceroute(8) € grandioso per assicurarsi seogso sia disponibile o rilevare problemiin
un particolare percorso. Come esempio, questa € una tfezdiaerver ftp di esempio ed
ftp.NetBSD.org:

# traceroute ftp. NetBSD. org
traceroute to ftp.NetBSD.org (204.152.184.75), 30 hops ma X, 40 byte packets
1 208.44.95.1 (208.44.95.1) 1.646 ms 1.492 ms 1.456 ms

2 63.144.65.170 (63.144.65.170) 7.318 ms 3.249 ms 3.854 ms

3 chcg01-edgel8.il.inet.gwest.net (65.113.85.229) 35.9 82 ms 28.667 ms 21.971 ms
4 chcg01l-coreOl.il.inet.qwest.net (205.171.20.1) 22.60 7 ms 26.242 ms 19.631 ms
5 snvaOl-coreOl.ca.inet.qwest.net (205.171.8.50) 78.58 6 ms 70585 ms 84.779 ms
6 snvaOl-core03.ca.inet.qwest.net (205.171.14.122) 69. 222 ms 85.739 ms 75.979 ms
7 paix01-brdr02.ca.inet.qwest.net (205.171.205.30) 83. 882 ms 67.739 ms 69.937 ms
8 198.32.175.3 (198.32.175.3) 72.782 ms 67.687 ms 73.320 ms

9 so0-1-0-0.orpa8.pf.isc.org (192.5.4.231) 78.007 ms 81.8 60 ms 77.069 ms

10 tunO.orrc5.pfisc.org (192.5.4.165) 70.808 ms 75.151 m s 81.485 ms

11 ftp.NetBSD.org (204.152.184.75) 69.700 ms 69.528 ms 77. 788 ms

Tutto sommato, niente male. La traccia € andata dall’hdsonger locale, allora fuori sulla rete del
provider e infine sulla Internet cercando la destinazioredinCome interpretare i traceroute, di nuovo,
sSono soggettivi, ma stranamente porzioni di i tempi alti syercorso possono indicare un ingorgo nelle
apparecchiature di un pezzo di rete. Non diversamente dg @#l’host stesso € sospetto, si esegue
traceroute sulla stessa destinaziano da un altro hostp&r#y scenario del caso peggiore:

# traceroute www. nicrosoft.com

traceroute: Warning: www.microsoft.com has multiple addr esses; using 207.46.230.220

traceroute to www.microsoft.akadns.net (207.46.230.220 ), 30 hops max, 40 byte packets
1 208.44.95.1 (208.44.95.1) 2.517 ms 4.922 ms 5.987 ms

2 63.144.65.170 (63.144.65.170) 10.981 ms 3.374 ms 3.249 ms

3 chcg0l-edgel8.il.inet.gwest.net (65.113.85.229) 37.8 10 ms 37.505 ms 20.795 ms
4 chcg01l1-core03.il.inet.qwest.net (205.171.20.21) 36.9 87 ms 32.320 ms 22.430 ms
5 chcg01-brdr03.il.inet.qwest.net (205.171.20.142) 33. 155 ms 32.859 ms 33.462 ms
6 205.171.1.162 (205.171.1.162) 39.265 ms 20.482 ms 26.084 ms

7  sl-bb24-chi-13-0.sprintlink.net (144.232.26.85) 26.6 8l ms 24.000 ms 28.975 ms
8 sl-bb21-sea-10-0.sprintlink.net (144.232.20.30) 65.3 29 ms 69.694 ms 76.704 ms
9 sl-bb21-tac-9-1.sprintlink.net (144.232.9.221) 65.65 9 ms 66.797 ms 74.408 ms
10 144.232.187.194 (144.232.187.194) 104.657 ms 89.958 ms 91.754 ms

11 207.46.154.1 (207.46.154.1) 89.197 ms 84.527 ms 81.629 m s

12 207.46.155.10 (207.46.155.10) 78.090 ms 91.550 ms 89.48 0 ms

13 * x ok

In questo caso, anche il server della Microsoft non pud edsevato a causa di indirizzi multipli o da
qulche parte lungo la linea un sistema o server non puo riggeralla richiesta di informazioni. A quel
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punto, uno potrebbe pensare di provare un ping, nel casa Mérosoft, un ping non risponde, questo
perche da qualche parte nella loro rete gli ICMP sono molbabilmente disabilitati.

18.5.3 netstat

Un altro problema che pud danneggiare un sistema NetBSDlegato alla tabella dei percorsi (la
cosiddetta routing table, NdT). Questi problemi non songsea# sempre sistema. | comandi route(8) e
netstat(1) possono mostrare informazioni sui percorgif@moti come route, NdT) e le connessioni di
rete (rispettivamente).

Il comando route puo essere usato per guardare e modificiaiedtia dei percorsi mentre netstat puo
mostrare informazioni sulle connessioni di rete e i pelic®sma, questo & un po di output mostrato da

route:

# route show
Routing tables

Internet:

Destination Gateway Flags
default 208.44.95.1 uG
loopback 127.0.0.1 uG
localhost 127.0.0.1 UH
172.15.13.0 172.16.14.37 uG
172.16.0.0 link#2 U
172.16.14.8 0:80:d3:cc:2c:0 UH
172.16.14.10 link#2 UH
marie 0:10:83:f9:6f:2c UH
172.16.14.37 0:5:32:8f:d2:35 UH
172.16.16.15 link#2 UH
loghost 8:0:20:a7:f0:75 UH
artemus 8:0:20:a8:d:7e UH
ash 0:b0:d0:de:49:df UH
208.44.95.0 link#1 U
208.44.95.1 0:4:27:3:94:20 UH
208.44.95.2 0:5:32:8f:d2:34 UH
208.44.95.25 0:c0:4f:10:79:92 UH
Internet6:

Destination Gateway Flags
default localhost UG
default localhost UG
localhost localhost UH
:127.0.0.0 localhost UG
::224.0.0.0 localhost uG
::255.0.0.0 localhost uG
+ffff:0.0.0.0 localhost UG
2002: localhost UG
2002:7f00:: localhost UG
2002:e000:: localhost UG
2002:ff00:: localhost UG
fe80:: localhost uG
fe80::%ex0 link#1 U
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fe80::%ex1 link#2 U
fe80::%lo00 fe80::1%lI00 U
fecO:: localhost UG
ffol:: localhost U
ff02::%ex0 link#1 U
ff02::%ex1 link#2 U
ff02::%l00 fe80::1%lo0 U

La sezione flag mostra lo stato e se questo € o meno un gatewgesto caso abbiamo U, He G (U &
attivo, H e host e G & gateway, vedere la pagina di manualegueadgiuntive).

Ora per qualche output di netstat usiamo le opzioni -r (r@)te -n (mostra i numeri di rete):

Routing tables

Internet:

Destination Gateway Flags Refs Use Mtu  Interface

default 208.44.95.1 UGS 0 330309 1500 ex0

127 127.0.0.1 UGRS 0 0 33228 100

127.0.0.1 127.0.0.1 UH 1 1624 33228 100

172.15.13/24 172.16.14.37 UGS 0 0 1500 ex1

172.16 link#2 ucC 13 0 1500 exl

Internet6:

Destination Gateway Flags Refs Use
Mtu Interface

/104 N UGRS 0 0

33228 o0 =>

/96 w1 UGRS 0 0

L'output di sopra € un po piu dettagliato. Dunque, questoepoD aiutare? Bene, un buon esempio &
guando i percorsi fra le reti vengono cambiati mentre glintitsono connessi. Ho visto succedere questo
diverse volte quando qualcuno riavvia i router per tuttdérgo dopo ogni cambiamento. Diversi utenti
chiamavano dicendo di venire buttati fuori perdevano parectempo prima di riaccedere. Come
risultato, i client in connessione sul sistema furono reatkati su un altro router (che prende percorsi
molto lunghi) per riconnettersi. Ho osservato la flag M o Mimgito dinamicamente (per reindirizzo)
nelle loro connessioni. Ho cancellato i percorsi, li hoifationnettere e sommariamente ho proseguito
con l'offendere i tecnici.

18.5.4 tcpdump

Ultimo, & decisamente non per importanza & tcpdump(8),iftesdi rete che puo ottenere un sacco di
informagzioni. In questa discussione, ci sara qualche dulijerova e la spiegazione di alcune delle piu
utili opzioni di tcpdump.

Il seguente & un piccolo ritaglio di tcpdump in azione subipo il suo avvio:

# tcpdunp

tcpdump: listening on ex0

14:07:29.920651 mail.ssh > 208.44.95.231.3551: P 2951836 801:2951836845(44) ack 2
476972923 win 17520 <nop,nop,timestamp 1219259 128519450 > [tos 0x10]
14:07:29.950594 12.125.61.34 > 208.44.95.16: ESP(spi=25 48773187,seq=0x3e8c) (DF)
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14:07:29.983117 smtp.somecorp.com.smtp > 208.44.95.30. 42828: . ack 420285166 win
16500 (DF)
14:07:29.984406 208.44.95.30.42828 > smtp.somecorp.com .smtp: . 1:1376(1375) ack O

win 7431 (DF)

Dato che il particolare server € un server di posta, quekorobstra ha perfettamente senso, tuttavia,
l'utilita € molto dettagliata, prefersco iniziare ad esegticpdump senza opzioni e inviare I'output
testuale su un file per successivi esami tipo cosi:

# tcpdunp > tcpdunp. out
tcpdump: listening on ex0

Dunque, cosa stiamo cercando precisamente in quel traatblmsbreve, ogni cosa che non sembri al
posto giusto, per esempio, lunghezze mancanti nei pacftmtie in un sacco di questi) mostreranno
una lunghezza impropria o pacchetti malformati (essemegate immondizia). Se, tuttavia, stiamo
cercando qualcosa di specifico, tcpdump puo essere in graigtare a seconda del problema.

18.5.4.1 Usi specifici di tcpdump
Questi sono solo esempi di poche cose che é possibile fatepdump.

Cercare indirizzi IP duplicati:
tcpdunp -e host ip-address
Per esempio:

tcpdunp -e host 192.168.0.2
Problemi di percorsi:

t cpdunp icnp

C’é un’abbondanza di strumenti di terze parti disponikiiitavia, NetBSD esce con un buon insieme di
tool per tracciare problemi a di prestazioni a livello rete.

18.6 Accounting

Il sistema NetBSD esce uquipaggiato con una vasta gammardtanper il monitoraggio attivo delle
prestazioni, ma cosa in merito al monitoraggio a lungo tee®iBene, naturalmente I'output di una
varieta di comandi pu0 esesere inviato a file & rianalizzageguito con significativi script per la shell o
programmi. NetBSD, di default, offre un po di straordinapiaenti strumenti di monitoraggio a basso
livello per programmatori, amministratori o hobbisti ne&nte astuti.

18.6.1 Accounting

Mentre I'accounting da un utilizzo di sistema quasi a liwelserland, il kernel profiling con gprof
fornisce un uso esplicito con chiamate di sistema.
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Usare gli strumenti di accounting pu0 aiutare a trovareiqueasibili problemi di prestazioni possono
essere messi in attesa, per incrementare l'utilizzo di dlaopi o i servizi di rete per esempio.

Cominciando con I'accounting € ragionevolmente semptiegoot, usare il comando accton(8). La
sintasi per avviare I'accounting accton nomefile

Dove le informazioni di accounting sono accodate su nomeifikg abbastanza sconosciuto, il comando
lastcomm che legge da un file di output dell’accounting, dadk, guarda invar/account/acct cosi
tendo a usare semplicemente la posizione di default, taftestcomm puo essere istruito a guardare
altrove.

Per fermare I'accounting semplicemente digitare acctoasargomenti.

18.6.2 Leggere le Informazioni di Accounting

Per leggere le informiazioni di accounting, ci sono duerarnti che possono essere usati:

« lastcomm(1)
. sa(8)

18.6.2.1 lastcomm

Il comando lastcomm mostra gli ultimi comandi eseguiti idine, come ognuno di loro. Puo, tuttavia,
selezionare per utente, questo &€ un esempio di output:

$ lastcomm jrf

last - jrf ttyp3 0.00 secs Tue Sep 3 14:39 (0:00:00.02)
man - jrf ttyp3 0.00 secs Tue Sep 3 14:38 (0:01:49.03)
sh - jrf ttyp3 0.00 secs Tue Sep 3 14:38 (0:01:49.03)
less - jrf ttyp3 0.00 secs Tue Sep 3 14:38 (0:01:49.03)
lastcomm - jrf ttyp3 0.02 secs Tue Sep 3 14:38 (0:00:00.02)
stty - jrf ttyp3 0.00 secs Tue Sep 3 14:38 (0:00:00.02)
tset - jrf ttyp3 0.00 secs Tue Sep 3 14:38 (0:00:01.05)
hostname - jrf ttyp3 0.00 secs Tue Sep 3 14:38 (0:00:00.02)
Is - jrf ttyp0 0.00 secs Tue Sep 3 14:36 (0:00:00.00)

Molto carino, il comando lastcomm ottiene le sue informardalla posizione di default di
/var/account/acct, tuttavia, usando I'opzione -f, pu@ssspecificato un altro file.

Come puo sembrare ovvio, I'output di lastcomm potrebberdase un po pesante su grandi sistemi
multi utente. Qui & dove sa entra in gioco.

18.6.2.2 sa

Il comando sa (significa "mostra statistiche dell'accaugtli sistema") puo essere usato per mantenere
informazioni. Puo anche essere usato interattivamenterpare rapporti. Il seguente e I'output di difault
di sa:

$ sa
77 18.62re 0.02cp 8avio 0Ok
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3 4.27re 0.01cp 45avio Ok  ispell
2 0.68re 0.00cp 33avio Ok  mutt
2 1.09re 0.00cp 23avio Ok i
10 0.61re 0.00cp 7avio Ok **x other
2 0.01re 0.00cp 29avio Ok  exim
4 0.00re 0.00cp 8avio Ok  lastcomm
2 0.00re 0.00cp 3avio Ok  atrun
3 0.03re 0.00cp lavio Ok  cron *
5 0.02re 0.00cp 10avio Ok  exim *
10 3.98re 0.00cp 2avio Ok less
11 0.00re 0.00cp Oavio Ok Is
9 3.95re 0.00cp 12avio Ok  man
2 0.00re 0.00cp 4avio Ok sa
12 3.97re 0.00cp lavio Ok  sh

Da sinista a destra, il tempo totale chiamato, tempo reatiuti, somma del tempo dell’'utente e di
sistema, in minuti, numero medio delle operazioni di I/0O @sgcuzione, dimensione, nome del
comando.

Il comando sa pud anche essere usato per creare sommarbétrappati su qualche opzione, per
esempio, questo e I'output quando si specifica una memoudidzo media ordinata per tempo di CPU:

$ sa -k
86 30.81re 0.02cp 8avio 0Ok
10 0.61re 0.00cp 7avio Ok *+x Other
2 0.00re 0.00cp 3avio Ok  atrun
3 0.03re 0.00cp lavio Ok  cron *
2 0.01re 0.00cp 29avio Ok  exim
5 0.02re 0.00cp 10avio Ok  exim *
3 4.27re 0.01cp 45avio Ok  ispell
4 0.00re 0.00cp 8avio Ok  lastcomm
12 8.04re 0.00cp 2avio Ok less
13 0.00re 0.00cp Oavio Ok Is
11 8.01re 0.00cp 12avio 0k man
2 0.68re 0.00cp 33avio Ok  mutt
3 0.00re 0.00cp 4avio Ok sa
14 8.03re 0.00cp lavio Ok  sh
2 1.09re 0.00cp 23avio Ok i

Il comando sa & molto utile su grandi sistemi.

18.6.3 Come mettere I'accounting in uso

| rapporti di accounting, come menzionato prima, offronanawdo per aiutare a predire le tendenze, per
esempio, un sistema in cui cc e make vengono utilizzati nmltoindicare che in pochi mesi qualche
cambiamento & necessario per lasciare il sistema in es@&iziun livello ottimo. Un altro buon

esempio é I'utilizzo del server web. Se viene gradualmerementato, di nuovo, pud essere necessario
intraprendere un qualche tipo di azione prima che quesentiiun problema. Fortunatamente, con gli
strumenti di accounting, dette azioni possono esseremagadmente predette e pianificate per tempi
futuri.

185



Chapter 18 Tuning di NetBSD

18.7 Profiling del kernel

Il profiling del kernel & normalmente impiegato quando l&tbvo € di confrontare la differenza dei

nuovi cambiamente nel kernel con uno precedente o per ér@cen qualche tipo di problema di
prestazioni a basso livello. Riguardo al comportament@deice profilato sono registrati
indipentemente due insiemi di dati: frequenza delle chtardasistema e tempo speso per ogni funzione.

18.7.1 Come cominciare

Primo, dare un’occhiata a entram®ection 18.% Chapter 31L'unica differenza nella procedura per
configurare un kernel col profiling abilitato & quando si esegonfig aggiungendo I'opzione -p. L'area
di compilazione é./compile/<KERNEL_NAME>.PROF , per esempio, un kernel GENERIC sarebbe
../compile/GENERIC.PROF

Quanto segue € un rapido sommario di come compilare un keohptofiling abilitato su un port i386, i
presupposti sono che i sorgenti appropriati siano displersbtto/usr/src e la configurazione
GENERIC venga usata, naturalmente, non € sempre questadaisne:

.cd /usr/src/sys/arch/i 386/ conf
.config -p GENERIC

.cd ../conpil e/ GENERI C. PROF
.make depend && make

.cp /netbsd /netbsd. ol d

o o~ W N P

.cp netbsd /
7.reboot

Una volte che il nuovo kernel sia collocato e il sistema riat, & tempo di attivare il monitoraggio &
cominciare ad osservare i risultati.

18.7.1.1 Usare kgmon

Cominciare con kgmon:

$ kgrmon -b
kgmon: kernel profiling is running.

Successivamente, inviare i dati nel fijmon.out :
$ kgmon -p

Ora, € tempo di rendere I'output leggibile:

$ gprof /netbsd > gprof.out

Dal momento che gmon sta cercarghoon.out , dovrebbe essere trovato nella directory di lavoro
corrente.

Eseguendo kgmon da solo, si potrebbe non ottene le infoomiazécessarie, tuttavia, se si stanno
confrontando le differenze tra due kernel differenti, @ldovrebbe essere utilizzato un ben noto punto
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di partenza. Si noti che & generalmente una buona ideaatdksottosistema se si conosce in entrambe
il punto di partenza e con il nuovo (o differente) kernel.

18.7.2 Interpretazione dell’output di kgmon

Ora che kgmon puo girare, collezionare e analizzare infaiong € tempo di guardare effettivamente
qualche informazione. In questa particolare caso, un k&B8IERIC € in esecuzione con il profiling
abilitato da circa un ora con solo i processi di sistema eumegssante carico, nella sezione con
l'inserimento difettoso, 'esempio sara grande abbastahe anche sotto un carico medio la rilevazione
del problema dovrebbe essere facile.

18.7.2.1 Piano di Profilo

Il piano di profile &€ una lista di funzioni, il numero di voltbe queste vengono chiamate e quanto tempo
prendono (in secondi). Il seguente € un esempio di outpubhddstema tranquillo:

Flat profile:

Each sample counts as 0.01 seconds.

% cumulative self self total

time seconds  seconds calls ns/call ns/call name

99.77 163.87 163.87 idle

0.03 163.92 0.05 219 228310.50 228354.34 _wdc_ata_bio_sta rt
0.02 163.96 0.04 219 182648.40 391184.96 wdc_ata_bio_intr
0.01 163.98 0.02 3412 5861.66 6463.02 pmap_enter

0.01 164.00 0.02 548 36496.35 36496.35 pmap_zero_page
0.01 164.02 0.02 Xspllower
0.01 164.03 0.01 481968 20.75 20.75 gettick

0.01 164.04 0.01 6695 1493.65 1493.65 VOP_LOCK

0.01 164.05 0.01 3251 3075.98 21013.45 syscall_plain

Come previsto, 'idle era il pit alto in percentuale, tuttg\c’erano ancora un po di cose attive, per
esempio, un po piu avanti c’é la funziome lock

0.00 164.14 0.00 6711 0.00 0.00 VOP_UNLOCK

0.00 164.14 0.00 6677 0.00 1493.65 vn_lock
0.00 164.14 0.00 6441 0.00 0.00 genfs_unlock

Questo e da predire, dal momento che il blocco deve ancordueg, indipendentemente.

18.7.2.2 Profilo del grafico di chiamata

Il grafico di chiamata & una versione aumentata del pianoadiipmostrando sottosequenze di chiamate
per le funzioni elencate. Primo, ecco un esempio di output:

Call graph (explanation follows)
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granularity: each sample hit covers 4 byte(s) for 0.01% of 16 4.14 seconds
index % time self children called name
<spontaneous>
[1] 99.8 163.87 0.00 idle [1]
<spontaneous>
[2] 0.1 0.01 0.08 syscalll [2]
0.01 0.06 3251/3251 syscall_plain [7]
0.00 0.01 414/1660 trap [9]
0.00 0.09 219/219 Xintrl4 [6]
[3] 0.1 0.00 0.09 219 pciide_compat_intr [3]
0.00 0.09 219/219 wdcintr [5]

Ora questo puo confondere un po. Il numero di indice e trazdall’'ultimo alla fine della linea, per
esempio:

0.00 0.01 85/85 dofilewrite [68]
[72] 0.0 0.00 0.01 85 soo_write [72]
0.00 0.01 85/89 sosend [71]

Qui vediamo che dofilewrite € stata chiamata prima, ora gara@al numero d’indice per 64 e vediamo
cosa succede li:

0.00 0.01 101/103 ffs_full_fsync <cycle 6> [58]
[64] 0.0 0.00 0.01 103 bawrite [64]
0.00 0.01 103/105 VOP_BWRITE [60]

E cosi via, in questo modo, puo essere stabilita una "tratsigle".

Alla fine del grafico della chiamata subito dopo la seziondetenini c’é un indice per nome di funzione
che puo aiutare a tracciare gli indici allo stesso modo.

18.7.3 Metterlo in Uso

In questo esempio, ho modificato un’area del kernel di cuhsoreera un problema che ostruira in
maniera evidente.

Questa e la porzione superiore del piano di profilo dopo at&r girare il sistema per circa un’ora con
un po di interazione degli utenti:

Flat profile:

Each sample counts as 0.01 seconds.
% cumulative self self total
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time seconds seconds calls us/call us/call name

93.97 139.13 139.13 idle

5.87 147.82 8.69 23 377826.09 377842.52 check_exec
0.01 147.84 0.02 243 82.30 82.30 pmap_copy_page
0.01 147.86 0.02 131 152.67 152.67 _wdc_ata_bio_start
0.01 147.88 0.02 131 152.67 271.85 wdc_ata_bio_intr
0.01 147.89 0.01 4428 2.26 2.66 uvn_findpage
0.01 147.90 0.01 4145 241 2.41 uvm_pageactivate
0.01 147.91 0.01 2473 4.04 3532.40 syscall_plain

0.01 147.92 0.01 1717 5.82 5.82 i486_copyout

0.01 147.93 0.01 1430 6.99 56.52 uvm_fault

0.01 147.94 0.01 1309 7.64 7.64 pool_get

0.01 147.95 0.01 673 14.86 38.43 genfs_getpages
0.01 147.96 0.01 498 20.08 20.08 pmap_zero_page
0.01 147.97 0.01 219 45.66 46.28 uvm_unmap_remove
0.01 147.98 0.01 111 90.09 90.09 selscan

Come e owvio, c'é una grande differenza in prestazioni.i®oglo il blocco il tempo di idle &
notevolmente minore. La differenza principale qui € cheparéicolare funzione ha un grosso tempo
attraverso i bordi con pochissime chiamate. Quella furegrheck exedVientre in principio, questo
potrebbe non sembrare strano se ci sono stati eseguiti aa dacomandi, quando confrontato al piano
di profilo della prima misura, proporzionalmente non sendmraetto:

0.00 164.14 0.00 37 0.00 62747.49 check_exec

La chiamata nella prima stima & fatta 37 volte e ha delle @zésti migliori. Ovviamente qualcosa in o
attorno a questa funzione & sbagliata. Per eliminare altr&dni, uno sguardo al grafico della chiamata
puo aiutare, questa € la prima istanzalukck _exec

0.00 8.69 23/23 syscall_plain [3]
[4] 5.9 0.00 8.69 23 sys_execve [4]

8.69 0.00 23/23 check_exec [5]

0.00 0.00 20/20 elf32_copyargs [67]

Notare come il tempo di 8.69 sembra influenzare le due funpi@cedenti. E possibile the ci sia
qualcosa di errato con loro, tuttavia, la prossima istamzdelck_exesembra dimostrare il contrario:

8.69 0.00 23/23 sys_execve [4]
[5] 5.9 8.69 0.00 23 check_exec [5]

Adesso possiamo vedere che il problema, molto probabilmeistede incheck exed\aturalmente, i
problemi non sono sempre di questa semplicita e infattp da@odice simpleton inserito subito dopo
check_exe(la funzione e irsys/kern/kern_exec.c ):
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[+ A Cheap fault insertion */

for (x = 0; x < 100000000; x++) {
y =X

}

Non esattamente clamoroso, ma abbastanza per registos® gambiamenti col profiling.

18.7.4 Sommario

Il profiling del kernel puo essere alleggerito per ognunoraifze un metodo molto piu ridefinito di
cacciare i problemi di perstazioni che non sono facili dedare usando i metodi convenzionali, inoltre
non é cosi difficile come molte persone credono, se si puo taraun kernel, si puo far funzionare il
profiling.

18.8 Tuning del Sistema

Ora che gli strumenti di monitoraggio e analisi sono stdtoidotti, € tempo di guardare su un po di
metodi veri e propri. In questa sezione, sono introdottsglimenti e i metodi che possono influenzare le
prestazioni del sistema che sono applicati senza ricoregllgernel, la prossima sezione esamine il
tuning del kernel ricompilando.

18.8.1 Usare sysctl

Il programma di utilita sysctl pud essere usato per vedeneaéciuini casi alterare i parametri di sistema.
Ci sono cosi tanti parametri che possono essere visti e edirdainon poter essere mostrati tutti qui,
tuttavia, per il primo esempio c’'e un semplice uso di sysetlguardare alla variabile d’ambiente relativa
al PATH di sistema:

$ sysctl user.cs_path
user.cs_path = /usr/bin:/bin:/usr/sbin:/sbin:/usr/pkg /bin:/usr/pkg/sbin:/usr/local/bin:/usr/lo

Ragionevolmente semplice. Ora qualcosa che sia effettméanrelativo alle prestazioni. Come esempio,
basti guardare a un sistema con molti utenti che sta avermdibgoni con i file aperti, esaminando e forse
aumentando il parametro kern.maxfiles il problema puo esssslto, ma prima, un’occhiata:

$ sysctl kern.maxfiles
kern.maxfiles = 1772

Ora, cambiamolo, da root specificando I'opzione -w:

# sysctl -w kern. maxfil es=1972
kern.maxfiles: 1772 -> 1972

Nota, quando il sistema si riavvia, verra rimesso il vecehilore, ci sono due rimedi per questo, primo,
modificare il parametro nel kernel e ricompilare, seconduigiesemplice) aggiungere questa linea su
letc/sysctl.conf
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kern.maxfiles=1972

18.8.2 memfs e softdeps

Un sistema operativo puo spesso beneficiare da pochi catidbicnafigurazione (seguendo le stesse
linee, & anche possibile danneggiarlo). Due casi particddae le prestazioni del sistema possono essere
cambiato sono utilizzando dei file system basati sulla menedo i soft update.

18.8.2.1 Usare memfs

Quando usare e non usare i file system basati sulla memoriegsede difficile su grossi sistemi multi
utente. In alcuni casi, tuttavia, ha decisamente sens@seenpio, su una macchina di sviluppo usata
solo da uno sviluppatore alla volta, per la compilazioneidaadory obj o qualcuna delle directory tmp,
potrebbe essere un buon posto. Un caso del genere, ha sensagchine che hanno una giusta quantita
di RAM. L'altra faccia della moneta, se un sistema ha solo BGMRAM e /var/tmp € basato su
memfs, si potrebbero verificare parecchi problemi di apgiieni.

Il kernel GENERIC ha memfs abilitato di default. Per usatdaiga particolare directory prima si
determina dov’e lo spazio di swap che si desidera utilizzagkcaso di esempio, uno sguardo rapido a
Jetc/fstab indica che/deviwdOb € la partizione di swap:

mail% cat /etc/fstab
/deviwdOa / ffs rw 1 1
/dev/iwdOb none swap sw 0 0
/kern /kern kernfs rw

Questo sistema €& un server di posta cosi voglio usarégtsglocon memfs, inoltre su questo particolare
file system ho collegato (tramite un link simbolico, Ndip a/varitmp per risparmiare spazio
(entrambe sono sullo stesso disco). Tutto cid che devo faggiingere la seguente voce:

/dev/iwdOb /var/tmp mfs rw 0 0

Ora, un avvertimento, assicurarsi che dette directoryosiarote e niente le stia utilizzando quando si
monta il file system basato di memoria! A questo punto posemnfi@unt -a o riavviare il sistema.

18.8.2.2 Usare le softdeps

Le dipendenze morbide (cosiddette soft-dependencies) 8ldi meccanismo che non scrive i meta-dati
su disco immediatamente, ma questi sono scritti in modmatdi il quale mantiene il file system
consistente.

Le soft-dependencies possono essere abilitate aggiuageftdep alle opzioni del file system in
letc/fstab . Diamo un’occhiata a un esempio/dic/fstab

/dev/iwdOa / ffs rw 1 1
/dev/iwdOb none swap sw 0 0
/dev/wdOe /var ffs rw 1 2
/dev/wdOf /tmp ffs rw 1 2
/deviwdOg /usr ffs rw 1 2
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Supponiamo di voler abilitare le soft-dependencies péiritiiie system, ecceto per la partizione /.
Dovrebbo cambiarlo in (i cambiamenti sono enfatizzati):

/deviwdOa / ffs rw 1 1
/dev/iwdOb none swap sw 0 O

/deviwdOe /var ffs rw, softdep 1 2
/dev/wdOf /tmp ffs rw, softdep 1 2
/dev/iwdOg /usr ffs rw, softdep 1 2

Maggiori informazioni sulle capability delle softdep poes essere trovati nella pagina dell’autore
(http:/lmwww.mckusick.com/softdep/index.html).

18.8.3 LFS

LFS scrive dati su disco in un modo che talvolta & troppo agive condice a congestioni. Per
informazioni su come tentare di scrivere e trovare i giuatgpetri sono disponibili questa
(http://mail-index.NetBSD.org/tech-perform/2007/0%/0000.html) e questa
(http://mail-index.NetBSD.org/tech-perform/2007/0%/0001.html) email.

18.9 Tuning del Kernel

Mentre molti parametri di sistema possono essere camlpiatsgsctl, molti miglioramenti possono
essere allo stesso modo realizzati usando software dirgisté&aborati, layout di sistema e di gestione dei
servizi (muoverli dentro e fuori da inetd per esempio). Hitge del kernel tuttavia fornira migliori
prestazioni, anche se sembrano essere marginali.

18.9.1 Preparare la Ricompilazione del Kernel

Primo, procurarsii sorgenti del kernel per il rilascio codescritto inChapter 29é raccomandato
leggereChapter 3Jper ulteriori informazioni su come compilare il kernel. ldptjuesto documento puo
essere usato per il tuning di -current, tuttavia, una lattieila documentazione Tracking -current
(http://wvww.NetBSD.org/docs/current/) dovrebbe esgatta prima, molte di quelle informazioni sono
ripetute qui.

18.9.2 Configurazione del Kernel

La configurazione del kernel su NetBSD puo essere scoraggi@oesto € dovuto alle molteplici linee
di dipendenze all'interno del file di configurazione stesstiavia, c'é un beneficio in questo metodo ed
e, tutto cio di cui necessita e un editor ASCII e qualche oudpdmesg per avere un nuovo kernel
configurato. Il file de configurazione del kernel & satiwsys/arch/ARCH/conf dove ARCH &
I'architettura (per esempio, su SPARC sarebbe sotigys/arch/sparc/conf ).

Dopo aver localizzato il file di configurazione del kernelp@slo e rimuovere (commentare) tutte le voci
non necessarie. Questo é il momento in cui dmesg(8) divensanico. Un chiaro output di dmesg(8)
mostrera tutte le periferiche rilevate dal kernel in fasawliio. Usando I'output di dmesg(8), possono
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essere determinate le opzioni della periferica realmestessarie. Per qualche automazione, controllare
il pacchetto "adjustkernel”.

18.9.2.1 Qualche esempio di Voci di Configurazione

In questo esempio, il kernel di un server ftp sta per esseoafigurate per girare con i driver e le opzioni
strettamente indispensabili e qualsiasi altra voce pasadirare piu velocemente (di nuovo, non
necessariamente piu piccolo, anche se lo sara). La prineaadzofare e dare un’occhiata a qualche voce
della configurazione principale. Cosi, /agr/src/sys/arch/i386/conf il fle GENERIC é stato
copiato su FTP, dunque il file FTP & stato modificato.

All'inizio del file ci sono unas erie di opzioni che cominc@oon maxusers, le quali saranno lasciate da
sole, tuttavia, su grossi sistemi multi utente potrebberesd’'aiuto manovrarle un po. Il prossimo € il
supporto della CPU, dall'output di dmesg si puo vedere gquest

cpu0: Intel Pentium ll/Celeron (Deschutes) (686-class), 4 00.93 MHz

A indicare the solo le opzioni 1686_CPU necessitano di esgsate. Nella prossima sezione, tutte le
opzioni saranno lasciate sole eccetto PCI_DELAY che € raecmlata a meno che non sia una vecchia
macchina. In questo caso € abilitata vista che 686 é “rala@nte nuova”.

Le opzioni successive alla sezione compat non hanno retdrb&ogno di avere cambiato niente su
guesto particolare sistema. Nella sezione compat, tattavsono diverse opzioni che non necessitano di
essere abilitate, di nuovo questo & perché questa macchmed@mente un server FTP, tutte le opzioni
compat sono disabilitate.

La prossima sezione € File sistems, e ancora, per questr seolto poco necessita di essere attivo,
guanto segue verra attivato:

# File systems

file-system FFS # UFS

file-system LFS # log-structured file system

file-system MFS # memory file system

file-system CD9660 # 1SO 9660 + Rock Ridge file system
file-system FDESC # [dev/fd

file-system KERNFS # /kern

file-system NULLFS # loopback file system

file-system PROCFS # Iproc

file-system UMAPFS # NULLFS + uid and gid remapping
options SOFTDEP # FFS soft updates support.

Successivamente viene la sezione con le opzioni di reteniohe opzioni attive sono:

options INET # IP + ICMP + TCP + UDP
options INET6 # IPV6
options IPFILTER_LOG # ipmon(8) log support

IPFILTER_LOG € buono averla visto che sul server girera ipf.

La prossima sezione sono i messaggi dettagliati (verbad€) pler i vari sottosistemi, dal momento che
guesta macchina € gia in esecuzione e non ha grossi prolsi@nai tutte commentate.
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18.9.2.2 Un po di driver

Le voci configurabile nel file di configurazione sono relatiente poche da coprire, tuttavia, i driver di
periferica sono una storia differente. Nei seguenti esesgpio esaminati due driver e le loro “aree”
associate nel file tolte. Prima, un piccolo esempio: le setjughe sono, il cdrom, in dmesg:

cd0 at atapibusO drive 0: <CD-540E, , 1.0A> type 5 cdrom remov able

cd0: 32-bit data port

cd0: drive supports PIO mode 4, DMA mode 2, Ultra-DMA mode 2

pciideO: secondary channel interrupting at irq 15

cdO(pciide0:1:0): using PIO mode 4, Ultra-DMA mode 2 (using DMA data transfer

Ora, e tempo di tracciare quella sezione nel file di configarez Notare che "cd"-drive & sull'atapibus &
richiede il supporto pciide. La sezione di interesse in tueaso quella "IDE and related devices" nella
configurazione del kernel. Vale la pena di notare a questtopen e intorno alla sezione IDE ci sono
anche ISO, PCMCIA, etc., su questa macchina nell’outputridgty(8) non ci sono periferiche PCMCIA,
cosi e viene palese che tutti i riferimentia PCMCIA possosseee rimossi. Ma prima, il drive "cd".

All'inizio della sezione IDE c’é quanto segue:

wa at atabus? drive ? flags 0x0000

atapibus * at atapi?
Well, it is pretty obvious that those lines need to be kepkthiethis:

# ATAPI devices
# flags have the same meaning as for IDE drives.

cd* at atapibus? drive ? flags 0x0000 # ATAPI CD-ROM drives
sd* at atapibus? drive ? flags 0x0000 # ATAPI disk drives

st * at atapibus? drive ? flags 0x0000 # ATAPI tape drives

uk * at atapibus? drive ? flags 0x0000 # ATAPI unknown

L'unico tipo di periferica che c’era nell’output di dmesga il cd, il resto pud essere commentato.

Il prossimo esempio é leggermente piu difficoltoso, interéadi rete. Questa macchina ne ha due:

ex0 at pci0 dev 17 function 0: 3Com 3c905B-TX 10/100 Ethernet (rev. 0x64)
ex0: interrupting at irqg 10

ex0: MAC address 00:50:04:83:ff:b7

Ul 0x001018 model 0x0012 rev O at exO phy 24 not configured

ex1l at pci0 dev 19 function 0: 3Com 3c905B-TX 10/100 Ethernet (rev. 0x30)
ex1: interrupting at irq 11

exl: MAC address 00:50:da:63:91:2e

exphy0 at exl phy 24: 3Com internal media interface

exphy0: 10baseT, 10baseT-FDX, 100baseTX, 100baseTX-FDX, auto
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A primo impatto puo apparire che ci sono di fatto tre perdes, tuttavia, si guardi attentamente a questa
riga:

exphy0 at exl phy 24: 3Com internal media interface

Rivela che quella & solo due schede fisiche, non diversardahtelrom, semplicemente rimuovere i
nomi che non sono in dmesg fara il lavoro. All'inizio dellagme sulle interfacce di rete c’é:

# Network Interfaces

# PCI network interfaces

anx at pci? dev ? function ? # Aironet PC4500/PC4800 (802.11)
bge * at pci? dev ? function ? # Broadcom 570x gigabit Ethernet
enx at pci? dev ? function ? # ENI/Adaptec ATM

ep* at pci? dev ? function ? # 3Com 3c59x

epic * at pci? dev ? function ? # SMC EPIC/100 Ethernet

esh * at pci? dev ? function ? # Essential HIPPI card

ex* at pci? dev ? function ? # 3Com 90x[BC]

C’e una periferica ex. Cosi tutto il resto sotto la sezionéR® essere rimosso. In aggiunta, ogni
singola linea al di sotto di questa:

exphy * at mii? phy ? # 3Com internal PHYs

puod essere commentata cosi come le rimanenti.

18.9.2.3 Multi Pass

Quando faccio tuning su un kernel, mi piace farlo da remotgsa sessione X window, in una finestra
I'output di dmesg, nell'altra il file di configurazione. Quesalvolta prende pochi passaggi per
ricompilare un kernel molto ripulito visto che é facile caliare accidentalmente le dipendenze.

18.9.3 Compilare il Nuovo Kernel

Ora e tempo di compilare il kernel e metterlo al suo postold\ditectory di configurazione nel server
ftp, i seguenti comandi preparano la compilazione:

$ config FTP
Quando finisce un messaggio ricorda di fare make depend; dopo

$ cd ../conpil el FTP
$ make depend && nake

Quando questo € fatto, si fa il backup del vecchio kernel pasts il nuovo al suo posto:

# cp /netbsd /netbsd.orig
# cp netbsd /
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Adesso riavviare. Se il kernel non puo avviarsi, interrorepleprocesso di avvio € una volta al prompt
digitareboot net bsd. ori g per avviare il kernel precedente.

18.9.4 Restringere il kernel NetBSD

Quando si compila il kernel per sistemi integrati, € spessmsasario modificare il binario del Kernel per
ridurre lo spazio o la memoria occupata.

18.9.4.1 Rimuovere le sezioni ELF e le informazioni di debug

Sappiamo gia come rimuovere il supporto del Kernel per devepzioni non necessarie, risparmiando
cosi memoria e spazio, ma si puo salvare qualche KiloBytpatiis rimuovendo i simboli di debug e le
due sezioni ELF se non servonecomment e.ident . Queste sono usate per contenere stringhe RCS
visibili con ident(1) e una stringa di versione di gcc(1)egsenti esempi suppongono si abb@OLDIR
sotto/usr/src/tooldir.NetBSD-2.0-i386 e l'architettura in questione $&86 .

$ /usr/src/tooldir.Net BSD- 2. 0-i 386/ bi n/i 386- - net bsdel f - obj dunp -h /netbsd

/netbsd: file format elf32-i386
Sections:
Idx Name Size VMA LMA File off Algn
0 .text 0057a374 c0100000 c0100000 00001000 2 *x 4
CONTENTS, ALLOC, LOAD, READONLY, CODE
1 .rodata 00131433 c067a380 c067a380 0057b380 2 ** 5
CONTENTS, ALLOC, LOAD, READONLY, DATA
2 .rodata.strl.1 00035ea0 c07ab7b3 c07ab7b3 006ac7b3 2 ** 0
CONTENTS, ALLOC, LOAD, READONLY, DATA
3 .rodata.strl.32 00059d13 c07e1660 c07e1660 006e2660 2 )
CONTENTS, ALLOC, LOAD, READONLY, DATA
4 link_set_malloc_types 00000198 c083b374 c083b374 0073c 374 2%« 2
CONTENTS, ALLOC, LOAD, READONLY, DATA
5 link_set_domains 00000024 c083b50c c083b50c 0073c50c 2 *x 2
CONTENTS, ALLOC, LOAD, READONLY, DATA
6 link_set_pools 00000158 c083b530 ¢c083b530 0073c530 2 *x D
CONTENTS, ALLOC, LOAD, READONLY, DATA
7 link_set_sysctl_funcs 000000f0 c083b688 c083b688 0073c 688 2+ 2
CONTENTS, ALLOC, LOAD, READONLY, DATA
8 link_set_vfsops 00000044 c083b778 c083b778 0073c778 2 *x D
CONTENTS, ALLOC, LOAD, READONLY, DATA
9 link_set_dkwedge_methods 00000004 c083b7bc c083b7bc 00 73c7hc 2 *x 2
CONTENTS, ALLOC, LOAD, READONLY, DATA
10 link_set_bufqg_strats 0000000c c083b7cO0 c083b7c0 0073c 7c0 2%« 2
CONTENTS, ALLOC, LOAD, READONLY, DATA
11 link_set_evcnts 00000030 ¢083b7cc c083b7cc 0073c7cc 2 *x 2
CONTENTS, ALLOC, LOAD, READONLY, DATA
12 .data 00048ae4 c083c800 ¢c083c800 0073c800 2 ** 5
CONTENTS, ALLOC, LOAD, DATA
13 .bss 00058974 0885300 ¢c0885300 00785300 2 )
ALLOC
14 .comment 0000cda0 00000000 00000000 00785300 2 ** 0
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CONTENTS, READONLY
15 .ident 000119e4 00000000 00000000 007920a0 2 ** 0
CONTENTS, READONLY

Nella terza colonna si puo vedere la dimensione delle sezidarma esadecimale. Sommando le
dimensioni dicomment e.ident sappiamo quanto stiamo andando a salvare con la loro rimezio
intorno ai 120KB (= 52640 + 72164 = Oxcda0 + 0x119e4). Per oveue le sezioni e i simboli di debug
che possono essere presenti, andiamo ad usare strip(1):

# cp /netbsd /netbsd.orig

# /usr/src/tool dir.NetBSD- 2. 0-i 386/ bi n/i 386--netbsdel f-strip -S -R .ident -R .coment /netbsd
# Is -1 /netbsd /nethsd.orig

-rwxr-xr-x 1 root wheel 8590668 Apr 30 15:56 netbsd

-rwxr-xr-x 1 root wheel 8757547 Apr 30 15:56 netbsd.orig

Visto che abbiamo rimosso anche i simboli di debug, il cogitptali di spazio disco salvato € intorno
ai 160KB.

18.9.4.2 Comprimere il Kernel

Su alcune architetture, il bootloader pud avviare un keragipresso. E possibile salvare MegaByte di
spazio disco usando questo metodo, ma il bootloader riehégoiu tempo per caricare il kernel.

# cp /netbsd /netbsd. plain
# gzip -9 /netbsd

Per vedere quanto spazio € stato salvato:

$ Is -1 /netbsd.plain /netbsd. gz

-rwxr-xr-x 1 root wheel 8757547 Apr 29 18:05 /netbsd.plain
-rwxr-xr-x 1 root wheel 3987769 Apr 29 18:05 /netbsd.gz

Nota che si puo solo utilizzare la codifica gzip, usando d2ig{zip2 non e supportato da NetBSD.
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Veriexec € un sottosistema per l'integrita dei file di NetBi$i3ato sul kernel, quindi € in grado di
fornire alcune protezioni anche in caso di una root compesaeQuesto capitolo e relativo solo alla
versione di NetBSD 0.3 e successive.

19.1 Come funziona

Veriexec funziona caricando un file con le specifiche, chtaraachesignatures file(file delle firme,
NdT), all'interno del kernel. Questo file contiene inforrad riguardanti i file che Veriexec dovrebbe
monitorare, cosi come le loro fingerprint digitali (assiesgé algoritmi di hashing usati per produrre
gueste impronte), e varie flag che verranno discusse dopo.

Al momento i seguenti algoritmi di hashing sono supportatdriexecMD5, SHAL, SHA256,
SHA384, SHA512 e RMD160.

19.2 Signatures file
Una voce nel file delle firme di Veriexec appare come questa:

/percorso/delffile algoritmo fingerprint flag

Dove il primo elemento, il percorso, deve sempre essere o assoluto. L'algoritmo & uno di quelli
mostrati sopra e fingerprint € la fingerprint digitale in A&CI

19.3 Generare le fingerprint

E possibile generare fingerprint ASCII per ogni algoritinsando i seguenti tool:

Table 19-1. Tool per i fingerprint di Veriexec

Algoritmo Tool

MD5 {usr/bin/cksum -a md5
SHA1 lusr/bin/cksum -a shal
SHA256 lusr/bin/cksum -a sha256
SHA384 lusr/bin/cksum -a sha384
SHA512 lusr/bin/cksum -a sha512
RMD160 lusr/bin/cksum -a rmd160
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Ad esempio, per generare un fingerprint MD5 fhén/Is

% cksum -a nmd5 < /bin/ls
a8h525da46e758778564308ed9b1e493

E per generare un fingerprint SHA512 pigin/ps

% cksum -a sha512 < /bin/ps
381d4ad64fd47800897446a2026eca42151e03adeael58db5a3 4d12¢529559113d928a9fef9a7¢4615d257688d 1

Ogni voce puo essere associata con zero o piu flag. Attuadmgméste flag indicano come I'accesso al
file che la voce descrive dovrebbe essere effettuato. Netgebsto tipo di accesso e rispettato solo nel
livello strict 2 (modalita IPS) e superiori.

| tipi d’accesso che e possibile utilizzare sono “DIRECTNDIRECT” e “FILE".

- DIRECT significa che il file € eseguito direttamente e non viene iatmcome un interpret per
gualche script, o aperto con un editor. Solitamente, I'ssse@ molti programmi viene effettuato
utilizzando questa modalita:

% 1ls /tnp

% cp ~/foo /tnp/bar
% rm ~/ foo

- INDIRECT significa che il file & eseguito indirettamente, ed € invodatoin interprete o script.
Questo in genere capita quando gli script hanno il magic@#lecloro prima riga. Per esempio, se si
ha uno script con la seguente prima linea:

#!/bin/sh
E lo si esegue come:
% ./script.sh
Allora /bin/sh  sara eseguito indirettamente -- sara invocato per inten@é script.

« FILE sono le voci che fanno riferimento a qualsiasi cosa non siefodovrebbe essere) un
eseguibile. Questo include librerie condivise, file di cgafazione, etc.

Alcuni esempi di voci per i file signature di Veriexec:

/bin/ls MD5 dc2el4dc84bdefff4bf9777958c1b20b DIRECT
lusr/bin/perl MD5 914aa8aa47ebd79ccd7909a09ed61f81 IND IRECT
/etc/pf.conf MD5 950e1dd6fch3f27dflbf6accf7029f7d FILE

Veriexec consente di specificare piu di una via di accessteanfuna voce. Per esempio, anche quando
{usr/bin/perl e largamente utilizzato come interprete, si puo desidelisgssere in grado di
eseguirlo anche direttamente:

[usr/bin/perl MD5 914aa8aa47ebd79ccd7909a09ed61f81 DIR ECT, INDIRECT

Gli script per la shell che usano il magico #! per essere “@fdf necessitano anche di due tipi
d’accesso: abbiamo bisogno di averli in modalita “DIREC®%cpossiamo eseguirli, e abbiamo bisogno
di averli in modalita “FILE” cosicche il kernel possa indizare i loro contenuti all'interprete da loro
definito:
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/usr/src/build.sh MD5 e80dbb4c047ecc1d84053174c1e9264 a DIRECT, FILE

Per semplificare la creazione di file signature, e per rerndiessignature stesse piu comprensibili,
Veriexec consente di utilizzare i seguenti alias:

Table 19-2. Alias per i tipi d’accesso di Veriexec

Alias Espansione
PROGRAM DIRECT
INTERPRETER INDIRECT
SCRIPT DIRECT, FILE
LIBRARY FILE

Script di esempio per generare fingerprint sono disporniibilisr/share/examples/veriexecctl
Dopo aver generato il file con le firme, dovrebbe salvarlo ctteésignatures e abilitare Veriexec
in rc.conf

veriexec=YES

19.4 Livelli Strict

Dal momento che persone differenti potrebbero voler usar@xec per scopi differenti, abbiamo
bisogno di definire quattro livelli strict, nell'intervalld-3, e chiamarli modalita “learning”, “IDS”, “IPS”
e “lockdown”.

Nel Livello strict 0, modalita learning, Veriexec agira passivamente e avisemplicemente riguardo a
ogni anomalia. Combinato con il livello verbose 1, esegilisistema in questa modalita puo aiutare a
monitorare il file delle firme. Questo € anche I'unico livedloict in cui & possibile caricar nuove voci nel
kernel.

Livello strict 1, o modalita IDS, neghera I'accesso ai file con un fingerpramt nconosciuto. Questa
modalita soddisfa per gran parte gli utenti che voglionogaamente prevenire I'accesso ai file che
potrebbero essere stati modificati in modo malefico da unatde.

Strict level 2, IPS mode, takes a step towards trying to protect the iritegfimonitored files. In
addition to preventing access to files with a fingerprint naiseh, it will also deny write access and
prevent the removal of monitored files, and enforce the wagitored files are accessed. (as the
signatures file specifies).

Lockdown modegtrict level 3) can be used in highly critical situations such as customemad
special-purpose machines, or as a last line of defenseaaftaitacker compromised the system and we
want to prevent traces from being removed, so we can perfostiportem analysis. It will prevent the
creation of new files, and deny access to files not monitoredeigxec.

It's recommended to first run Veriexec in strict level 0 andbase level 1 to fine-tune your signatures
file, ensuring that desired applications run correctly, anlg then raise the strict level (and lower the
verbosity level). You can usetc/sysctl.conf to auto raise the strict level to the desired level after a
reboot:

200



Chapter 19 NetBSD Veriexec subsystem

kern.veriexec.strict=1

19.5 Veriexec e file system a strati

Veriexec puo essere usato su file system NFS lato client esssytem a strati (layered, NdT) come |l
file system union. | file che risiedono in questi file systemeass@tano solo di essere specificati nel file
letc/signatures e che i file system vengano montati prima che i fingerprintszaricati.

Se si sta utilizzando un file system a strati allora ci si desgécarare di aver incluso i fingerprint per i
files che si vogliono proteggere ad ogni strato. Se si shaglifare questo qualcuno potrebbe
sovrascrivere i file protetti da Veriexec utilizzando unasi differente nella pila di un file system a
strati. Questa limitazione potrebbe essere rimossa imgwiersioni di NetBSD.

E raccomandato, nel caso in cui non si utilizzi un file systestrati né NFS, che queste funzioni siano
disabilitate nella loro configurazione del kernel. Se siessda di utilizzare file system a strati allora
bisogna seguire le istruzioni nel paragrafo precedentssidwarsi che i file che si vogliono proteggere
abbiano i fingerprint su tutti gli strati. Si dovrebbe anchenantare il livello di sicurezza su 2 dopo che
tutti i mount siano stati fatti:

kern.securelevel=2

Per prevenire che i nuovi strati vengano montati i qualigloilero compromettere la protezione di
Veriexec.

19.6 Configurazione del kernel

Per usare Veriexec, oltre a creare un file delle firme, si dibhe@bilitare (decommentare) la relativa
voce nel file di configurazione del kernel (elgsr/src/sys/arch/i386/conf/GENERIC ):

pseudo-device veriexec

Quindi, bisogna abilitare gli algoritmi di hashing che ssidkerano supportare:

options VERIFIED_EXEC_FP_MD5
options VERIFIED_EXEC_FP_SHA1
options VERIFIED_EXEC_FP_RMD160
options VERIFIED_EXEC_FP_SHA512
options VERIFIED_EXEC_FP_SHA384
options VERIFIED_EXEC_FP_SHA256

Indipendentemente dalla versione del sistema operatiadl@ piattaforma, questi potrebbero essere gia
abilitati. Una volta fatto, ricompilare e reinstallare étael, veder€hapter 31per ulteriori instruzioni.

Se non si ha il device Veriexdédev/veriexec  , € possibile crearlo manualmente eseguendo il seguente
comando:

# cd /dev
# sh MAKEDEV veriexec
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20.1 Introduction

Bluetooth is a digital radio protocol used for short rangd kv power communications. NetBSD 4.0
introduced support for the Bluetooth protocol stack, andemtegration of service profiles into the
NetBSD device framework.

The lower layers of the Bluetooth protocol stack pertairilmgctual radio links between devices are
handled inside the Bluetooth Controller, which commurasatith the Host computer using the “Host
Controller Interface” (HCI) protocol which can be accessieda raw packet BTPROTO_HCI socket
interface.

Most of the Bluetooth protocols or services layer atop thieKLLayer Control and Adaptation Protocol”
(L2CAP), which can be accessed via a BTPROTO_L2CAP sockaffate. This provides sequential
packet connections to remote devices, with up to 64k chanwéien an L2CAP channel is opened, the
protocol or service that is required is identified by a “PoatiéService Multiplexer” (PSM) value.

Service Discovery in the Bluetooth environment is provittadby the sdp(3) library and the sdpd(8)
daemon (both ported from FreeBSD), which allow programetgster services and makes the
information available to remote devices performing queriémited queries can be made with the
sdpquery(1) program.

Security on Bluetooth links can be enabled by encryptionarttientication options to btconfig(8)

which apply to all baseband links that a controller makegmmryption and authentication can be
enabled for individual RFCOMM and L2CAP links as requirech& authentication is requested, a PIN
is presented by each side (generally entered by the opgesatoe limited input devices have a fixed
PIN). The controller uses this PIN to generate a Link Key abrts this to the Host which may be
asked to produce it to authenticate subsequent connecBons¥etBSD, the bthcid(8) daemon is
responsible for storing link keys and responding to Link lRsquests, and also provides an interface to
allow unprivileged users to specify a PIN with a PIN clienick as btpin(1).

20.2 Supported Hardware

Because Bluetooth controllers normally use the standardar@@ocol as specified in the “Bluetooth 2.0
Core” documentation to communicate with the host, the NEtB&ietooth stack is compatible with
most controllers, only requiring an interface driver, wiitie following drivers available in NetBSD 4.0:

« bt3c(4) provides an interface to the 3Com Bluetooth PC Qamtjel 3SCRWB6096-A.

- ubt(4) interfaces to all USB Bluetooth controllers confargito the “HCI USB Transport Layer”
specification.
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If support for the NetBSD Bluetooth stack is enabled in thenkg autoconfiguration messages will
show up in thedmesgoutput, for example:

bt3cO at pcmcia0 function 0: <3COM, 3CRWBG60-A, Bluetooth PC Card>

ubt0 at uhubl port 4 configuration 1 interface 0
ubt0: Cambridge Silicon Radio Bluetooth USB Adapter, rev 2. 00/19.58, addr 4

ubtl at uhubl port 2 configuration 1 interface 0
ubtl: Broadcom Belkin Bluetooth Device, rev 1.10/0.01, add rb5

When support is not already compiled in, it can be added t&éheel configuration file for any platform
that supports USB and/or PCMCIA (s8ection 18.9 using the following declarations, as required:

# Bluetooth Controller and Device support

# Bluetooth PCMCIA Controllers
bt3c * at pcmcia? function ? # 3Com 3CRWB6096-A

# Bluetooth USB Controllers
ubt * at uhub? port ?

# Bluetooth Device Hub
bthub * at bt3c?
bthub * at ubt?

# Bluetooth HID support
bthidev =* at bthub?

# Bluetooth Mouse
btms » at bthidev? reportid ?
wsmouse* at btms? mux 0O

# Bluetooth Keyboard
btkbd * at bthidev? reportid ?
wskbd* at btkbd? console ? mux 1

# Bluetooth Audio support
btsco * at bthub?
audio * at btsco?

Some older USB Bluetooth dongles based on the Broadcom BG®120ip require firmware to be
loaded before they can function, and these devices will taela¢d to ugen(4). Use the “sysutils/bcmfw”
package from the NetBSD Package Collection, to load firmwackenable these.
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20.3 System Configuration

To fully enable Bluetooth services on NetBSD, the followiimgs should be added to the
/etc/rc.conf file.

btconfig=YES

btconfig_args="up pscan switch class 0x02010c"
btdevctl=YES

bthcid=YES

sdpd=YES

and either reboot, or execute the following commands:

# letc/rc.d/btconfig start
# letc/rc.d/bthcid start
# letc/rc.d/ btdevctl start
# letc/rc.d/sdpd start

Note: Configuration of Bluetooth controllers is done with the btconfig(8) program, and the above
argument provides only basic functionality, see the manual page for other useful options.

Important: bthcid(8) must be running in order to make authenticated connections with remote
devices, and authentication may be requested by either device.

20.4 Human Interface Devices

Support for “Human Interface Devices” (HIDs), which operasing the USB HID protocol over a pair
of L2CAP channels is provided by the bthidev(4) driver. @utty, keyboards and mice are catered for,
and attach to wscons(4) as normal.

20.4.1 Mice
Bluetooth Mice can be attached to the system with the btnas{4ér, using btdevctl(8).

First, you must discover the BDADDR of the device. This mayhated on the box, but the easiest way
is to place the device into discoverable mode and perfornvizelénquiry with the appropriate
controller:

% btconfig ubtO inquiry
Device Discovery on ubtO .... 1 response
1: bdaddr 00:14:51:c1:b9:2d (unknown)
. name "Mighty Mouse"
. class: [0x002580] Peripheral Mouse <Limited Discoverabl e>
. page scan rep mode 0x01
: page scan period mode 0x02
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: page scan mode 0x00
. clock offset 6944

For ease of use, you may want to add the address teetitibluetooth/hosts

refer to the mouse by alias:

# echo "00:14:51:cl:b9:2d nouse" >>/etc/ bl uetooth/hosts

file, so that you can

Now, you can query the mouse, which will likely request aatfeation before it accepts connections.
The fixed PIN should be listed in the documentation, thoud®@ is often used. Set the PIN first using

the btpin(1) program:

% btpin -d ubtO0 -a nmouse -p 0000

# btdevctl -d ubtO -a nouse -s H D

local bdaddr: 00:08:1b:8d:ba:6d

remote bdaddr: 00:14:51:c1:b9:2d

link mode: auth

device type: bthidev

control psm: 0x0011

interrupt psm: 0x0013

Collection page=Generic_Desktop usage=Mouse
Input id=2 size=1 count=1 page=Button usage=Button_1 Vari
Input id=2 size=1 count=1 page=Button usage=Button_2 Vari
Input id=2 size=1 count=1 page=Button usage=Button_3 Vari
Input id=2 size=1 count=1 page=Button usage=Button_4 Vari
Input id=2 size=4 count=1 page=0x0000 usage=0x0000 Const V

Collection page=Generic_Desktop usage=Pointer
Input id=2 size=8 count=1 page=Generic_Desktop usage=X Va
Input id=2 size=8 count=1 page=Generic_Desktop usage=Y Va
Input id=2 size=8 count=1 page=Consumer usage=AC_Pan Vari
Input id=2 size=8 count=1 page=Generic_Desktop usage=Whe

End collection
Input id=2 size=8 count=1 page=0x00ff usage=0x00c0 Variab

Feature id=71 size=8 count=1 page=0x0006 usage=0x0020 Var

End collection

able, logical range
able, logical range
able, logical range
able, logical range
ariable, logical range 0..1

ocooo
AN

riable Relative, logical range

riable Relative, logical range

able Relative, logical range -127..127
el Variable Relative, logical range

le, logical range -127..127
iable NoPref Volatile, logical range

This tells you that the mouse has responded to an SDP quelthamevice capabilities are shown. Note
that authentication is enabled by default for Bluetoothenkou may now attach to the system:

# btdevct|l -d ubtO -a nouse -s HD-A

which should generate some messages on the system console:

bthidev0 at bthubO remote-bdaddr 00:14:51:c1:b9:2d link-
btms0 at bthidevl reportid 2: 4 buttons, W and Z dirs.
wsmousel at btmsO mux O

bthidev1: reportid 71 not configured

bthidevl: connected

mode auth
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and the mouse should work.

The device capabilities are cached by btdevctl(8), andatiaeh the mouse at system startup, place an
entry in/etc/bluetooth/btdevctl.conf and ensure thagtc/rc.conf containsbtdevcti=YES

The bthidev(4) driver will attempt to connect once, thoughewill usually be sleeping and may require
a tap on the shoulder to awake, in which case they shouldtaithe connection to the host computer.

20.4.2 Keyboards
Bluetooth Keyboards can be attached to the system with #ilpt) driver, using btdevctl(8).

First, you must discover the BDADDR of the device. This mayhated on the box, but the easiest way
is to place the device into discoverable mode and perfornvizelénquiry with the appropriate
controller:

% btconfig ubtO inquiry
Device Discovery on ubtO .... 1 response
1: bdaddr 00:0a:95:45:a4:a0 (unknown)
: name "Apple Wireless Keyboard"
. class: [0x002540] Peripheral Keyboard <Limited Discover able>
: page scan rep mode 0x01
. page scan period mode 0x00
: page scan mode 0x00
. clock offset 18604

For ease of use, you may want to add the address teetitieluetooth/hosts file, so that you can
refer to the keyboard by alias:

# echo "00: Oa: 95: 45: a4: a0 keyboard" >>/etc/ bl uetooth/hosts

Now, you can query the keyboard, which will likely requestreantication before it accepts connections.
The PIN will need to be entered on the keyboard, and we carrgeng random PIN, using the btpin(1)
program.

% btpin -d ubtO -a keyboard -r -1 8
PIN: 18799632
# btdevct|l -d ubtO -a keyboard -s H D

< ENTER PIN ON BLUETOOTH KEYBOARD NOW >

local bdaddr: 00:08:1b:8d:ba:6d

remote bdaddr: 00:0a:95:45:a4:a0

link mode: encrypt

device type: bthidev

control psm: 0x0011

interrupt psm: 0x0013

Collection page=Generic_Desktop usage=Keyboard

Input id=1 size=1 count=1 page=Keyboard usage=Keyboard_L eftControl Variable, logical range
Input id=1 size=1 count=1 page=Keyboard usage=Keyboard L eftShift Variable, logical range
Input id=1 size=1 count=1 page=Keyboard usage=Keyboard_L eftAlt Variable, logical range
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Input id=1 size=1 count=1 page=Keyboard usage=Keyboard_L eft GUI Variable, logical range
Input id=1 size=1 count=1 page=Keyboard usage=Keyboard_R ightControl Variable, logical range
Input id=1 size=1 count=1 page=Keyboard usage=Keyboard R ightShift Variable, logical range
Input id=1 size=1 count=1 page=Keyboard usage=Keyboard_R ightAlt Variable, logical range
Input id=1 size=1 count=1 page=Keyboard usage=Keyboard R ight_GUI Variable, logical range
Input id=1 size=8 count=1 page=0x0000 usage=0x0000 Const, logical range 0..1

Output id=1 size=1 count=1 page=LEDs usage=Num_Lock Varia ble, logical range 0..1

Output id=1 size=1 count=1 page=LEDs usage=Caps_Lock Vari able, logical range 0..1

Output id=1 size=1 count=1 page=LEDs usage=Scroll_Lock Va riable, logical range 0..1

Output id=1 size=1 count=1 page=LEDs usage=Compose Variab le, logical range 0..1

Output id=1 size=1 count=1 page=LEDs usage=Kana Variable, logical range 0..1

Output id=1 size=3 count=1 page=0x0000 usage=0x0000 Const , logical range 0..1

Input id=1 size=8 count=6 page=Keyboard usage=No_Event, | ogical range 0..255

Input id=1 size=1 count=1 page=Consumer usage=Eject Varia ble Relative, logical range 0..1
Input id=1 size=1 count=1 page=Consumer usage=Mute Variab le Relative, logical range 0..1
Input id=1 size=1 count=1 page=Consumer usage=Volume_Up V ariable, logical range 0..1
Input id=1 size=1 count=1 page=Consumer usage=Volume_Dow n Variable, logical range 0..1
Input id=1 size=1 count=4 page=0x0000 usage=0x0000 Const, logical range 0..1

End collection

This tells you that the keyboard has responded to an SDP caredythe device capabilities are shown.
Note that encryption is enabled by default, since encryptethection support is mandatory for
Bluetooth keyboards. You may now attach to the system:

# btdevctl -d ubtO -a keyboard -s HD-A

which should generate some messages on the system console:

bthidevl at bthubO remote-bdaddr 00:0a:95:45:a4:a0 link- mode encrypt
btkbdO at bthidevO reportid 1

wskbdl at btkbd0 mux 1

wskbdl1: connecting to wsdisplayO

bthidevl: connected

and the keyboard should work.

The device capabilities are cached by btdevctl(8), anddtiaeh the keyboard at system startup, place an
entry in/etc/bluetooth/btdevctl.conf and ensure thaétc/rc.conf containsbtdevctl=YES

The bthidev(4) driver will attempt to connect once whendted, but if the keyboard is not available at
that time, you may find that pressing a key will cause it to wagend initiate a connection to the last
paired host.

20.5 Serial Connections

Serial connections over Bluetooth are provided for by th€RMM protocol, which provides up to 30
channels multiplexed over a single L2ZCAP channel. Thisastied data protocol can be accessed using
the BTPROTO_RFCOMM socket interface, or via the rfcomm déppprogram.
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For instance, you can make a serial connection to the “DialNefvorking” (DUN) service of a mobile
phone in order to connect to the Internet with PPP. First ymukl discover the BDADDR of the phone,
and add this to youletc/bluetooth/hosts for ease of use. Place the phone into Discoverable mode,
and perform an inquiry from the appropriate controller:

% btconfig ubtO inquiry
Device Discovery from device: ubtO ..... 1 response
1: bdaddr 00:16:bc:00:€8:48 (unknown)
: name "Nokia 6103"
. class: [0x520204] Cellular Phone <Networking> <Object Tr ansfer> <Telephony>
: page scan rep mode 0x01
. page scan period mode 0x02
. page scan mode 0x00
. clock offset 30269

# echo "00: 16: bc: 00: €8: 48 phone" >>/etc/ bl uetooth/ hosts

Now, you can query the phone to confirm that it supports the pfile:

% sdpquery -d ubtO -a phone search DUN

Record Handle: 0x00010000
Service Class ID List:

Dial-Up Networking (0x1103)

Generic Networking (0x1201)
Protocol Descriptor List:

L2CAP (0x0100)

RFCOMM (0x0003)

Protocol specific parameter #1: u/int8/bool 1

Bluetooth Profile Descriptor List:

Dial-Up Networking (0x1103) ver. 1.0

Most likely, the phone will request authentication befdraliows connections to the DUN service, so
before you make the first connection you may need to provid&lawhich can be randomly generated.
You can usefcomm_sppdin stdio mode to check that the connection is working ok, pt&sto
disconnect and return to the shell, for example:

% btpin -d ubtO -a phone -r -1 6
PIN: 904046
% rfcomm sppd -d ubtO -a phone -s DUN

< ENTER PIN ON PHONE NOW >

rfcomm_sppd[24635]: Starting on stdio...
at

OK

ati

Nokia

OK
ati 3
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Nokia 6103

OK

at &v

ACTIVE PROFILE:

E1 Q0 V1 X5 &C1 &D2 &S0 &YO

+CMEE=0 +CSTA=129 +CBST=0,0,1 +CRLP=61,61,48,6 +CR=0 +CR C=0 +CLIP=0,2
+CLIR=0,2 +CSNS=0 +CVHU=1 +DS=0,0,2048,32 +DR=0 +ILRR=0

+CHSN=0,0,0,0 +CHSR=0 +CPBS="SM"

S00:000 S01:000 S02:043 S03:013 S04:010 S05:008 S07:060 SO 8:002
S10:100 S12:050 S25:000

OK
rC
rfcomm_sppd[24635]: Completed on stdio

To have pppd(8) connect to the DUN service of your phone aatigaily when making outbound
connections, add the following line to thec/ppp/options file in place of the normal tty declaration:

pty "rfcomm_sppd -d ubt0 -a phone -s DUN -m encrypt"

20.6 Audio

Isochronous (SCO) Audio connections may be created on daadeadio link using either the
BTPROTO_SCO socket interface, or the btsco(4) audio dedriver. While the specification says that
up to three such links can be made between devices, the t8itetooth stack can only handle one
with any dignity.

Important: When using SCO Audio with USB Bluetooth controllers, you will need to enable
isochronous data, and calculate the MTU that the device will use, see ubt(4) and btconfig(8).

Note: SCO Audio does not work properly with the bt3c(4) driver, use a USB controller for best results.

Note: SCO Audio will not work with ehci(4) USB controllers, since support for Isochronous data over
EHCI is missing in NetBSD.

20.6.1 SCO Audio Headsets

Audio connections to Bluetooth Headsets are possible ubmbgtsco(4) audio driver, and the bthset(1)
program. First, you need to discover the BDADDR of the hegdsel will probably wish to make an
alias in youretc/bluetooth/hosts file for ease of use. Place the headset into discoverable mode
and perform an inquiry with the appropriate controller:
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% btconfig ubtO inquiry
Device Discovery from device: ubtO ..... 1 response
1. bdaddr 00:07:a4:23:10:83 (unknown)
: name "JABRA 250"
. class: [0x200404] Wearable Headset <Audio>
. page scan rep mode 0x01
. page scan period mode 0x00
. page scan mode 0x00
. clock offset 147

# echo "00:07:a4:23:10: 83 headset" >>/etc/ bl uetooth/hosts

You will need to pair with the headset the first time you cortbe fixed PIN should be listed in the
manual (often, “0000” is used). btdevctl(8) will query thevite and attach the btsco(4) audio driver.

% btpin -d ubtO0 -a headset -p 0000

# btdevctl -d ubtO -a headset -s HSET -A
local bdaddr: 00:08:1b:8d:ba:6d

remote bdaddr: 00:07:a4:23:10:83

link mode: none

device type: btsco

mode: connect

channel: 1

which should generate some messages on the system console:

btsco0 at bthubO remote-bdaddr 00:07:a4:23:10:83 channel 1
audiol at btscoO: full duplex

In order to use the audio device, you will need to open a cbatmenection with bthset(1) which conveys
volume information to the mixer device.

% bthset -d /dev/mxerl -v
Headset Info:
mixer: /dev/mixerl
laddr: 00:08:1b:8d:ba:6d
raddr: 00:07:a4:23:10:83
channel: 1
vgs.dev: 0, vgm.dev: 1

and you should now be able to transfer 8khz samples to and/éienfaudiol  using any program that
supports audio, such as audioplay(1) or audiorecord(Jjusticig the mixer values should work when
playing though you may find that when opening a connectianhtradset will reset the volume to the
last known settings.

% audi orecord -d /dev/audi ol voice. au

< TALK NONSENSE NOW >
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~C
% audi opl ay -d /dev/audi o voice.au

< THATS REALLY WHAT YOU SOUND LIKE >
% audi opl ay -d /dev/audi ol voice.au

< IN THE HEADSET >

The device capabilities are cached by btdevctl(8), andatiaeh the btsco(4) driver at system startup,
add an entry tdetc/bluetooth/btdevctl.conf and ensure thdgtc/rc.conf contains
btdevctl=YES

20.6.2 SCO Audio Handsfree

Audio connections to Bluetooth mobile phones using the I3 profile are possible with the
“commes/bthfp” program from the NetBSD Package Collection.

First, you need to discover the BDADDR of the phone, and wiilgably wish to make an alias in your
/etc/bluetooth/hosts file for ease of use. Place the phone into discoverable madipenfiorm an
inquiry with the appropriate controller:

% btconfig ubtO inquiry
Device Discovery from device: ubtO ..... 1 response
1: bdaddr 00:16:bc:00:€8:48 (unknown)
: name "Nokia 6103"
. class: [0x520204] Cellular Phone <Networking;gt; <Objec t Transfer;gt; <Telephony;gt;
: page scan rep mode 0x01
. page scan period mode 0x02
. page scan mode 0x00
. clock offset 10131

# echo "00: 16: bc: 00: €8: 48 phone" >>/etc/ bl uetooth/ hosts

Now, you should be able to query the phone to confirm that ipstis the Handsfree profile:

% sdpquery -d ubtO -a phone search HF

Record Handle: 0x00010003
Service Class ID List:

Handsfree Audio Gateway (0x111f)

Generic Audio (0x1203)
Protocol Descriptor List:

L2CAP (0x0100)

RFCOMM (0x0003)

Protocol specific parameter #1: u/int8/bool 13

Bluetooth Profile Descriptor List:

Handsfree (Ox111e) ver. 1.1
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and you will be able to use the bthfp program to access the $teelprofile. The first time you connect,
you may need to use a PIN to pair with the phone, which can bergeed randomly by btpin(1):

% btpin -d ubtO -a phone -r -1 6
PIN: 349163
% bthfp -d ubtO -a phone -v

< ENTER PIN ON PHONE NOW >
Handsfree channel: 13
Press ? for commands
Connecting.. ok
< AT+BRSF=20
> +BRSF: 47
Features: [0x002f] <3 way calling> <EC/NR> <Voice Recognit ion> <In-band ringtone> <reject
OK
AT+CIND=?
+CIND: (“"call",(0,1)),("service",(0,1)),("call_setu p",(0-3)),("callsetup”,(0-3))
OK
AT+CIND?
+CIND: 0,1,0,0
OK
AT+CMER=3,0,0,1
OK
AT+CLIP=1
OK
Service Level established

V ANV ANV V AV V AV

When the phone rings, just pres$o answer, and audio should be routed throughdbe/audio
device. Note that you will need a microphone connected ieiot@ speak to the remote party.

20.7 Object Exchange

NetBSD does not currently have any native OBEX capabilég, the “comms/obexapp” or
“comms/obexftp” packages from the NetBSD Package Cobacti

20.8 Troubleshooting

When nothing seems to be happening, it may be useful to trigaltimp program from the
“sysutils/hcidump” package in the NetBSD Package ColtectThis has the capability to dump packets
entering and leaving Bluetooth controllers on NetBSD, whicgreatly helpful in pinpointing problems.
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Questo capitolo raccoglie vari argomenti, in ordine sparso

21.1 Installare il gestore di boot

Sysinst, il programma di installazione di NetBSD generaltaénstalla il gestore di boot di NetBSD
sull'disco rigido. Il gestore di boot pud anche essere Iit@o riconfigurato in qualsiasi momento
successivo, se necessario, con il comafidiBk. Per esempio:

# fdisk -B wd0

Se NetBSD non effettua il boot dal disco rigido, lo si po faadftbppy di installazione e avviando il
kernel sul disco rigido. Inserire il disco di installaziogmeal prompt di boot, dare il seguente comando:

> boot wdOa: net bsd

Questo avvia il kernel sul disco rigido (usare il device eti, per esempio sd0a for un disco SCSI).

Note: Probabilmente se si installano/rimuovono altri sistemi operativi come Windows 95 o Linux con
LILO, talvolta fdisk -B non da il risultato atteso (almeno cosi e successo a me). In questo caso,
bisogna provare ad eseguire fdisk -i (il quale & noto come fdisk /mbr sul DOS) e quindi ancora
fdisk da NetBSD.

21.2 Rimuovere le laber del disco

Sebbene questa non sia un’operazione che bisogna efteftaguentemente, pud essere utile sapere
come farla in caso di bisogno. Assicurarsi di sapere esatitatosa si sta andando a fare prima di
effettuare questo genere di operazione. Per esempio:

# dd if=/dev/zero of=/dev/rwd0Oc bs=8k count=1

I comando precedente elimina la label del disco (non lalkalella partizione MBR). Per eleminare
completamente il disco, dev’essere utilizzato il dewic®d. Per esempio:

# dd if=/dev/zero of=/dev/rwd0d bs=8k
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21.3 Altoparlante

Ho trovato questo trucco in una lista di discussione (noordo I'autore). Per generare un suono
dall'altoparlante (per esempio alla fine di un lungo scrptp essere usato il drivepkrnella
configurazione del kernel, il quale € mappatddav/speaker . Per esempio:

echo 'BPBPBPBPBP’ > /dev/speaker

Note: Il device spkr non € abilitato nel kernel generico; & necessario un kernel personalizzato.

21.4 Dimenticata la password di root?

Se si dimentica la password di root, non tutto & perso e si paora “recuperare” il sistema con i
seguenti passi: avviare in modalita singolo utente, mertarcambiare la password di root. In dettaglio:

1. Avviare I'utente singolo: quando compare il prompt di be@omincia il conto alla rovescia di 5
secondi, dare il seguente comando:

> boot -s
2. Al seguente prompt
Enter pathname of shell or RETURN for sh:

premere Enter.

3. Scrivere i seguenti comandi:

# fsck -y /
# mount -u /
# fsck -y /usr
# nount /usr

4. Cambiare la password di root:

# passwd root

Changing local password for root.

New password: (non nostrata)

Retype new password: (non nostr at a)
#

5. Uscire dalla shell per andare in modalita multiutente

# exit

21.5 Aggiungere un nuovo disco rigido

Questa sezione descrive come aggiungere un nuovo disdo sgiun sistema NetBSD gia funzionante.
Nel seguente esempio sara aggiunto un nuovo controller 8G8Inuovo disco rigido, connesso al
controller. Se non si necessita di aggiungere un nuovo altertsaltare la parte rilevante e passare alla
configurazione del disco rigido. Linstallazione di un dis@ido IDE ¢é identica; I'unica differenza sara
il nome del deviceWd# anzichésd#).
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Come sempre, prima di acquistare nuovo hardware, conslétéista di compatibilita hardiware di
NetBSD e assicurarsi che la nuova periferica sia suppattdtsistema.

Quando il controller SCSI ¢ stato fisicamente installatosigtéma e il nuovo disco rigido e stato
connesso, € tempo di riavviare il computer e controllarelaiperiferica sia correttamente rilevata,
utilizzando il comandamesg Questo € un esempio di output per un controller NCR-875:

ncrO at pci0 dev 15 function 0: ncr 53c875 fast20 wide scsi

ncrO: interrupting at irg 10

ncrO: minsync=12, maxsync=137, maxoffs=16, 128 dwords bur st, large dma fifo
ncrO: single-ended, open drain IRQ driver, using on-chip SR AM

ncrO: restart (scsi reset).

scsibusO at ncrO: 16 targets, 8 luns per target

sdO(ncr0:2:0): 20.0 MB/s (50 ns, offset 15)

sd0: 2063MB, 8188 cyl, 3 head, 172 sec, 512 bytes/sect x 42267 25 sectors

Se la periferica non compare nell’output, controllare daesapportata dal kernel che si sta utilizzando;
se necessario compilare un kernel personalizzatoGkapter 3L

Adesso le partizioni possono essere create utilizzandomibndddisk. Prima, controllare lo stato
corrente del disco:

# fdisk sdO
NetBSD disklabel disk geometry:
cylinders: 8188 heads: 3 sectors/track: 172 (516 sectors/c ylinder)

BIOS disk geometry:
cylinders: 524 heads: 128 sectors/track: 63 (8064 sectors/ cylinder)

Partition table:
0: sysid 6 (Primary 'big’ DOS, 16-bit FAT (> 32MB))
start 63, size 4225473 (2063 MB), flag Ox0

beg: cylinder 0, head 1, sector 1
end: cylinder 523, head 127, sector 63

1. <UNUSED>

2: <UNUSED>

3: <UNUSED>

In questo esempio il disco rigido contiene gia una partigib®S, la quale verra rimossa e rimpiazzata
con una partizione NetBSD nativa. il comarfdesk -u sd0 consente di modificare interattivamente la
partizione. | dati modificati saranno scritti nel disco sdtgo I'uscita e fdisk richiedera una conferma
prima della scrittura, cosi da poter lavorare rilassati.
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Geometrie del disco

La geometria del disco € riportata da fdisk puo apparirewsioharia. Dmesg riporta

4226725 settori con 8188/3/172 per C/H/S, ma 8188*3*1722#6008 e non 4226725.
Quello che e successo e che i dischi pitt moderni non hannoeoragjria fissa e il numerg
di settori per traccia cambia dipendentemente dal cilindlemlo parametro interessante € i
numero di settori. Il disco riporta i valori C/H/S ma & una getria fittizzia: il valore 172 §
il risultato nel numero di settori in ottale (4226725) diviser 8188 e quindi per 3.

Per rendere le cose ancora piu confusionarie, il BIOS mélancora un altra geometria
“falsa” (C/H/S 524/128/63) che da un totale di 4225536, uoneache € una migliore
approssimazione del valore reale di 425008. Per partizgoiheisco si usera la geometria
del BIOS, per mantenere la compatibilita con altri sistep@rativi, anche se si perdera
gualche settore (4226725 - 4225536 = 1189 sectors = 594 KB).

Per creare le partizioni del BIOS dev’essere utilizzat@mihandddisk -u; il risultato € il seguente:

Partition table:
0: sysid 169 (NetBSD)
start 63, size 4225473 (2063 MB), flag OxO

beg: cylinder 0, head 1, sector 1
end: cylinder 523, head 127, sector 63

1: <UNUSED>

2: <UNUSED>

3: <UNUSED>

Ora e tempo di creare la disklabel per la partizione NetBSiaski corretti per farlo sono:
# di skl abel sdO > tenpfile

# vi tenpfile
# disklabel -R -r sdO tenpfile

Se si prova a creare la disklabel direttamente con
# di skl abel -e sdO
si ottiene il seguente messaggio

disklabel: ioctl DIOCWDINFO: No disk label on disk;
use "disklabel -I" to install initial label

perche la disklabel non esiste ancora nel disco.

Adesso creiamo qualche partizione disklabel, modificaanpfile  come gia spiegato. Il risultato e:

# size offset  fstype [fsize bsize cpg]

a: 2048004 63 4.2BSD 1024 8192 16 # (Cyl. 0 *- 3969 *)

c: 4226662 63 unused 0 0 # (Cyl. O *- 8191 *)

d: 4226725 0 unused 0 0 # (Cyl. 0 - 8191 *)

e: 2178658 2048067 4.2BSD 1024 8192 16 # (Cyl. 3969 *- 8191 *)

216



Chapter 21 Operazioni varie

Note: Quando la partizione disklabel e stata creata & possibile ottimizzarla studiando I'output del
comando newfs -N /dev/rsd0a , il quale avvisa dell’esistetnza di settori non allocati alla fine della
partizione disklabel. | valori riportati da niwfs possono essere utilizzati per aggiustare la dimensione
delle partizioni con un processo iterativo.

L'operazione finale € la creazione di un sistema di file (filgtagn, NdT) per le nuove partizioni definite
(aede).

# newfs /dev/rsdOa
# newfs /dev/rsdOe

Adesso il disco € pronto per I'uso e le due partizioni possEssere montate. Per esempio:
# nmount /dev/sdOa /mt

Se si ha successo, si puo voler mettere una voce per la pasimi/etc/fstab

21.6 File delle password occupato?

Si si prova a modificare una password e si ottiene il mistenmessaggio “Password file is busy”, questo
probabilmente vuol dire che il filetc/ptmp  non é stato cancellato dal sistema. Questo € una copia
temporanea del filtetc/master.passwd : controllare che non si stiano perdendo informazioni
importanti, dunque cancellarlo:

# rm/etc/ptnp
Note: Se il file /etc/ptmp  esiste si possono anche ricevere messaggi di avviso all’avvio del sistema.

Per esempio:

root: password file may be incorrect - /etc/ptmp exists

21.7 Come costruire le periferiche in /dev

Innanzi terminare il singolo utente, le partizioni sono@acmontate “rw” (read-write); si puo farlo
digitando semplicementhutdown nowmetre si € in modalita multi utente, o riavviare con I'opzaon
-s erendereé e/dev leggi-scrivibile (read-writable, NdT).

# nmount -u /
# nount -u /dev

Allora:

# nkdir /newdev

# cd / newdev

# cp / dev/ MAKEDEV*
# sh ./ MAKEDEV al |
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cd /

nmv dev ol ddev
m/ newdev dev
rm-r ol ddev

H OH H H®

O se si sono scaricati tutti i sorgenti/imsr/src

nkdir / newdev

cd / newdev

cp /usr/src/etc/ MAKEDEV. | ocal

( cd Jusr/src/etc ; make MAKEDEV )
cp /usr/src/etc/obj*/ MAKEDEV .

sh ./ MAKEDEV al |

cd /

mv dev ol ddev; nv newdev dev
rm-r ol ddev

HOH R H ¥ OH OH H R

E possibile determinare $arch da
# unanme -m
or

# sysctl hw nmachi ne_arch

Chapter 21 Operazioni varie
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Chapter 22

Introduction to TCP/IP
Networking

22.1 Audience

This section explains various aspects of networking. hisnded to help people with little knowledge
about networks to get started. It is divided into three biga/\e start by giving a general overview of
how networking works and introduce the basic concepts. Téego into details for setting up various
types of networking in the second parts, and the third patt@hetworking section covers a number of
“advanced” topics that go beyond the basic operation asdnted in the first two sections.

The reader is assumed to know about basic system admiitattasks: how to become root, edit files,
change permissions, stop processes, etc. See the othéershathis NetBSD guide and e.g.
AeleenFriscHor further information on this topic. Besides that, you slidoknow how to handle the
utilities we're going to set up here, i.e. you should know howse telnet, FTP, ... | will not explain the
basic features of those utilities, please refer to the guate man-pages, the references listed or of
course the other parts of this document instead.

This introduction to TCP/IP Networking was written with timeention in mind to give starters a basic
knowledge. If you really want to know what it's all about, dg@raigHunt This book does not only cover

the basics, but goes on and explains all the concepts, ssraiw how to set them up in detail. It's great,
I loveiit! :-)

22.2 Supported Networking Protocols

There are several protocol suites supported by NetBSD, afeghich were inherited from NetBSD’s
predecessor, 4.4BSD, and subsequently enhanced and idpiidwe first and most important one today
is DARPA'’s Transmission Control Protocol/Internet Pratb@ CP/IP). Other protocol suites available in
NetBSD include the Xerox Network System (XNS) which was aniplemented at UCB to connect
isolated machines to the net, Apple’s AppleTalk protocdtesand the ISO protocol suite, CCITT X.25
and ARGO TP. They are only used in some special applicatfasetdays.

Today, TCP/IP is the most widespread protocol of the onediored above. It is implemented on
almost every hardware and operating system, and it is atsmtist-used protocol in heterogenous
environments. So, if you just want to connect your computaning NetBSD to some other machine at
home or you want to integrate it into your company’s or ursitgis network, TCP/IP is the right choice.
Besides the "old" IP version 4, NetBSD also supports the "nBwersion 6 (IPv6) since NetBSD 1.5,
thanks to code contributed by the KAME project.
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There are other protocol suites such as DECNET, Novell'd8PX or Microsoft's NetBIOS, but these
are not currently supported by NetBSD. These protocolsdifbm TCP/IP in that they are proprietary,
in contrast to the others, which are well-defined in seveFC&Rand other open standards.

22.3 Supported Media

The TCP/IP protocol stack behaves the same regardless ohttezlying media used, and NetBSD
supports a wide range of these, among them are EtherneO@QA00MBd), Arcnet, serial line, ATM,
FDDI, Fiber Channel, USB, HIPPI, FireWire (IEEE 1394), TakRing, and serial lines.

22.3.1 Serial Line

There are a couple of reasons for using TCP/IP over a seral i

- If your remote host is only reachable via telephone, you c@naumodem to access it.
- Many computers have a serial port, and the cable neededéer dieap.

The disadvantage of a serial connection is that it's slowan iother methods. NetBSD can use at most
115200 bit/s, making it a lot slower than e.g. Ethernet’simimm 10 Mbit/s and Arcnet’s 4 Mbit/s.

There are two possible protocols to connect a host runninB3@ to another host using a serial line
(possibly over a phone-line):

- Serial Line IP (SLIP)
- Point to Point Protocol (PPP)

The choice here depends on whether you use a dial-up coonglctbugh a modem or if you use a static
connection (null-modem or leased line). If you dial up fouydP connection, it's wise to use PPP as it
offers some possibilities to auto-negotiate IP-addreasdsoutes, which can be quite painful to do by
hand. If you want to connect to another machine which is tiyeonnected, use SLIP, as this is
supported by about every operating system and more easyup séth fixed addresses and routes.

PPP on a direct connection is a bit difficult to setup, as @'syeto timeout the initial handshake; with
SLIP, there’s no such initial handshake, i.e. you start upgide, and when the other site has its first
packet, it will send it over the line.

RFC1331andRFC1332describe PPP and TCP/IP over PPP. SLIP is defin&FG1055

22.3.2 Ethernet

Ethernet is the medium commonly used to build local area ostsyLANS) of interconnected machines
within a limited area such as an office, company or univestypus. Ethernet is based on a bus
structure to which many machines can connect to, and conuation always happens between two
nodes at a time. When two or more nodes want to talk at the sameehioth will restart communication
after some timeout. The technical term for this is CSMA/CRui@r Sense w/ Multiple Access and
Collision Detection).

Initially, Ethernet hardware consisted of a thick (yellav@ple that machines tapped into using special
connectors that poked through the cable’s outer shieldihg.successor of this was called 10base5,
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which used BNC-type connectors for tapping in special Tramtors and terminators on both ends of the
bus. Today, ethernet is mostly used with twisted pair linb&tvare used in a collapsed bus system that
are contained in switches or hubs. The twisted pair lines tiis type of media its name - 10baseT for
10 Mbit/s networks, and 100baseT for 100 MBit/s ones. Indwétl environments there’s also the
distinction if communication between the node and the $wittn happen in half- or in full duplex mode.

22.4 TCP/IP Address Format

TCP/IP uses 4-byte (32-bit) addresses in the current imgheéations (IPv4), also called IP-numbers
(Internet-Protocol numbers), to address hosts.

TCP/IP allows any two machines to communicate directly. &gt this all hosts on a given network
must have a unique IP address. To assure this, IP addresssdministrated by one central organisation,
the InterNIC. They give certain ranges of addresses (n&haddresses) directly to sites which want to
participate in the internet or to internet-providers, whigve the addresses to their customers.

If your university or company is connected to the Interrtdiais (at least) one such network-address for
its own use, usually not assigned by the InterNIC directly,rather through an Internet Service Provider
(ISP).

If you just want to run your private network at home, see batovhow to “build” your own IP
addresses. However, if you want to connect your machinestéréal :-) Internet, you should get an IP
addresses from your local network-administrator or -piewi

IP addresses are usually written in “dotted quad”-notatithe four bytes are written down in decimal
(most significant byte first), separated by dots. For exam@2.199.15.99 would be a valid address.
Another way to write down IP-addresses would be as one 3Reliword, e.g. 0x84c70f63. This is not
as convenient as the dotted-quad, but quite useful at times(See below!)

Being assigned a network means nothing else but setting ebthe above-mentioned 32 address-bits to
certain values. These bits that are used for identifyingidtevork are called network-bits. The

remaining bits can be used to address hosts on that netwerieftre they are called host-bits.

Figure 22-1illustrates the separation.

Figure 22-1. IPv4-addresses are divided into more significd network- and less significant hostbits

n netbits 32-n hostbits

In the above example, the network-address is 132.199.040-{its are set to 0 in network-addresses)
and the host’s address is 15.99 on that network.

How do you know that the host’s address is 16 bit wide? Wel, ihassigned by the provider from
which you get your network-addresses. In the classlessduaain routing (CIDR) used today, host
fields are usually between as little as 2 to 16 bits wide, aadhttmber of network-bits is written after the
network address, separated by a “/”, e.g. 132.199.0.0lsghat the network in question has 16
network-bits. When talking about the “size” of a networls itsual to only talk about it as “/16", “/24”,
etc.

Before CIDR was used, there used to be four classes of neswidch one starts with a certain
bit-pattern identifying it. Here are the four classes:
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- Class A starts with “0” as most significant bit. The next sebis of a class A address identify the
network, the remaining 24 bit can be used to address hostsit®in one class A network there can
be Z2*hosts. It's not very likely that you (or your university, asrmpany, or whatever) will get a whole
class A address.

The CIDR notation for a class A network with its eight netwbits is an “/8”.

- Class B starts with “10” as most significant bits. The next itd &re used for the networks address
and the remaining 16 bits can be used to address more thaf 66686. Class B addresses are very
rarely given out today, they used to be common for compamedsiaiversities before IPv4 address
space went scarce.

The CIDR notation for a class B network with its 16 networlsh# an “/16”.

Returning to our above example, you can see that 132.199.1& 0x84c70f63, which is more
appropriate here!) is on a class B network, as 0x841069... (base 2).

Therefore, the address 132.199.15.99 can be split intotavorieaddress of 132.199.0.0 and a
host-address of 15.99.

- Class C is identified by the MSBs being “110”, allowing only62@ctually: only 254, see below) hosts
on each of the 2 possible class C networks. Class C addresses are usuailg &igsmall) companies.

The CIDR notation for a class C network with its 24 networlslistan “/24".

- There are also other addresses, starting with “111". Thessased for special purposes (e. g.
multicast-addresses) and are not of interest here.

Please note that the bits which are used for identifying #tevark-class are part of the network-address.

When separating host-addresses from network-addrekse'sigtmask” comes in handy. In this mask,
all the network-bits are set to “1”, the host-bits are “0”.uBhputting together IP-address and netmask
with a logical AND-function, the network-address remains.

To continue our example, 255.255.0.0 is a possible netntask32.199.15.99. When applying this
mask, the network-address 132.199.0.0 remains.

For addresses in CIDR notation, the number of network-iesrgalso says how many of the most
significant bits of the address must be set to “1” to get thenask for the corresponding network. For
classful addressing, every network-class has a fixed defatrhask assigned:

« Class A (/8): default-netmask: 255.0.0.0, first byte of addr 1-127
- Class B (/16): default-netmask: 255.255.0.0, first bytedafrass: 128-191
+ Class C (/24): default-netmask: 255.255.255.0, first bjeeddress: 192-223

Another thing to mention here is the “broadcast-addressielsending to this addresd], hosts on the
corresponding network will receive the message sent. Tbadwast address is characterized by having
all host-bits set to “1”.

Taking 132.199.15.99 with its netmask 255.255.0.0 agh@btoadcast-address would result in
132.199.255.255.

You'll ask now: But what if | want a host’s address to be albbid” or “1"? Well, this doesn’t work, as
network- and broadcast-address must be present! Becatlss,af class B (/16) network can contain at
most 2°-2 hosts, a class C (/24) network can hold no more tHah=2254 hosts.
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Besides all those categories of addresses, there’s thkjieaddress 127.0.0.1 which always refers to
the “local” host, i.e. if you talk to 127.0.0.1 you'll talk tpourself without starting any network-activity.
This is sometimes useful to use services installed on yoarraachine or to play around if you don’t
have other hosts to put on your network.

Let’s put together the things we've introduced in this satti

IP-address

32 bit-address, with network- and host-bits.

Network-address

IP-address with all host bits set to “0".

Netmask

32-bit mask with “1” for network- and “0” for host-bits.

Broadcast

IP-address with all host bits set “1”.

localhost's address

The local host’s IP address is always 127.0.0.1.

22.5 Subnetting and Routing

After talking so much about netmasks, network-, host- ahémaddresses, | have to admit that this is
not the whole truth.

Imagine the situation at your university, which usually hadass B (/16) address, allowing it to have up
to 2'® ~= 65534 hosts on that net. Maybe it would be a nice thing te lsdithose hosts on one single
network, but it's simply not possible due to limitations rettransport media commonly used today.

For example, when using thinwire ethernet, the maximumttengjthe cable is 185 meters. Even with
repeaters in between, which refresh the signals, this ismaagh to cover all the locations where
machines are located. Besides that, there is a maximum mohb&24 hosts on one ethernet wire, and
you'll loose quite a bit of performance if you go to this limit

So, are you hosed now? Having an address which allows maneés®@00 hosts, but being bound to
media which allows far less than that limit?

Well, of course not! :-)

The idea is to divide the “big” class B net into several smalietworks, commonly called sub-networks
or simply subnets. Those subnets are only allowed to haye254 hosts on them (i.e. you divide one
big class B network into several class C networks!).

To do this, you adjust your netmask to have more network- esslhost-bits on it. This is usually done
on a byte-boundary, but you're not forced to do it there. ®mmonly your netmask will not be
255.255.0.0 as supposed by a class B network, but it will beos255.255.255.0.

In CIDR notation, you now write a “/24” instead of the “/16” show that 24 bits of the address are used
for identifying the network and subnet, instead of the 1@ there used before.
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This gives you one additional network-byte to assign to €pblysical!) network. All the 254 hosts on
that subnet can now talk directly to each other, and you céd B&6 such class C nets. This should fit
your needs.

To explain this better, let’s continue our above examplg.@&a host 132.199.15.99 (I'll call him dusk
from now; we’ll talk about assigning hostnames later) hastaask of 255.255.255.0 and thus is on the
subnet 132.199.15.0/24. Let’s furthermore introduce soraee hosts so we have something to play
around with, se€&igure 22-2

Figure 22-2. Our demo-network

ftp
132.199.1.202

cisco
132.199.1.8

Subnet 132.199.1.0
Broadcast 132.199.1.255
Netmask 255.255.255.05

132.199.1.33

rzi
132.199.15.1

Subnet 132.199.15.0
Broadcast 132.199.15.25
2\ Netmask 255.255.255.0

132.199.15.100 132.199.15.99
dawn dusk

132.199.15.98

132.199.15.97
noon

SLIP

In the above network, dusk can talk directly to dawn, as thieybath on the same subnet. (There are
other hosts attached to the 132.199.15.0/24-subnet buaitieenot of importance for us now)

But what if dusk wants to talk to a host on another subnet?

Well, the traffic will then go through one or more gatewaysi(ess), which are attached to two subnets.
Because of this, a router always has two different addreesesfor each of the subnets it is on. The
router is functionally transparent, i.e. you don’t haveddi@ss it to reach hosts on the “other” side.
Instead, you address that host directly and the packetbvilbuted to it correctly.

Example. Let’s say dusk wants to get some files from the Idpasérver. As dusk can't reach ftp directly
(because it's on a different subnet), all its packets wilfdrevarded to its "defaultrouter" rzi
(132.199.15.1), which knows where to forward the packets.

Dusk knows the address of its defaultrouter in its netwazk (r32.199.15.1), and it will forward any
packets to it which are not on the same subnet, i.e. it wilvEod all IP-packets in which the third
address-byte isn't 15.

The (default)router then gives the packets to the apprighiast, as it's also on the FTP-server’s
network.

In this exampleall packets are forwarded to the 132.199.1.0/24-network,Igibvgrause it's the
network’s backbone, the most important part of the netwatlich carries all the traffic that passes
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between several subnets. Almost all other networks begig2499.15.0/24 are attached to the
backbone in a similar manner.

But what if we had hooked up another subnet to 132.199.14iAfead of 132.199.1.0/24? Maybe
something the situation displayedkigure 22-3

Figure 22-3. Attaching one subnet to another one

Subnet 132.199.1.0
(Backbone)

132.199.1.33

rzi
132.199.15.1

Subnet 132.199.15.C
132.199.15.2 132.199.15.9
route2 dusk
132.199.16.1

When we now want to reach a host which is located in the 132189@24-subnet from dusk, it won't
work routing it to rzi, but you'll have to send it directly toute2 (132.199.15.2). Dusk will have to know
to forward those packets to route2 and send all the othews.to r

Subnet 132.199.16:6

When configuring dusk, you tell it to forward all packets foet132.199.16.0/24-subnet to route2, and
all others to rzi. Instead of specifying this default as 188.1.0/24,132.199.2.0/24, etc., 0.0.0.0 can be
used to set the default-route.

Returning toFigure 22-2there’s a similar problem when dawn wants to send to nooighwik

connected to dusk via a serial line running. When lookindgpatiP-addresses, noon seems to be attached
to the 132.199.15.0-network, but it isn’t really. Insteddsk is used as gateway, and dawn will have to
send its packets to dusk, which will forward them to noon thére way dusk is forced into accepting
packets that aren’t destined at it but for a different hosb(r) instead is called “proxy arp”.

The same goes when hosts from other subnets want to sendrioTtogy have to send their packets to
dusk (possibly routed via rzi),

22.6 Name Service Concepts

In the previous sections, when we talked about hosts, wereeféo them by their IP-addresses. This was
necessary to introduce the different kinds of addressesrvidiking about hosts in general, it's more
convenient to give them “names”, as we did when talking abouting.

Most applications don’t care whether you give them an IP esklor a hostname. However, they'll use IP
addresses internally, and there are several methods fortthenap hostnames to IP addresses, each one
with its own way of configuration. In this section we’ll intlace the idea behind each method, in the
next chapter, we'll talk about the configuration-part.

The mapping from hostnames (and domainnames) to IP-a@drissdone by a piece of software called
the “resolver”. This is not an extra service, but some liprautines which are linked to every
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application using networking-calls. The resolver will ey to resolve (hence the name ;-) the
hostnames you give into IP addresses. BEE1034andRFC1035or details on the resolver.

(TIRL)

Hostnames are usually up to 256 characters long, and cdattrs, numbers and dashes (*-"); case is
ignored.

Just as with networks and subnets, it's possible (and dds)rto group hosts into domains and
subdomains. When getting your network-address, you ysaksib obtain a domainname by your
provider. As with subnets, it's up to you to introduce subdams. Other as with IP-addresses,
(sub)domains are not directly related to (sub)nets; fongx®a, one domain can contain hosts from
several subnets.

Figure 22-2shows this: Both subnets 132.199.1.0/24 and 132.1992¢5(8hd others) are part of the
subdomain “rz.uni-regensburg.de”. The domain the Unityecd Regensburg got from its IP-provider is
“uni-regensburg.de” (“.de” is for Deutschland, Germarly® subdomain “rz” is for Rechenzentrum,
computing center.

Hostnames, subdomain- and domainnames are separatedst{y.jott’s also possible to use more than
one stage of subdomains, although this is not very commormexample would be
fox_in.socs.uts.edu.au.

A hostname which includes the (sub)domain is also calledadualified domain name (FQDN). For
example, the IP-address 132.199.15.99 belongs to the lithsthe FQDN dusk.rz.uni-regensburg.de.

Further above | told you that the IP-address 127.0.0.1 aa@jongs to the local host, regardless what's
the “real” IP-address of the host. Therefore, 127.0.0.wsygs mapped to the name “localhost”.

The three different ways to translate hostnames into |Pemsés argetc/hosts |, the Domain Name
Service (DNS) and the Network Information Service (NIS).

22.6.1 /etc/ hosts

The first and simplest way to translate hostnames into IPesdds is by using a table telling which IP
address belongs to which hostname(s). This table is storéifile/etc/hosts  and has the following
format:

IP-address hostname [nickname [...]]
Lines starting with a hash mark«™) are treated as comments. The other lines contain one difeas
and the corresponding hostname(s).

It's not possible for a hostname to belong to several IP adth® even if | made you think so when
talking about routing. rzi for example has really two distinames for each of its two addresses: rzi and
rzia (but please don’t ask me which name belongs to whichesdiy.

Giving a host several nicknames can be convenient if you teespecify your favorite host providing a
special service with that name, as is commonly done with B&Rers. The first (leftmost) name is
usually the real (canonical) name of the host.

Besides giving nicknames, it's also convenient to give a'i@gl name (including domain) as its
canonical name, and using only its hostname (without doy@aia nickname.

Important: Theremustbe an entry mapping localhost to 127.0.0.1eie/hosts !
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22.6.2 Domain Name Service (DNS)

letc/hosts  bears an inherent problem, especially in big networks: wdrenhost is added or one
host's address changes, all teee/hosts  files on all machines have to be changed! This is not only
time-consuming, it’s also very likely that there will be semrrors and inconsistencies, leading to
problems.

Another approach is to hold only one hostnames-table (pdats) for a network, and make all the clients
query that “nameserver”. Updates will be made only on theasarver.

This is the basic idea behind the Domain Name Service (DNS).

Usually, there’s one nameserver for each domain (hence Pad)every host (client) in that domain
knows which domain it is in and which hameserver to queryt®domain.

When the DNS gets a query about a host which is not in its dontainll forward the query to a DNS

which is either the DNS of the domain in question or knows WHIXNS to ask for the specified domain.
If the DNS forwarded the query doesn’t know how to handlé ivill forward that query again to a DNS
one step higher. This is not ad infinitum, there are seveoalt"rservers, which know about any domain.

SeeChapter 25or details on DNS.

22.6.3 Network Information Service (NIS/YP)

Yellow Pages (YP) was invented by Sun Microsystems. The rfeaadeen changed into Network
Information Service (NIS) because YP was already a tradeofahe British telecom. So, when I'm
talking about NIS you'll know what | mean. ;-)

There are quite some configuration files on a Unix-systempéted it's desired to maintain only one set
of those files for a couple of hosts. Those hosts are grouggdtter in a NIS-domain (which hasthing
to do with the domains built by using DNS!) and are usuallytaored in one workstation cluster.

Examples for the config-files shared among those hostetargasswd , /etc/group  and - last but
not least Jetc/hosts

So, you can “abuse” NIS for getting a uniqgue name-to-adetrasslation on all hosts throughout one
(NIS-)domain.

There’s only one drawback, which prevents NIS from actuladijng used for that translation: In contrast
to the DNS, NIS provides no way to resolve hostnames whichatré the hosts-table. There’s no hosts
“one level up” which the NIS-server can query, and so theslation will fail! Suns NIS+ takes measures
against that problem, but as NIS+ is only available on Selsyistems, this is of little use for us now.

Don’t get me wrong: NIS is a fine thing for managing e.g. uséofimation (etc/passwd , ...) in
workstation-clusters, it's simply not too useful for regaly hostnames.

22.6.4 Other

The name resolving methods described above are what’s osetianly today to resolve hostnames into
IP addresses, but they aren’t the only ones. Basicallyyaamabase mechanism would do, but none is
implemented in NetBSD. Let’s have a quick look what you magaemter.

With NIS lacking hierarchy in data structures, NIS+ is irded to help out in that field. Tables can be
setup in a way so that if a query cannot be answered by a dosrsgnver, there can be another domain
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“above” that might be able to do so. E.g. you could choose te lhadomain that lists all the hosts (users,
groups, ...) that are valid in the whole company, one thahdsfihe same for each division, etc. NIS+ is
not used a lot today, even Sun went back to ship back NIS bytlefa

Last century, the X.500 standard was designed to accommbd#i simple databases lik&c/hosts

as well as complex, hierarchical systems as can be fountheDiNS today. X.500 wasn’t really a
success, mostly due to the fact that it tried to do too mucheasame time. A cut-down version is
available today as the Lightweight Directory Access ProtdcDAP), which is becoming popular in the
last years to manage data like users but also hosts and attsensll to medium sized organisations.

22.7 Next generation Internet protocol - IPv6

22.7.1 The Future of the Internet

According to experts, the Internet as we know it will face a@es problem in a few years. Due to its
rapid growth and the limitations in its design, there willdpoint at which no more free addresses are
available for connecting new hosts. At that point, no mong meb servers can be set up, no more users
can sign up for accounts at ISPs, no more new machines carnupetsaccess the web or participate in
online games - some people may call this a serious problem.

Several approaches have been made to solve the problemy Aagular one is to not assign a
worldwide unique address to every user’'s machine, but rathessign them “private” addresses, and
hide several machines behind one official, globally unicidress. This approach is called “Network
Address Translation” (NAT, also known as IP Masqueradilidg)as problems, as the machines hidden
behind the global address can’t be addressed, and as aakthidt, opening connections to them - which
is used in online gaming, peer to peer networking, etc. - ipnesible. For a more in-depth discussion
of the drawbacks of NAT, seRFC3027

A different approach to the problem of internet addressésgescarce is to abandon the old Internet
protocol with its limited addressing capabilities, and aseew protocol that does not have these
limitations. The protocol - or actually, a set of protocoissed by machines connected to form today’s
Internet is know as the TCP/IP (Transmission Control Praltdoternet Protocol) suite, and version 4
currently in use has all the problems described above. Binigdto a different protocol version that does
not have these problems of course requires for a 'bettesierito be available, which actually is.
Version 6 of the Internet Protocol (IPv6) does fulfill any pitide future demands on address space, and
also addresses further features such as privacy, encnyptial better support of mobile computing.

Assuming a basic understanding of how today’s IPv4 works,téxt is intended as an introduction to the
IPv6 protocol. The changes in address formats and nameutesoare covered. With the background
given hereSection 23.9vill show how to use IPv6 even if your ISP doesn't offer it bynga simple yet
efficient transition mechanism called 6to4. The goal is tioogdine with IPv6, giving example
configuration for NetBSD.

22.7.2 What good is IPv6?

When telling people to migrate from IPv4 to IPv6, the queastiou usually hear is “why?”. There are
actually a few good reasons to move to the new version:
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- Bigger address space
« Support for mobile devices

- Built-in security

22.7.2.1 Bigger Address Space

The bigger address space that IPv6 offers is the most obeithencement it has over IPv4. While
today’s internet architecture is based on 32-bit wide agkbrg, the new version has 128 bit available for
addressing. Thanks to the enlarged address space, warkelrtike NAT don’t have to be used any
more. This allows full, unconstrained IP connectivity foday’s IP based machines as well as upcoming
mobile devices like PDAs and cell phones will benefit from fBlaccess through GPRS and UMTS.

22.7.2.2 Mobility

When mentioning mobile devices and IP, another importainttfio note is that some special protocol is
needed to support mobility, and implementing this proteaalled “Mobile IP” - is one of the
requirements for every IPv6 stack. Thus, if you have IPvéigoyou have support for roaming between
different networks, with everyone being updated when yaudeone network and enter the other one.
Support for roaming is possible with IPv4 too, but there aneimber of hoops that need to be jumped in
order to get things working. With IPv6, there’s no need fas,tas support for mobility was one of the
design requirements for IPv6. SBEC3024for some more information on the issues that need to be
addressed with Mobile IP on IPv4.

22.7.2.3 Security

Besides support for mobility, security was another requést for the successor to today’s Internet
Protocol version. As a result, IPv6 protocol stacks areirequo include IPsec. IPsec allows
authentication, encryption and compression of any IP trdffnlike application level protocols like SSL
or SSH, all IP traffic between two nodes can be handled, withdjusting any applications. The benefit
of this is that all applications on a machine can benefit frocrgption and authentication, and that
policies can be set on a per-host (or even per-network) bas@er application/service. An introduction
to IPsec with a roadmap to the documentation can be fouRdF©2411 the core protocol is described
in RFC2401

22.7.3 Changes to IPv4

After giving a brief overview of all the important featureslBv6, we’ll go into the details of the basics
of IPv6 here. A brief understanding of how IPv4 works is assdnand the changes in IPv6 will be
highlighted. Starting with IPv6 addresses and how theygii¢ sp we’ll go into the various types of
addresses there are, what became of broadcasts, thenisdiesging the IP layer go into changes for
name resolving and what's new in DNS for IPv6.

22.7.3.1 Addressing

An IPv4 address is a 32 bit value, that's usually written inttdd quad” representation, where each
“quad” represents a byte value between 0 and 255, for example
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127.0.0.1

This allows a theoretical number o?dr ~4 billion hosts to be connected on the internet today. Due
grouping, not all addresses are available today.

IPv6 addresses use 128 bit, which results'fitheoretically addressable hosts. This allows for a Really
Big number of machines to addressed, and it sure fits all @fjtsadequirements plus all those nifty
PDAs and cell phones with IP phones in the near future withoytsweat. When writing IPv6
addresses, they are usually divided into groups of 16 bitsenras four hex digits, and the groups are
separated by colons. An example is:

fe80::2a0:d2ff:fea5:e9f5

This shows a special thing - a number of consecutive zerobeabreviated by a single “::” once in the
IPv6 address. The above address is thus equivalent to f880000:2a0:d2ff:-fea5:e9f5 - leading zeros
within groups can be omitted, and only one “::” can be useditPa6 address.

To make addresses manageable, they are split in two paiitsh ate the bits identifying the network a
machine is on, and the bits that identify a machine on a (®ibjrk. The bits are known as netbits and
hostbits, and in both IPv4 and IPv6, the netbits are the™/lafbst significant bits of an IP address, and
the host bits are the “right”, least significant bits, as shawigure 22-4

Figure 22-4. IPv6-addresses are divided into more significa network- and less significant hostbits,
too

n netbits 128-n hostbits

In IPv4, the border is drawn with the aid of the netmask, witiah be used to mask all net/host bits.
Typical examples are 255.255.0.0 that uses 16 bit for adifig$he network, and 16 bit for the machine,
or 255.255.255.0 which takes another 8 bit to allow addngs®b6 subnets on e.g. a class B net.

When addressing switched from classful addressing to CliRiRng, the borders between net and host
bits stopped being on 8 bit boundaries, and as a result theas&s started looking ugly and not really
manageable. As a replacement, the number of network biteid for a given address, to denote the
border, e.g.

10.0.0.0/24
is the same as a netmask of 255.255.255.0 (24 1-bits). The sameme is used in IPv6:
2001:638:a01:2::/64

tells us that the address used here has the first (leftmosif6dsed as the network address, and the last
(rightmost) 64 bits are used to identify the machine on thevakk. The network bits are commonly
referred to as (network) “prefix”, and the “prefixlen” herewiw be 64 bits.

Common addressing schemes found in IPv4 are the (old) classlBlass C nets. With a class C
network (/24), you get 24 bits assigned by your provider,iatehves 8 bits to be assigned by you. If
you want to add any subnetting to that, you end up with “unémetmasks that are a bit nifty to deal
with. Easier for such cases are class B networks (/16), wdnithhave 16 bits assigned by the provider,
and that allow subnetting, i.e. splitting of the rightmoit§ linto two parts. One to address the on-site
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subnet, and one to address the hosts on that subnet. Ushialig, done on byte (8 bit) boundaries.
Using a netmask of 255.255.255.0 (or a /24 prefix) allowslflexnanagement even of bigger networks
here. Of course there is the upper limit of 254 machines panet)and 256 subnets.

With 128 bits available for addressing in IPv6, the schemmaroonly used is the same, only the fields
are wider. Providers usually assign /48 networks, whiclded 6 bits for a subnetting and 64 hostbits.

Figure 22-5. IPv6-addresses have a similar structure to cks B addresses

IPva: | 1dbn \Sbn\Sbn

IPV6: | : : 4gbn : : \ 16bn \ : : : 64bn

Provider—assigned network—bits

Self-assigned subnet-bits

D Host-bits

Now while the space for network and subnets here is prettyhmkcusing 64 bits for addressing hosts
seems like a waste. It's unlikely that you will want to haveesal billion hosts on a single subnet, so
what is the idea behind this?

The idea behind fixed width 64 bit wide host identifiers is tihaty aren’t assigned manually as it's
usually done for IPv4 nowadays. Instead, IPv6 host addsesserecommended (not mandatory!) to be
built from so-called EUI64 addresses. EUI64 addressesas¢he name says - 64 bit wide, and derived
from MAC addresses of the underlying network interface. Eagethernet, the 6 byte (48 bit) MAC
address is usually filled with the hex bits “fffe” in the migéddnd a bit is set to mark the address as
unigue (which is true for Ethernet), e.g. the MAC address

01:23:45:67:89:ab

results in the EUI64 address

03:23:45:ff:fe:67:89:ab

which again gives the host bits for the IPv6 address as
::0323:45ff:fe67:89ab

These host bits can now be used to automatically assign & sses to hosts, which supports
autoconfiguration of IPv6 hosts - all that's needed to getrapiete IPv6 address is the first (net/subnet)
bits, and IPv6 also offers a solution to assign them autaaldyi

When on a network of machines speaking IP, there’s usualyroater which acts as the gateway to
outside networks. In IPv6 land, this router will send “rawevertisement” information, which clients

are expected to either receive during operation or to salmbin system startup. The router advertisement
information includes data on the router’s address, andwhidttress prefix it routes. With this

information and the host-generated EUI64 address, an f@gbean calculate its IP address, and there is
no need for manual address assignment. Of course routeresiil some configuration.
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The router advertisement information they create are faineoNeighbor Discovery Protocol (NDP, see
RFC246), which is the successor to IPv4’s ARP protocol. In conttagtRP, NDP does not only do
lookup of IPv6 addresses for MAC addresses (the neighbimitstilon/advertisement part), but also does
a similar service for routers and the prefixes they servechvisiused for autoconfiguration of IPv6 hosts
as described in the previous paragraph.

22.7.3.2 Multiple Addresses

In IPv4, a host usually has one IP address per network iedaeven per machine if the IP stack
supports it. Only very rare applications like web servessittan machines having more than one IP
address. In IPv6, this is different. For each interfacerglienot only a globally unique IP address, but
there are two other addresses that are of interest: Thedodt Address, and the site local address. The
link local address has a prefix of fe80::/64, and the hostsasuilt from the interface’s EUI64 address.
The link local address is used for contacting hosts and reatethe same network only, the addresses
are not visible or reachable from different subnets. If wdnthere’s the choice of either using global
addresses (as assigned by a provider), or using site lode¢sgks. Site local addresses are assigned the
network address fec0::/10, and subnets and hosts can besaddrjust as for provider-assigned
networks. The only difference is, that the addresses wilbeovisible to outside machines, as these are
on a different network, and their “site local” addressesiaedifferent physical net (if assigned at all).
As with the 10/8 network in IPv4, site local addresses candeel ubut don’t have to. For IPv6 it's most
common to have hosts assigned a link-local and a global IReaddSite local addresses are rather
uncommon today, and are no substitute for globally uniquisesses if global connectivity is required.

22.7.3.3 Multicasting

In IP land, there are three ways to talk to a host: unicasgdrast and multicast. The most common one
is by talking to it directly, using its unicast address. In4Pthe unicast address is the “normal” IP
address assigned to a single host, with all address bigreski The broadcast address used to address all
hosts in the same IP subnet has the network bits set to thereaddress, and all host bits set to “1”
(which can be easily done using the netmask and some bittigesa Multicast addresses are used to
reach a number of hosts in the same multicast group, whiclheanachines spread over the whole
internet. Machines must join multicast groups explicityparticipate, and there are special IPv4
addresses used for multicast addresses, allocated fro22#18& subnet. Multicast isn’'t used very much

in IPv4, and only few applications like the MBone audio andiea broadcast utilities use it.

In IPv6, unicast addresses are used the same as in IPv4,prssuhere - all the network and host bits
are assigned to identify the target network and machineadirasts are no longer available in IPv6 in the
way they were in IPv4, this is where multicasting comes id&ypAddresses in the ff::/8 network are
reserved for multicast applications, and there are twoiapeuwlticast addresses that supersede the
broadcast addresses from IPv4. One is the “all routers”ioasit address, the others is for “all hosts”.
The addresses are specific to the subnet, i.e. a router dedrtedwo different subnets can address all
hosts/routers on any of the subnets it's connected to. Addsehere are:

. ffOX::1 for all hosts and

. ff0X::2 for all routers,
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where X" is the scope ID of the link here, identifying the network.uadly this starts from “1” for the

“node local” scope, “2” for the first link, etc. Note that ifgerfectly ok for two network interfaces to be
attached to one link, thus resulting in double bandwidth:

Figure 22-6. Several interfaces attached to a link result ironly one scope ID for the link

node

~<— 200MBps

One use of the “all hosts” multicast is in the neighbor stditon code of NDP, where any machine that
wants to communicate with another machine sends out a remutbe “all hosts” group, and the
machine in question is expected to respond.

22.7.3.4 Name Resolving in IPv6

After talking a lot about addressing in IPv6, anyone stillheill hope that there’s a proper way to
abstract all these long & ugly IPv6 addresses with some rosénlames as one can do in IPv4, and of
course there is.

Hostname to IP address resolving in IPv4 is usually done éadithree ways: using a simple table in
letc/hosts  , by using the Network Information Service (NIS, formerly )Yét via the Domain Name
System (DNS).

As of this writing, NIS/NIS+ over IPv6 is currently only aValble on Solaris 8, for both database
contents and transport, using a RPC extension.

Having a simple address<->name map lide/hosts  is supported in all IPv6 stacks. With the KAME
implementation used in NetBSEktc/hosts  contains IPv6 addresses as well as IPv4 addresses. A
simple example is the “localhost” entry in the default NefBistallation:

127.0.0.1 localhost
1 localhost

For DNS, there are no fundamentally new concepts. IPv6 naswwving is done with AAAA records
that - as the name implies - point to an entity that’s four srtree size of an A record. The AAAA record
takes a hostname on the left side, just as A does, and on thtesiitp there’s an IPv6 address, e.g.

noon IN AAAA 3ffe:400:430:2:240:95ff:fe40:4385

For reverse resolving, IPv4 uses the in-addr.arpa zonehelogy that it writes the bytes (in decimal) in
reversed order, i.e. more significant bytes are more rigittIFv6 this is similar, only that hex digits
representing 4 bits are used instead of decimal numberghandsource records are also under a
different domain, ip6.int.

So to have the reverse resolving for the above host, you wautlghto your/etc/named.conf
something like:

zone "0.3.4.0.0.0.4.0.e.f.f.3.IP6.INT" {
type master;
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file "db.reverse";

I3
and in the zone file db.reverse you put (besides the usualdztike SOA and NS):

5.8.3.4.0.4.e.f.££5.9.0.4.2.0.2.0.0.0 IN PTR noon.ip v6.example.com.

The address is reversed here, and written down one hex #githe other, starting with the least
significant (rightmost) one, separating the hex digits witks, as usual in zone files.

One thing to note when setting up DNS for IPv6 is to take catb®DNS software version in use.

BIND 8.x does understand AAAA records, but it does not off@me resolving via IPv6. You need

BIND 9.x for that. Beyond that, BIND 9.x supports a numberegaurce records that are currently being
discussed but not officially introduced yet. The most naide one here is the A6 record which allows
easier provider/prefix changing.

To sum up, this section talked about the technical diffeesrimtween IPv4 and IPv6 for addressing and
name resolving. Some details like IP header options, QoSlewd were deliberately left out to not
make this document more complex than necessary.
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Setting up TCP/IP on NetBSD In

practice

23.1 A walk through the kernel configuration

Before we dive into configuring various aspects of netwotlsewe want to walk through the necessary
bits that have to or can be present in the kernel.Geapter 3¥or more details on compiling the kernel,
we will concentrate on the configuration of the kernel here.Will take the i386/GENERIC config file

as an example here. Config files for other platforms shoultbdosimilar information, the comments in
the config files give additional hints. Besides the informatjiven here, each kernel option is also
documented in the options(4) manpage, and there is usualbnpage for each driver too, e.g. tip(4).

The first line of each config file shows the version. It can beldse&eompare against other versions via
CVS, or when reporting bugs.

options NTP # NTP phase/frequency locked loop

If you want to run the Network Time Protocol (NTP), this optican be enabled for maximum precision.
If the option is not present, NTP will still work. See ntpd{8) more information.

file-system NFS # Network File System client

If you want to use another machine’s hard disk via the Netvwrlek System (NFS), this option is needed.
Section 28.3ives more information on NFS.

options NFSSERVER # Network File System server

This option includes the server side of the NFS remote fileisarotocol. Enable if you want to allow
other machines to use your hard diSlection 28.Xontains more information on NFS.

#options GATEWAY # packet forwarding

If you want to setup a router that forwards packets betweemarks or network interfaces, setting this
option is needed. If doesn’t only switch on packet forwagdiout also increases some buffers. See
options(4) for details.

options INET # IP + ICMP + TCP + UDP

This enables the TCP/IP code in the kernel. Even if you doatituse networking, you will still need
this for machine-internal communication of subsystems tie X Window System. See inet(4) for more
details.
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options INET6 # IPV6

If you want to use IPv6, this is your option. If you don’t waRM6, which is part of NetBSD since the
1.5 release, you can remove/comment out that option. Seedt@{4) manpage arBection 22.7or
more information on the next generation Internet protocol.

#options IPSEC # IP security

Includes support for the IPsec protocol, including key aolicy management, authentication and
compression. This option can be used without the previotie@fNET®6, if you just want to use IPsec
with IPv4, which is possible. See ipsec(4) for more inforiorat

#options IPSEC_ESP # IP security (encryption part; define w /IPSEC)

This option is needed in addition to IPSEC if encryption isweal in IPsec.
#options MROUTING # IP multicast routing

If multicast services like the MBone services should beedythis option needs to be included. Note
that the routing itself is controlled by the mrouted(8) daam

options NS # XNS
#options NSIP # XNS tunneling over IP

These options enable the Xerox Network Systems(TM) prdtacaily. It's not related to the TCP/IP
protocol stack, and in rare use today. The ns(4) manpagehas details.

options ISO,TPIP # OSI
#options EON # OSI tunneling over IP

These options include the OSI protocol stack, which wasfsaid long time to be the future of
networking. It's mostly history these days. :-) See thed3afanpage for more information.

options CCITT,LLC,HDLC # X.25

These options enable the X.25 protocol set for transmissidiata over serial lines. It is/was used
mostly in conjunction with the OSI protocols and in WAN netking.

options NETATALK # AppleTalk networking protocols

Include support for the AppleTalk protocol stack. Userlaedver programs are needed to make use of
that. See pkgsrc/net/netatalk and pkgsrc/net/netatalk-for such packages. More information on the
AppleTalk protocol and protocol stack are available in ttak@4) manpage.

options PPP_BSDCOMP # BSD-Compress compression support fo r PPP
options PPP_DEFLATE # Deflate compression support for PPP
options PPP_FILTER # Active filter support for PPP (require s bpf)

These options tune various aspects of the Point-to-Poitdpol. The first two determine the
compression algorithms used and available, while the tirilenables code to filter some packets.

options PFIL_HOOKS # pfil(9) packet filter hooks
options IPFILTER_LOG # ipmon(8) log support
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These options enable firewalling in NetBSD, using IPfiltere $he ipf(4) and ipf(8) manpages for more
information on operation of IPfilter, arSection 23.5.%or a configuration example.

# Compatibility with 4.2BSD implementation of TCP/IP. Not r ecommended.
#options TCP_COMPAT 42

This option is only needed if you have machines on the netwaakstill run 4.2BSD or a network stack
derived from it. If you've got one or more 4.2BSD-systems onnynetwork, you've to pay attention to
set the right broadcast-address, as 4.2BSD has a bug irtwenkéng code, concerning the broadcast
address. This bug forces you to set all host-bits in the lmastedaddress to “0”. The TCP_COMPAT_42
option helps you ensuring this.

options NFS_BOOT_DHCP,NFS_BOOT_BOOTPARAM

These options enable lookup of data via DHCP or the BOOTPARAMocol if the kernel is told to use
a NFS root file system. See the diskless(8) manpage for mfneriation.

# Kernel root file system and dump configuration.

config netbsd root on ? type ?
#config netbsd root on sdOa type ffs
#config netbsd root on ? type nfs

These lines tell where the kernel looks for its root file sgstand which filesystem type it is expected to
have. If you want to make a kernel that uses a NFS root filesysta the tIpO interface, you can do this
with “root on tlp0 type nfs ".If a ? is used instead of a device/type, the kernel tries to figuee on
out on its own.

# ISA serial interfaces

comO at isa? port 0x3f8 irq 4 # Standard PC serial ports
coml at isa? port 0x2f8 irq 3
com2 at isa? port 0x3e8 irq 5

If you want to use PPP or SLIP, you will need some serial (cart@rfaces. Others with attachment on
USB, PCMCIA or PUC will do as well.

# Network Interfaces

This rather long list contains all sorts of network drivé?lease pick the one that matches your hardware,
according to the comments. For most drivers, there’s alsaraual page available, e.g. tip(4), ne(4), etc.

# MII/PHY support

This section lists media independent interfaces for ndtwards. Pick one that matches your hardware.
If in doubt, enable them all and see what the kernel pickstis&enii(4) manpage for more information.

# USB Ethernet adapters

aue * at uhub? port ? # ADMtek AN986 Pegasus based adapters
cue * at uhub? port ? # CATC USB-EL1201A based adapters
kue * at uhub? port ? # Kawasaki LS| KL5KUSB101B based adapters

USB-ethernet adapters only have about 2MBit/s bandwidththey are very convenient to use. Of
course this needs other USB related options which we wonkicbere, as well as the necessary
hardware. See the corresponding manpages for more infiomat
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# network pseudo-devices
pseudo-device bpfilter 8 # Berkeley packet filter

This pseudo-device allows sniffing packets of all sorts.iéeded for tcpdump, but also rarpd and some
other applications that need to know about network traffée Bpf(4) for more information.

pseudo-device ipfilter # IP filter (firewall) and NAT

This one enables the IPfilter’'s packet filtering kernel ifstee used for firewalling, NAT (IP
Masquerading) etc. See ipf(4) aBection 23.5.for more information.

pseudo-device loop # network loopback

This is the “lo0” software loopback network device which ged by some programs these days, as well
as for routing things. It should not be omitted. See lo(4)fare detalils.

pseudo-device ppp 2 # Point-to-Point Protocol

If you want to use PPP either over a serial interface or etidRPPOE), you will need this option. See
ppp(4) for details on this interface.

pseudo-device sl 2 # Serial Line IP

Serial Line IP is a simple encapsulation for IP over (wellejial lines. It does not include negotiation of
IP addresses and other options, which is the reason thabit® widespread use today any more. See
sl(4).

pseudo-device  strip 2 # Starmode Radio IP (Metricom)

If you happen to have one of the old Metricom Ricochet packeiorwireless network devices, use this
pseudo-device to use it. See the strip(4) manpage for ddtimformation.

pseudo-device  tun 2 # network tunneling over tty

This network device can be used to tunnel network packetslevie file /dev/tun  «. Packets routed
to the tunO interface can be read framav/tun0 , and data written tédev/tun0  will be sent out the
tun0 network interface. This can be used to implement e.& ating in userland. See tun(4) for
details.

pseudo-device  gre 2 # generic L3 over IP tunnel

The GRE encapsulation can be used to tunnel arbitrary lapackets over IP, e.g. to implement VPNs.
See gre(4) for more.

pseudo-device ipip 2 # IP Encapsulation within IP (RFC 2003)

Another IP-in-IP encapsulation device, with a different@psulation format. See the ipip(4) manpage
for details.

pseudo-device  gif 4 # IPv[46] over IPv[46] tunnel (RFC 1933)
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Using the GIF interface allows to tunnel e.g. IPv6 over IRvAich can be used to get IPv6 connectivity
if no IPv6-capable uplink (ISP) is available. Other mixe®pérations are possible, too. See the gif(4)
manpage for some examples.

#pseudo-device faith 1 # IPv[46] tcp relay translation i/f

The faith interface captures IPv6 TCP traffic, for implenweguserland IPv6-to-1Pv4 TCP relays e.g.
for protocol transitions. See the faith(4) manpage for nu@tails on this device.

#pseudo-device  stf 1 # 6tod IPv6 over IPv4 encapsulation

This adds a network device that can be used to tunnel IPv6lBvérwithout setting up a configured
tunnel before. The source address of outgoing packetsiosritee IPv4 address, which allows routing
replies back via IPv4. See the stf(4) manpage &ection 23.9or more details.

pseudo-device  vlan # IEEE 802.1q encapsulation

This interface provides support for IEEE 802.1Q Virtual L&Nvhich allows tagging Ethernet frames
with a “vlan” ID. Using properly configured switches (thasalhave to support VLAN, of course), this
can be used to build virtual LANs where one set of machinesmosee traffic from the other (broadcast
and other). The vlan(4) manpage tells more about this.

23.2 Overview of the network configuration files

The following is a list of the files used to configure the netvdihe usage of these files, some of which
have already been met the first chapters, will be describ#tkifollowing sections.

/etc/hosts
Local hosts database file. Each line contains informatiganging a known host and contains the
internet address, the host’'s name and the aliases. Smathrkstcan be configured using only the
hosts file, without amame server

/etc/resolv.conf
This file specifies how the routines which provide accesseddrternet Domain Name System
should operate. Generally it contains the addresses ofdine Iservers.

/etc/ifconfig.xxx

This file is used for the automatic configuration of the netwneard at boot.

/etc/mygate

Contains the IP address of the gateway.

/etc/nsswitch.conf

Name service switch configuration file. It controls how a psxlooks up various databases
containing information regarding hosts, users, grous,Sjtecifically, this file defines the order to
look up the databases. For example, the line:

hosts: files dns
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specifies that the hosts database comes from two softiteséthe local/etc/hosts  file) and
DNS (the Internet Domain Name System) and that the local filesearched before the DNS.

It is usually not necessary to modify this file.

23.3 Connecting to the Internet with a modem

There are many types of Internet connections: this sectiptams how to connect to a provider using a
modem over a telephone line using the PPP protocol, a verynmmsetup. In order to have a working
connection, the following steps must be done:

Get the necessary information from the provider.

Edit the file/etc/resolv.conf and checketc/nsswitch.conf

Create the directoridstc/ppp  and/etc/ppp/peers if they don't exist.
Create the connection script, the chat file and the pppdroptile.

o & 0 Do

Created the user-password authentication file.

Judging from the previous list it looks like a complicatedgedure that requires a lot of work. Actually,
the single steps are very easy: it's just a matter of modifyaneating or simply checking some small
text files. In the following example it will be assumed that thodem is connected to the second serial
port/devitty0l ~ (COM2 in DOS).

A few words on the difference betweeom COM andtty. For NetBSD, “com” is the name of the serial
port driver (the one that is displayed Hynesg and “tty” is the name of the port. Since numbering starts
at 0, comO is the driver for the first serial port, named tty@@he DOS world, instead, COML1 refers to
the first serial port (usually located at 0x3f8), COM2 to teeand, and so on. Therefore COM1 (DOS)
corresponds tadevitty0o0  (NetBSD).

Besides external modems connected to COM ports (Ugivgtty0[012] on i386,/devi/tty[ab]
on sparc, ...) modems on USRIév/ttyU =) and pcmcia/cardbugdev/tty0[012] ) can be used.

23.3.1 Getting the connection information

The first thing to do is ask the provider the necessary inftiondor the connection, which means:

« The phone number of the nearest POP.
« The authentication method to be used.
- The username and password for the connection.

- The IP addresses of the name servers.

23.3.2resol v. conf and nsswi t ch. conf

The/etc/resolv.conf file must be configured using the information supplied by tfvjdler,
especially the addresses of the DNS. In this example the t® Dill be “194.109.123.2” and
“191.200.4.52".
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Example 23-1.r esol v. conf

nameserver 194.109.123.2
nameserver 191.200.4.52

And now an example of thietc/nsswitch.conf file.

Example 23-2.nsswi t ch. conf

# letc/nsswitch.conf

group: compat

group_compat: nis

hosts: files dns

netgroup: files [notfound=return] nis
networks: files

passwd: compat
passwd_compat: nis

shells: files

The defaults of doing hostname lookups kd&/hosts  followed by the DNS works fine and there’s
usually no need to modify this.

23.3.3 Creating the directories for pppd

The directoriegetc/ppp  and/etc/ppp/peers will contain the configuration files for the PPP
connection. After a fresh install of NetBSD they don't exdsd must be created (chmod 700).

# nkdir /etc/ppp
# nkdir /etc/ppp/peers

23.3.4 Connection script and chat file

The connection script will be used as a parameter on the pppd@nd line; it is located in
letc/ppp/peers and has usually the name of the provider. For example, if theiger's name is

BigNet and your user name for the connection to the provilafan, an example connection script could
be:

Example 23-3. Connection script

# letc/ppp/peers/bignet

connect ’'/usr/shin/chat -v -f /etc/ppp/peers/bignet.cha t
noauth

user alan

remotename bignet.it

In the previous example, the script specifieshat fileto be used for the connection. The options in the
script are detailed in the pppd(8) man page.
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Note: If you are experiencing connection problems, add the following two lines to the connection
script

debug
kdebug 4

You will get a log of the operations performed when the system tries to connect. See pppd(8),
syslog.conf(5).

The connection script calls the chat application to deah Wit physical connection (modem
initialization, dialing, ...) The parameters to chat carspecified inline in the connection script, but it is
better to put them in a separate file. If, for example, thepted@me number of the POP to call is 02
99999999, an example chat script could be:

Example 23-4. Chat file

# letc/ppp/peers/bignet.chat
ABORT BUSY

ABORT "NO CARRIER"
ABORT "NO DIALTONE"
" ATDT0299999999
CONNECT ”

Note: If you have problems with the chat file, you can try connecting manually to the POP with the
cu(1) program and verify the exact strings that you are receiving.

23.3.5 Authentication

During authentication each of the two systems verifies teatity of the other system, although in
practice you are not supposed to authenticate the provwideonly to be verified by him, using one of
the following methods:

- PAP/CHAP
- login

Most providers use a PAP/CHAP authentication.

23.3.5.1 PAP/CHAP authentication

The authentication information (speak: password) is storehe/etc/ppp/pap-secrets for PAP
and in/etc/ppp/chap-secrets for CHAP. The lines have the following format:

user * password
For example:

alan * pZY9o
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For security reasons thpap-secrets  andchap-secrets  files should be owned bpot and have
permissions “600".

chown root /etc/ppp/pap-secrets
chown root /etc/ppp/chap-secrets
chnod 600 /etc/ppp/ pap-secrets
chnod 600 /etc/ppp/chap-secrets

H oH H

23.3.5.2 Login authentication

This type of authentication is not widely used today; if theypder uses login authentication, user name
and password must be supplied in the chat file instead of tiREEGAAP files, because the chat file
simulates an interactive login. In this case, set up apmtgppermissions for the chat file.

The following is an example chat file with login authentioati

Example 23-5. Chat file with login

# letc/ppp/peers/bignet.chat
ABORT BUSY

ABORT "NO CARRIER"
ABORT "NO DIALTONE"
" ATDT0299999999
CONNECT "~

TIMEOUT 50

ogin: alan

ssword: pZY9o

23.3.6 pppd options

The only thing left to do is the creation of tipppd options file, which igetc/ppp/options (chmod
644).

Example 23-6./ et ¢/ ppp/ opt i ons

/dev/tty01
lock

crtscts
57600
modem
defaultroute
noipdefault

Check the pppd(8) man page for the meaning of the options.
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23.3.7 Testing the modem

Before activating the link it is a good idea to make a quick eradest, in order to verify that the
physical connection and the communication with the modemksvd-or the test the cu(1) program can
be used, as in the following example.

1. Create the filéetc/uucp/port with the following lines:

type modem
port modem
device /dev/tty01
speed 115200

(substitute the correct device in place/ddv/tty0l ).
2. Write the commandu -p modemto start sending commands to the modem. For example:

# cu -p nmodem
Connected.

ATZ

OK

Disconnected.
#

In the previous example the reset command (ATZ) was sentetotidem, which replied with OK:
the communication works. To exit cu(1), writg(tilde) followed by. (dot), as in the example.

If the modem doesn’t work, check that it is connected to thresmb port (i.e. you are using the right port
with cu(1). Cables are a frequent cause of trouble, too.

When you start cu(1) and a message saying “Permission deappéars, check who is the owner of the
/devitty  ## device, it must be "uucp". For example:

$ Is -1 /dev/tty00
Crw------- 1 uucp wheel 8, 0 Mar 22 20:39 /dev/tty00

If the owner is root, the following happens:

$ Is -1 /dev/tty00

CIrW------- 1 root wheel 8, 0 Mar 22 20:39 /dev/tty00
$ cu -p nodem

cu: open (/dev/tty00): Permission denied

cu: All matching ports in use

23.3.8 Activating the link

At last everything is ready to connect to the provider with thllowing command:
# pppd call bignet

wherebignet is the name of the already described connection script. &dtmeconnection messages of
pppd, give the following command:
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# tail -f /[var/log/nessages

To disconnect, do kill -HUP of pppd.

# pkill -HUP pppd

23.3.9 Using a script for connection and disconnection

When the connection works correctly, it's time to write a pleuof scripts to avoid repeating the
commands every time. These two scripts can be named, forg&gmp-start ~ andppp-stop

ppp-start  is used to connect to the provider:

Example 23-7.ppp- st art

#!/bin/sh

MODEM-=tty01

POP=bignet

if [ -f /var/spool/lock/LCK..$MODEM ]; then
echo ppp is already running...

else

pppd call $POP

tail -f /var/log/messages

fi

ppp-stop is used to close the connection:

Example 23-8.ppp- st op

#!/bin/sh

MODEM=tty01

if [ -f /var/spool/lock/LCK..$MODEM 1]; then
echo -f killing pppd...

kill -HUP ‘cat /var/spool/lock/LCK..$MODEM’
echo done

else

echo ppp is not active

fi

The two scripts take advantage of the fact that whygpd is active, it creates the fileCK..tty01  in the
Ivar/spool/lock directory. This file contains the process Ipid) of thepppd process.

The two scripts must be executable:

# chnmod u+x ppp-start ppp-stop
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23.3.10 Running commands after dialin

If you find yourself to always run the same set of commands gawhyou dial in, you can put them in a
script/etc/ppp/ip-up which will be called by pppd(8) after successful dial-inkéwise, before the
connection is closed dowrgtc/ppp/ip-down is executed. Both scripts are expected to be executable.
See pppd(8) for more details.

23.4 Creating a small home network

Networking is one of the main strengths of Unix and NetBSDdsrception: networking is both
powerful and easy to set up and inexpensive too, becauseitheo need to buy additional software to
communicate or to build a serv&ection 23.%xplains how to configure a NetBSD machine to act as a
gateway for a network: with IPNAT all the hosts of the netwodk reach the Internet with a single
connection to a provider made by the gateway machine. Thetbimg to be checked before creating the
network is to buy network cards supported by NetBSD (cheekNBTALL. * files for a list of

supported devices).

First, the network cards must be installed and connectedhtdaswitch or directly (seEigure 23-).

Next, check that the network cards are recognized by theskestudying the output of thémesg
command. In the following example the kernel recognizedeszity an NE200O0 clone:

ne0 at isa0 port 0x280-0x29f irq 9
ne0: NE2000 Ethernet
ne0: Ethernet address 00:c2:dd:cl:d1:21

If the card is not recognized by the kernel, check that it ebded in the kernel configuration file and
then that the card’s IRQ matches the one that the kernel exgesr example, this is the isa NE200O line
in the configuration file; the kernel expects the card to b&&t 9.

ne0 at isa? port 0x280 irq 9 # NE[12]000 ethernet cards

If the card’s configuration is different, it will probably hbe found at boot. In this case, either change
the line in the kernel configuration file and compile a new kéor change the card’s setup (usually
through a setup disk or, for old cards, a jumper on the card).

The following command shows the network card’s current gumition:

# ifconfig ne0

ne0: flags=8822<BROADCAST,NOTRAILERS,SIMPLEX,MULTICA ST> mtu 1500
address: 00:50:ba:aa:a7:7f

media: Ethernet autoselect (10baseT)

inet6 fe80::250:baff:feaa:a77f%ne0 prefixlen 64 scopeid 0x1

The software configuration of the network card is very eabg [P address “192.168.1.1" is assigned to
the card.
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# ifconfig ne0 inet 192.168.1.1 netnmask Oxffffff00

Note that the networks 10.0.0.0/8 and 192.168.0.0/16 aerved for private networks, which is what
we’re setting up here.

Repeating the previous command now gives a different result

# ifconfig ne0

ne0: flags=8863<UP,BROADCAST,NOTRAILERS,RUNNING,SIMP LEX,MULTICAST> mtu 1500
address: 00:50:ba:aa:a7:7f

media: Ethernet autoselect (10baseT)

inet 192.168.1.1 netmask Oxffffff00 broadcast 192.168.1. 255

inet6 fe80::250:baff:.feaa:a77f%ne0 prefixlen 64 scopeid 0x1

The output offconfig has now changed: the IP address is now printed and there arestwflags, “UP”
and “RUNNING?” If the interface isn’t “UP”, it will not be usebly the system to send packets.

The host was given the IP address 192.168.1.1, which betorths set of addresses reserved for
internal networks which are not reachable from the Interfle¢ configuration is finished and must now
be tested; if there is another active host on the netwopkg@can be tried. For example, if 192.168.1.2
is the address of the active host:

# ping 192.168.1.2

PING ape (192.168.1.2): 56 data bytes

64 bytes from 192.168.1.2: icmp_seq=0 ttI=255 time=1.286 m

64 bytes from 192.168.1.2: icmp_seq=1 ttI=255 time=0.649 m

64 bytes from 192.168.1.2: icmp_seq=2 ttI=255 time=0.681 m

64 bytes from 192.168.1.2: icmp_seq=3 ttI=255 time=0.656 m

~C

----ape PING Statistics----

4 packets transmitted, 4 packets received, 0.0% packet loss

round-trip min/avg/max/stddev = 0.649/0.818/1.286/0.31 2 ms

n unu n nu

With the current setup, at the next boot it will be necessamngpeat the configuration of the network
card. In order to avoid repeating the card’s configuraticeeah boot, add the following lines to
/etc/rc.conf

auto_ifconfig=yes
ifconfig_ne0="inet 192.168.1.1 netmask Oxffffff00"

In this example the variabié&onfig_ne0 was set because the network card was recognizad@isy
the kernel; if you are using a different adapter, substitiiéeappropriate name in place of ne0.
At the next boot the network card will be configured autoneljc

If you have a router that is connected to the internet, yowsa&nt as default router, which will handle
all your packets. To do so, sé¢faultroute to the router’s IP address iatc/rc.conf

defaultroute=192.168.0.254

Be sure to use the default router’s IP address instead of riaroase your DNS server is beyond the
default router. In that case, the DNS server couldn’t belredd¢o resolve the default router’s hostname
and vice versa, creating a chicken-and-egg problem.
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To reach hosts on your local network, and assuming you rbaike very few hosts, adjustc/hosts
to contain the addresses of all the hosts belonging to tkenat network. For example:

Example 23-9./ et ¢/ host s

Host Database

This file should contain the addresses and aliases
for local hosts that share this file.

It is used only for "ifconfig" and other operations
before the nameserver is started.

HOHH K K HHH

127.0.0.1 localhost

nl localhost

#

# RFC 1918 specifies that these networks are "internal".
# 10.0.0.0 10.255.255.255

# 172.16.0.0 172.31.255.255

# 192.168.0.0 192.168.255.255

192.168.1.1  ape.insetti.net ape
192.168.1.2  vespa.insetti.net vespa
192.168.1.0  insetti.net

If you are dialed in via an Internet Service Provider, or ifijtave a local Domain Name Server (DNS)
running, you may want to use it to resolve hostnames to |Pesdds, possibly in addition to

fetc/hosts , which would only know your own hosts. To configure a machin®aIS client, you need
to edit/etc/resolv.conf , and enter the DNS server’s address, in addition to an ogltdmmain name
that will be appended to hosts with no domain, in order toterad&QDN for resolving. Assuming your
DNS server’s IP address is 192.168.1.2 and it is setup t@gervhome.net", put the following into
/etc/resolv.conf

# letc/resolv.conf
domain home.net
nameserver 192.168.1.2

The/etc/nsswitch.conf file should be checked as explainedgrample 23-2

Summing up, to configure the network the following must beeddhe network adapters must be
installed and physically connected. Next they must be candig (withifconfig) and, finally, the file
Jetc/rc.conf must be modified to configure the interface and possibly diefauter, and
[etc/resolv.conf and/etc/nsswitch.conf should be adjusted if DNS should be used. This type
of network management is sufficient for small networks witheophisticated needs.

23.5 Setting up an Internet gateway with IPNAT

The mysterious acronym IPNAT hides the Internet Protocaisek Address Translation, which enables
the routing of an internal network (e.g. your home networklescribed irSection 23.3on a real
network (Internet). This means that with only one “real”dftic or dynamic, belonging to a gateway
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running IPNAT, it is possible to create simultaneous cotinas to the Internet for all the hosts of the
internal network.

Some usage examples of IPNAT can be found in the subdirettarghare/examples/ipf :look at
the filesBASIC.NAT andnat-setup

The setup for the example described in this section is @et@ilFigure 23-1 host 1can connect to the
Internet calling a provider with a modem and getting a dyrdffiaddresshost 2andhost 3can’t
communicate with the Internet with a normal setup: IPNADBwabl them to do it: host 1 will act as a
Internet gateway for hosts 2 and 3. Using host 1 as defaui¢rduwosts 2 and 3 will be able to access the
Internet.

Figure 23-1. Network with gateway

local net 192.168.1.0

. Gat eway static/dynamic IP .
' host 3 host 2 host 1 ' m
|
' ppp0 modem - | SP —
| AN z
, ne0 ne0 ne0 1 %
, Z
! 192.168.1.3 192.168.1.2 192.168.1.1 "_"I
|
|
|
|

23.5.1 Configuring the gateway/firewall
To use IPNAT, the “pseudo-device ipfilter” must be compiletbithe kernel, and IP packet forwarding

must be enabled in the kernel. To check, run:

# sysctl net.inet.ip.forwarding
net.inet.ip.forwarding = 1

If the resultis “1” as in the previous example, the optionrialgled, otherwise, if the result is “0” the
option is disabled. You can do two things:

1. Compile a new kernel, with the GATEWAY option enabled.
2. Enable the option in the current kernel with the followaggmmand:
# sysctl -w net.inet.ip.forwarding=1

You can add sysctl settings tetc/sysctl.conf to have them set automatically at boot. In this
case you would want to add

net.inet.ip.forwarding=1

The rest of this section explains how to create an IPNAT condiion that is automatically started every
time that a connection to the provider is activated with tRERnk. With this configuration all the host
of a home network (for example) will be able to connect to thternet through the gateway machine,
even if they don't use NetBSD.

For the setup, first, create thec/ipnat.conf file containing the following rules:
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map ppp0 192.168.1.0/24 -> 0/32 proxy port ftp ftp/tcp
map ppp0 192.168.1.0/24 -> 0/32 portmap tcp/udp 40000:6000 0
map ppp0 192.168.1.0/24 -> 0/32

192.168.1.0/24 are the network addresses that should bgadaphe first line of the configuration file is
optional: it enables active FTP to work through the gatewasg second line is used to handle correctly
tcp and udp packets; the portmapping is necessary becatiseminy to one relationship). The third
line is used to enable ICMP, ping, etc.

Next, create théetc/ppp/ip-up file; it will be called automatically every time that the PRklis
activated:

#!/bin/sh
# letc/ppp/ip-up
letc/rc.d/ipnat forcestart

Create the filéetc/ppp/ip-down ; it will be called automatically when the PPP link is closed:

#!/bin/sh
# letc/ppp/ip-down
letc/rc.d/ipnat forcestop

Bothip-up andip-down must be executable:
# chmod u+x ip-up ip-down

The gateway machine is now ready.

23.5.2 Configuring the clients

Create detc/resolv.conf file like the one on the gateway machine, to make the clierdsszcthe
same DNS server as the gateway.

Next, make all clients use the gateway as their default route the following command:
# route add default 192.168.1.1

192.168.1.1 is the address of the gateway machine configuthd previous section.

Of course you don’t want to give this command every time, 'sdietter to define the “defaultroute”
entry in the/etc/rc.conf file: the default route will be set automatically during gystinitialization,
using the defaultroute option as an argument tartluge add default command.

If the client machine is not using NetBSD, the configuratiath e different. On Windows PC’s you
need to set the gateway property of the TCP/IP protocol téRlealdress of the NetBSD gateway.

That's all that needs to be done on the client machines.

23.5.3 Some useful commands

The following commands can be useful for diagnosing proktem
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ping

netstat -r

Displays the routing tables (similar toute show).

traceroute

On the client it shows the route followed by the packets tdr thestination.

tcpdump

Use on the gateway to monitor TCP/IP traffic.

23.6 Setting up a network bridge device

A bridge can be used to combine different physical netwarie dne logical network, i.e. connect them
at layer 2 of the ISO-OSI model, not at layer 3, which is what@er would do. The NetBSD “bridge”
driver provides bridge functionality on NetBSD systems.

23.6.1 Bridge example

In this example two physical networks are going to be combinene logical network, 192.168.1.0,
using a NetBSD bridge. The NetBSD machine which is going t@adridge has two interfaces, ne0
and nel, which are each connected to one physical network.

The first step is to make sure support for the “bridge” is cdeapin the running kernel. Support is
included in the GENERIC kernel.

When the system is ready the bridge can be created, this cdoneeusing thérconfig(8) command.
First of a bridge interface has to be created. With the falhguifconfig command the “bridge0” interface
will be created:

$ ifconfig bridgeO create

Please make sure that at this point both the ne0 and nelaicésrére up. The next step is to add the ne0
and nel interfaces to the bridge.

$ brconfig bridge0 add ne0 add nel up

This configuration can be automatically set up by creating@rifconfig.interface file, in this
case€letcl/ifconfig.bridge0 , with the following contents:
create

Ibrconfig $int add ne0 add nel up

After setting up the bridge the bridge configuration can Ispldiyed using thbrconfig -a command.
Remember that if you want to give the bridge machine an IPessdyou can only allocate an IP address
to one of the interfaces which are part of the bridge.
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23.7 A common LAN setup

The small home network discussed in the previous sectiotatwd many items that were configured
manually. In bigger LANs that are centrally managed, oneeguect Internet connectivity being
available via some router, a DNS server being available namst important, a DHCP server which
hands out IP addresses to clients on request. To make a NeatlB®iDrun in such an environment, it's
usually enough to set

dhclient=yes

in /etc/rc.conf , and the IP address will be set automaticady;/resolv.conf will be created
and routing setup to the default router.

23.8 Connecting two PCs through a serial line

If you need to transfer files between two PCs which are not owed there is a simple solution which is
particularly handy when copying the files to a floppy is notgtical: the two machines can be networked
with a serial cable (aull modentable). The following sections describe some configuration

23.8.1 Connecting NetBSD with BSD or Linux

The easiest case is when both machines run NetBSD: makingreection with the SLIP protocol is
very easy. On the first machine write the following commands:

# slattach /dev/tty00
# ifconfig sl0 inet 192.168.1.1 192.168.1.2

On the second machine write the following commands:

# slattach /dev/tty00
# ifconfig sl0 inet 192.168.1.2 192.168.1.1

Now you can test the connection wiping; for example, on the second PC write:
# ping 192.168.1.1

If everything worked there is now an active network conrethetween the two machines and ftp, telnet
and other similar commands can be executed. The textuakal@f the machines can be written in the
/etc/hosts file.

- In the previous example both PC’s used the first serial paetfityd ). Substitute the appropriate
device if you are using another port.

- |P addresses like 192.168.x.x are reserved for “internetfvorks. The first PC has address
192.168.1.1 and the second 192.168.1.2.

- To achieve a faster connection tie speed option toslattach can be specified.

- ftp can be used to transfer files only if inetd is active and the $grver is enabled.
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Linux: If one of the two PC’s runs Linux, the commands are slightly different (on the Linux machine
only). If the Linux machine gets the 192.168.1.2 address, the following commands are needed:

# slattach -p slip -s 115200 /dev/ttySO &
# ifconfig sl0 192.168.1.2 pointopoint 192.168.1.1 up
# route add 192.168.1.1 dev slO

Don't forget the “&” in the first command.

23.8.2 Connecting NetBSD and Windows NT

NetBSD and Windows NT can be (almost) easily networked wikr@alnull modenctable. Basically
what needs to be done is to create a “Remote Access” connestiter Windows NT and to start pppd
on NetBSD.

Start pppd as root after having create@@prc in /root . Use the following example as a template.

connect ’'/usr/sbin/chat -v CLIENT CLIENTSERVER’
local

tty00

115200

crtscts

lock

noauth

nodefaultroute

:192.168.1.2

The meaning of the first line will be explained later in thistsen; 192.168.1.2 is the IP address that will
be assigned by NetBSD to the Windows NT haig0 is the serial port used for the connection (first
serial port).

On the NT side aull modendevice must be installed from the Control Panel (Modem i@ng) a
Remote Access connection using this modem must be crediechulll modem driver is standard under
Windows NT 4 but it's not a 100% null modem: when the link isiheatied, NT sends the string CLIENT
and expects to receive the answer CLIENTSERVER. This is thammg of the first line of theppprc

file: chat must answer to NT when the connection is activated or theextion will fail.

In the configuration of the Remote Access connection theviaiig must be specified: use the null
modem, telephone number “1” (it's not used, anyway), PPReseenable only TCP/IP protocol, use IP
address and nameservers from the server (NetBSD in thi} &edect the hardware control flow and set
the port to 115200 8N1.

Now everything is ready to activate the connection.

- Connect the serial ports of the two machines with the null emodable.
« Launchpppd on NetBSD. To see the messages of pppil-f /var/log/messages

- Activate the Remote Access connection on Windows NT.
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23.8.3 Connecting NetBSD and Windows 95

The setup for Windows 95 is similar to the one for Windows Né&nfidte Access on Windows 95 and the
PPP server on NetBSD will be used. Most (if not all) Windowg@igases don’t have thrull modem
driver, which makes things a little more complicated. Th&iest solution is to find one of the available
null modem drivers on the Internet (it's a smalF file) and repeat the same steps as for Windows NT.
The only difference is that the first line of thgpprc  file (the one that callshat) can be removed.

If you can'’t find a real null modem driver for Windows 95 it'slispossible to use a little trick:

- Create a Remote Access connection like the one descrilfgelition 23.8.Dut using the “Standard
Modem”.

- In.ppprc substitute the line that caltshat with the following line
connect ’/usr/shin/chat -v ATH OK AT OK ATEOV1 OK AT OK ATDT CO NNECT’

- Activate the connection as describedSaction 23.8.2

In this way thechat program, called when the connection is activated, emulates Windows 95 thinks
is a standard modem, returning to Windows 95 the same anghatra standard modem would return.
Whenever Windows 95 sends a modem command stcimaf,returns OK.

23.9 IPv6 Connectivity & Transition via 6to4

This section will concentrate on how to get network conmitgtior IPv6 and - as that is rarely available
directly - talk at length about the alternatives to nativedlonnectivity as a transitional method until
native IPv6 peers are available.

Finding an ISP that offers IPv6 natively needs quite somk.\Méhat you need next is a router that will
be able to handle the traffic. To date, not all router manufecs offer IPv6 or hardware accelerated
IPv6 features, and gateway NAT boxes only rarely suppor® l&hd also block IPv6 tunnels. An
alternative approach involves configuring a standard P@ingrNetBSD to act as a router. The base
NetBSD system contains a complete IPv6 routing solutiod,fanspecial routing needs software like
Zebra can provide additional routing protocols. This doluts rather common for sites that want IPv6
connectivity today. The drawbacks are that you need an I&Fstipports IPv6 and that you may need a
dedicated uplink only for IPv6.

IPv6 to-the-door may be rare, but you can still get IPv6 catimity by using tunnels. Instead of talking
IPv6 on the wire, the IPv6 packets are encapsulated in IPekgts, as shown iRigure 23-2 Using the
existing IPv4 infrastructure, the encapsulated packetsent to a IPv6-capable uplink that will then
remove the encapsulation, and forward the IPv6 packets.

Figure 23-2. A frequently used method for transition is tunreling IPv6 in IPv4 packets

local v6 gate vt

encapsulatior{

local v4

’ de-encapsulation

gate vZ
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When using tunnels, there are two possibilities. One is éoauso-called “configured” tunnel, the other is
called an “automatic” tunnel. A “configured” tunnel is onathequired preparation from both ends of
the tunnel, usually connected with some kind of registratimexchange setup information. An example
for such a configured tunnel is the IPv6-over-IPv4 encapisumaescribed irRFC1933 and that’s
implemented e.qg. by the gif(4) device found in NetBSD.

An “automatic” tunnel consists of a public server that hasedind of IPv6 connectivity, e.g. via

6Bone. That server has made its connectivity data publita#so runs a tunneling protocol that does not
require an explicit registration of the sites using it asniplA well-used example of such a protocol is
the 6to4 mechanism describedRFC3056 and that is implemented in the stf(4) device found in
NetBSD’s. Another mechanism that does not require redistraf IPv6-information is the 6over4
mechanism, which implements transporting of IPv6 over aticadt-enabled IPv4 network, instead of
e.g. ethernet or FDDI. 6over4 is documente®RC2529 It's main drawback is that you do need
existing multicast infrastructure. If you don’t have thsgfting it up is about as much effort as setting up
a configured IPv6 tunnel directly, so it's usually not worththeering in that case.

23.9.1 Getting 6to4 IPv6 up & running

6to4 is an easy way to get IPv6 connectivity for hosts thay bialve an IPv4 uplink, especially if you
have the background given 8ection 22.71t can be used with static as well as dynamically assigned
IPv4 addresses, e.g. as found in modem dialup scenariog ¥Wieen using dynamic IPv4 addresses, a
change of IP addresses will be a problem for incoming traféicyou can’t run persistent servers.

Example configurations given in this section is for NetBSB.2..

23.9.2 Obtaining IPv6 Address Space for 6to4

The 6to4 IPv6 setup on your side doesn’t consist of a singlé Hldress; Instead, you get a whole /48
network! The IPv6 addresses are derived from your (single} laddress. The address prefix “2002:” is
reserved for 6to4 based addresses (i.e. IPv6 addressesdiedm IPv4 addresses). The next 32 bits are
your IPv4 address. This results in a /48 network that you c&for your very own purpose. It leaves 16
bits space for Z IPv6 subnets, which can take up tf Bodes eactFigure 23-3llustrates the building

of your IPv6 address (range) from your IPv4 address.

Thanks to the 6to4 prefix and your worldwide unique IPv4 asilrthis address block is unique, and it's
mapped to your machine carrying the IPv4 address in question

Figure 23-3. 6to4 derives an IPv6 from an IPv4 address

Your IPv4 address: 62.157.9.98
Decimal: 62 157 9 98
Hex: 3e 9% /09 62
Your IPv6 address: 20023e9d09620001::1
6to4 80 bit
prefix address spac
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23.9.3 How to get connected

In contrast to the configured “IPv6-over-1Pv4 tunnel” setypu do not have to register at a
6bone-gateway, which would only then forward your IPv6ficagdncapsulated in IPv4. Instead, as your
IPv6 address is derived from your IPv4 address, inbountfidredin be sent through the nearest 6to4
relay router. De-encapsulation of the packet is done via@4-6apable network interface, which then
forwards the resulting IPv6 packet according to your ragiiatup (in case you have more than one
machine connected on your 6to4 assigned network).

To transmit IPv6 packets, the 6to4 router will encapsula¢ertinside IPv4 packets; a system performing
these functions is called a 6to4 border router. These pableste a default route to tlt@o4 relay anycast
prefix This anycast prefix will route the tunnel t&&o4 relay router Figure 23-4illustrates this.

Figure 23-4. Request and reply can be routed via different ggaways in 6to4

other6to4gate IPV6_Enab|e'
/ Internet
upstream
myhost my6to4gate (6 Bone . )

w
yetanother6to4gate

23.9.4 Security Considerations

In contrast to the “configured tunnel” setup, you usually'tsetup packet filters to block 6to4-packets
from unauthorized sources, as this is exactly how (and wing &orks at all. As such, malicious users
can send packets with invalid/hazardous IPv6 payload.ufdan’t already filter on your border
gateways anyways, packets with the following characiesishould not be allowed as valid 6to4
packets, and some firewalling seems to be justified for them:

- unspecified IPv4 source/destination address: 0.0.0.0/8

- loopback address in outer (v4) source/destination: 1.0/

+ IPv4 multicast in source/destination: 224.0.0.0/4

« limited broadcasts: 255.0.0.0/8

- subnet broadcast address as source/destination: depegdamPv4 setup

The NetBSD stf(4) manual page documents some common coatligumistakes intercepted by default
by the KAME stack as well as some further advice on filtering,keep in mind that because of the
requirement of these filters, 6to4 is not perfectly secuti#, 5forged 6to4 packets become a problem,
you can use IPsec authentication to ensure the IPv6 padkeet®amodified.
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23.9.5 Data Needed for 6to4 Setup

In order to setup and configure IPv6 over 6to4, a few bits ofigomation data must be known in
advance. These are:

- Your local IPv4 address. It can be determined using eitheiiftonfig -a’ or ' netstat - commands
on most Unix systems. If you use a NATing gateway or somethirgsure to use the official,
outside-visible address, not your private (10/8 or 192/168one.

We will use 62.224.57.114 as the local IPv4 address in oungia
- Your local IPv6 address, as derived from the IPv4 addressFBeire 23-3on how to do that.

For our example, this is 2002:3e€0:3972:0001::1 (62.224 1% == 0x3ee03972, 0001::1 arbitrarily
chosen).

. The6to4 IPv6 relay anycast addresshich is 2002:c058:6301::, or the IPv6 address of a spekiifid
relay router you want to use. The IPv6 address will do, asd abntains the IPv4 address in the usual
6to4 translation.

23.9.6 Kernel Preparation

To process 6to4 packets, the operating system kernel ne&dsw about them. For that a driver has to
be compiled in that knows about 6to4, and how to handle it.étB$D 4.0 and newer, the driver is
already present in GENERIC kernel configurations, so thegatare below is usually unnecessary.

For a NetBSD kernel, put the following into your kernel corffig to prepare it for using IPv6 and 6to4,
e.g. on NetBSD use:

options INET6 # IPv6
pseudo-device stf # 6to4 IPv6 over IPv4 encapsulation

Note that the stf(4) device is not enabled by default on N&tB&eases older than 4.0. Rebuild your
kernel, then reboot your system to use the new kernel. PteasiltChapter 3¥or further information
on configuring, building and installing a new kernel!

23.9.7 6104 Setup

This section describes the commands to setup 6to4. In shersteps performed here are:

1. Configure interface
2. Set default route
3. Setup Router Advertisement, if wanted

The first step in setting up 6to4 is creating the 6to4 interfad assigning an IPv6 address to it. This is
achieved with the ifconfig(8) command. Assuming the exarapldiguration above, the commands for
NetBSD are:

# ifconfig stfO create
# ifconfig stfO inet6 2002: 3ee0:3972:1::1 prefixlen 16 alias
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After configuring the 6to4 device with these commands, rgutieeds to be setup, to forward all
tunneled IPv6 traffic to the 6to4 relay router. The best wagdahis is by setting a default route, the
command to do so is, for NetBSD:

# route add -inet6 default 2002:c058:6301::

Note that NetBSD's stf(4) device determines the IPv4 addoéshe 6to4 uplink from the routing table.
Using this feature, it is easy to setup your own 6to4 (uplikieway if you have an IPv6 uplink, e.g. via
6Bone.

After these commands, you are connected to the IPv6-enalded - Congratulations! Assuming name
resolution is still done via IPv4, you can now ping an IPvig-tke www.kame.net or
www6.NetBSD.org:

# /sbin/ping6 ww. kane. net

As a final step in setting up IPv6 via 6to4, you will want to geRouter Advertisement if you have
several hosts on your network. While it is possible to setiog 6n each node, doing so will result in

very expensive routing from one node to the other - packdtdwisent to the remote 6to4 gateway,
which will then route the packets back to the neighbor noagtelad, setting up 6to4 on one machine and
talking native IPv6 on-wire is the preferred method of hamglthings.

The first step to do so is to assign an IPv6-address to yourrethén the following example we will
assume subnet “2” of the IPv6-net is used for the local eiteand the MAC address of the ethernet
interface is 12:34:56:78:9a:bc, i.e. your local gatewaijfgernet interface’s IP address will be
2002:3e€e0:3972:2:1234:56ff:fe78:9abc. Assign this esklto your ethernet interface, e.g.

# ifconfig neO inet6 alias 2002: 3ee0: 3972: 2: 1234: 56ff: f e78: 9abc

Here, “ne0” is an example for your ethernet card interfa¢es Will most likely be different for your
setup, depending on what kind of card is used.

Next thing that needs to be ensured for setting up the rositat it will actually forward packets from
the local 6to4 device to the ethernet device and back. TolemRb6 packet forwarding, set
“ipémode=router” in NetBSD'¢etc/rc.conf , which will result in the “net.inet6.ip6.forwarding”
sysctl being set to “1”;

# sysctl -w net.inet6.ip6.forwardi ng=1

Figure 23-5. Enabling packet forwarding is needed for a 6to4outer

6to4 interface
router () IPv6

ethernet interface forwarding

To setup router advertisement on BSD, the/Bte/rtadvd.conf needs to be checked. It allows
configuration of many things, but usually the default configat containing any data is ok. With that
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default, IPv6 addresses found on all of the router’s netvimidefaces will be advertised.

After checking the router advertisement configuration isext and IPv6 forwarding is turned on, the
daemon handling it can be started. Under NetBSD, it is cattadivd’. Start it up either manually (for
testing it the first time) or via the system’s startup scriptsd see all your local nodes automagically
configure the advertised subnet address in addition to alreiady-existing link local address.

# rtadvd

23.9.8 Quickstart using pkgsrc/net/hféto4

So far, we have described how 6to4 works and how to set it upuaignFor an automated way to make
everything happen e.g. when going online, the 'hf6to4’ @ayekis convenient. It will determine your
IPv6 address from the IPv4 address you got assigned by youidear, then set things up that you are
connected.

Steps to setup the pkgsrc/net/hf6to4 package are:

1. Install the package either by compiling it from pkgsrcbhgipkg_adding the 6to4-1.2 package.

# cd /usr/pkgsrc/net/hf6to4
# make install

2. Make sure you have the stf(4) pseudo-device in your keseel above.

3. Configure the 'hf6to4’ package. First, cofogr/pkg/share/examples/hf6to4/hf6to4.conf
to /usr/pkg/etc/hf6tod.conf , then adjust the variables. Note that the file is in /bin/sitay.

# cd /usr/pkg/etc
# cp ../ share/ exanpl es/ hf 6t 04/ hf 6t 04. conf hf 6t 04. conf
# vi hf 6to4. conf

Please see the hf6to4(8) manpage for an explanation ofeallatiables you can set in

hf6to4.conf . If you have dialup IP via PPP, and don’t want to run Router éxtizing for other
IPv6 machines on your home or office network, you don’t neezbtfigure anything. If you want to
setup Router Advertising, you need to setithéf  to the internal (ethernet) interface, e.g.

$in_if="rtk0"; # Inside (ethernet) interface

4. Now dial up, then start the 6to4 command manually:
# [usr/pkg/sbin/hf6to4 start

5. After that, you should be connected, use ping6(8): tofseesrything works:
# ping6 www. Net BSD. org

PING6(56=40+8+8 bytes) 2002:d954:110b:1::1 --> 2001:4f8 :4:7:2e0:81ff:fe52:9a6b

16 bytes from 2001:48:4:7:2e0:81ff:fe52:9a6b, icmp_seq =0 hlim=60 time=250.234 ms
16 bytes from 2001:48:4:7:2e0:81ff:fe52:9a6b, icmp_seq =1 hlim=60 time=255.652 ms
16 bytes from 2001:48:4:7:2e0:81ff:fe52:9a6b, icmp_seq =2 hlim=60 time=251.237 ms
~C

--- www.NetBSD.org ping6 statistics ---
3 packets transmitted, 3 packets received, 0.0% packet loss
round-trip min/avg/max/std-dev = 250.234/252.374/255.6 52/2.354 ms

# traceroute6 ww. Net BSD. or g
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traceroute6 to www.NetBSD.org (2001:4f8:4:7:2e0:81ff:f e52:9a6b)
from 2002:d954:110b:1::1, 64 hops max, 12 byte packets

1 2002:c25f:6¢cbf:1::1 66.31 ms 66.382 ms 69.062 ms

2 nr-erll.6win.dfn.de 76.134 ms * 76.87 ms

3 nr-fral.6win.dfn.de 76.371 ms 80.709 ms 79.482 ms

4 dfn.de6.de.6bnet.org 92.763 ms 90.863 ms 94.322 ms

5 de.nl6.nl.6net.org 116.115 ms 93.463 ms 96.331 ms

6 nl.uk6.uk.6net.org 103.347 ms 99.334 ms 100.803 ms

7 ukl.uk6l.uk.6netorg 99.481 ms 100.421 ms 100.119 ms

8 2001:798:28:300::2 89.711 ms 90.435 ms 90.035 ms

9 ge-1-0-0-2.r20.londen03.uk.bb.verio.net 179.671 ms 18 5.141 ms 185.86 ms
10 pl6-0-0-0.r81.nycmny01.us.bb.verio.net 177.067 ms 17 9.086 ms 178.05 ms
11 pl6-1-1-3.r20.nycmny01.us.bb.verio.net 178.04 ms 179 727 ms 184.165 ms
12 pl6-0-1-1.r20.mlIpsca0l.us.bb.verio.net 249.856 ms 24 7.476 ms 249.012 ms
13 p64-0-0-0.r21.snjsca04.us.bb.verio.net 239.691 ms 24 1.404 ms 240.998 ms
14 p64-0-0-0.r21.plalca0l.us.bb.verio.net 247.541 ms 24 6.661 ms 246.359 ms
15 xe-0-2-0.r20.plalca0l1.us.bb.verio.net 240.987 ms 239 .056 ms 241.251 ms
16 ge-6-1.a0l.snfcca05.us.ra.verio.net 240.868 ms 241.2 9 ms 242.337 ms

17 fa-5-2.a01.snfcca05.us.ce.verio.net 249.477 ms 250.4 ms 256.035 ms

18 2001:4f8:4:7:2e0:81ff:fe52:9a6b 268.164 ms 25297 ms 2 52.366 ms

Please note thataceroute6 shows the v6 hops only, any underlying tunnels are invisibie thus
not displayed.

. If this works, you can put the following lines into yotetc/ppp/ip-up script to run the
command each time you go online:

logger -p user.info -t ip-up Configuring 6to4 IPv6
lusr/pkg/shin/hf6to4 stop
/usr/pkg/sbin/hf6to4 start

. If you want to route IPv6 for your LAN, you can instrugtio4.plto setup Router Advertising for
you too:

# [usr/pkg/sbin/hf6to4 rtadvd-start
You can put that command intetc/ppp/ip-up as well to make it permanent.

. If you have changeftc/ppp/ip-up to setup 6to4 automatically, you will most likely want to
changé@etc/pppl/ip-down too, to shut it down when you go offline. Here’s what to putinto
letc/ppp/ip-down
logger -p user.info -t ip-down Shutting down 6to4 IPv6

Jusr/pkg/sbin/hf6to4 rtadvd-stop
/usr/pkg/shin/hf6to4 stop

23.9.9 Known 6to4 Relay Routers

It is normally not necessary to pick a specific 6to4 relay eouiut if necessary, you may find a list of
known working routers at http://www.kfu.com/~nsayer#tan tests, only 6to4.kfu.com and
6to4.ipv6.microsoft.com were found working. Cisco has thra requires registration, see
http://www.cisco.com/ipv6/.
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There’s also an experimental 6to4 server located in Gerntiog.ipv6.fh-regensburg.de. This server
runs under NetBSD 1.6 and was setup using the configuragps stescribed above. The whole
configuration of the machine can be seen at http://www.feyed Pv6/netstart.local.

23.9.10 Tunneling 6to4 through an IPFilter firewall

The 6to4 protocol encapsulates IPv6 packets in IPv4, aresdghem their own IP type, which most
firewalls block as unknown, as their payload type is dire€HigP", "UDP" or "ICMP". Usually, you
want to setup your 6to4 gateway on the same machine thagstljiconnected to the (IPv4) internet,
and which usually runs the firewall. For the case that you wanin your 6to4 gateway behind a
firewall, you need to drill a hole into the firewall, to let 6tpdckets through. Here is how to do this!

The example assumes that you use the "ppp0" interface orfiyewall to connect to the Internet.

Put the following lines intdetc/ipf.conf to allow your IPfilter firewall let all 6to4 packets pass
(lines broken with \ due to space restrictions; please prnthnes continued that way all in one line):

# Handle traffic by different rulesets
block in quick on pppO all head 1
block out quick on pppO all head 2

### Incoming packets:

# allow some IPv4:

pass in log quick on pppO proto tcp from any to any \
port = www flags S keep state keep frags group 1

pass in quick on ppp0 proto tcp from any to any \

port = ssh keep state group 1

pass in quick on ppp0 proto tcp from any to any \

port = mail keep state group 1

pass in log quick on pppO proto tcp from any to any \

port = ftp keep state group 1

pass in log quick on pppO proto tcp from any to any \

port = ftp-data keep state group 1

pass in log quick on pppO proto icmp from any to any group 1

# allow all IPv6:

pass in quick on ppp0 proto ipv6 from any to any group 1

pass in log quick on pppO proto ipv6-route from any to any grou p1
pass in log quick on pppO proto ipv6-frag from any to any group 1
pass in log quick on pppO proto ipv6-icmp from any to any group 1
pass in log quick on pppO proto ipv6-nonxt from any to any grou p1
pass in log quick on pppO proto ipv6-opts from any to any group 1
# block rest:

blockin log quick on pppO all group 1

### Outgoing packets:
# allow usual stuff:

pass out quick on ppp0 proto tcp from any to any flags S \
keep state keep frags group 2

pass out quick on ppp0 proto udp from any to any \
keep state keep frags group 2

pass out quick on ppp0 proto icmp from any to any \
keep state group 2
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# allow all IPv6:

pass out quick on ppp0 proto ipv6 from any to any group 2
pass out log quick on pppO proto ipv6-route from any to any gro u
pass out log quick on pppO proto ipv6-frag from any to any grou

pass out log quick on pppO proto ipv6-icmp from any to any grou

pass out log quick on pppO proto ipv6-nonxt from any to any gro u
pass out log quick on pppO proto ipv6-opts from any to any grou

# block rest:

block out log quick on pppO all group 2

T © T T ©
NINDN NN

Now any host on your network can send (the "out" rules) anédiveqthe "in" rules) v4-encapsulated
IPv6 packets, allowing setup of any of them as a 6to4 gate@bgourse you only want to do this on one
host and use native IPv6 between your hosts, and you may alisttavenforce this with more restrictive
rulesets, please see ipf.conf(5) for more information dfiltér rules.

After your firewall lets pass encapsulated IPv6 packets gay want to set up your 6to4 gateway to
monitor the IPv6 traffic, or even restrict it. To do so, youdée setup IPfilter on your 6to4 gateway as
well. For basic monitoring, enable "ipfilter=yes" fgtc/rc.conf and put the following into
/etc/ipf6.conf

pass in log quick on stf0 from any to any
pass out log quick on stf0 from any to any

This logs all (IPv6) traffic going in and out of your "stf0" tneling interface. You can add filter rules as
well if needed.

If you are more interested in traffic stats than a generahieerof your network traffic, using MRTG in
conjunction with the "net-snmp" package is recommendeeausof analyzing IPfilter log files.

23.9.11 Conclusion & Further Reading

Compared to where IPv4 is today, IPv6 is still in its earlypstdt is working, there are all sort of
services and clients available, only the userbase is ngisirs hoped the information provided here
helps people better understand what IPv6 is, and to staringjavith it.

A few links should be mentioned here for interested parties:

« An example script to setup 6to4 on BSD based machines issiaiat
http://www.NetBSD.org/packages/net/hf6to4/. The dadgtermines your IPv6 address and sets up
6to4 and (if wanted) router advertising. It was designedaokin dialup setups with changing IPv4
addresses.

- Given that there isn't a standard for IPv6 in Linux land todagre are different setup instructions for
most distributions. The setup of IPv6 on Debian GNU/Linur ba found at
http://people.debian.org/~csmall/ipv6/setup.html.

« The BSD Unix implementations have their own IPv6 documeéuragach, interesting URLs are
http://www.NetBSD.org/docs/network/ipv6/ for NetBSD,
http://www.freebsd.org/doc/en_US.1SO8859-1/booksdmmok/network-ipv6.html for FreeBSD.

- Projects working on implementing IPv6 protocol stacks feefUnix like operating systems are
KAME for BSD and USAGI for Linux. Their web sites can be fourtchép://www.kame.net/ and
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http://www.linux-ipv6.org/. A list of host and router imgrnentations can be found at
http://playground.sun.com/pub/ipng/html/ipng-implemations.html.

Besides the official RFC archive at ftp://ftp.isi.edu/iates, information on IPv6 can be found at
several web sites. First and foremost, the 6Bone’s web paujtpa//www.6bone.net/ must be
mentioned. 6Bone was started as the testbed for IPv6, armhvigin important part of the
IPv6-connected world. Other web pages that contain IPi€8e@ contents include
http://www.ipv6.org/, http://playground.sun.com/pipimg/html/ and http://www.ipv6forum.com/.
Most of these sites carry further links - be sure to have allook
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Chapter 24
The Internet Super Server inetd

The "internet super server", or inetd(8), is available dtJaix(like) systems, providing many of the
basic network services available. This chapter descriesiationship between the daemon and several
of the config files in theetc/  directory.

24.1 Overview

In this document we will look at a simple definition of inetdl(Bow several files that relate to inetd(8)
work (not that these files are not related to other softwéi@), to add a service to inetd(8) and some
considerations both to use inetd(8) for a particular sergicd times when a service might be better off
running outside of inetd(8).

24.2 What is inetd?

In traditional Unix scenarios, one server (daemon) proaegshes for connections on a particular port,
and handles incoming requests. Now if a machine offers manyces, many daemon processes would
be needed, mostly running idle but still wasting resourit@srhemory. The internet super server, inetd,
is an approach to this problem. It listens on a number of partd when it receives a request it then
determines which program to run to handle the request ans stainstance of that program.

Following is a very simple diagram to illustrate inetd(8):

ftpd ------- | INETD | ---- Internet / DMZ / Switch / Whatever. .

cvsupserver - |

In the above diagram you can see the general idea. The in@(@:ss receives a request and then starts
the appropriate server process. What inetd(8) is doingftesace multiplexing. An important note here,
regarding security: On many other UNIX-like systems, a paekcalled tcpwrappers is used as a security
enhancement for inetd(8). On NetBSD the tcpwrapper funatity is built into inetd(8) using libwrap.

24.3 Configuring inetd - /etc/inetd. conf

The operation of inetd(8) is controlled by its own config féayprisingly namedetc/inetd.conf ,
see inetd.conf(5). Thieetd.conf  file basically provides enabling and mapping of servicestrstems
administrator would like to have multiplexed through i@ indicating which program should be
started for incoming requests on which port.

265



Chapter 24 The Internet Super Server inetd

inetd.conf(5) is an ascii file containing one service peg liand several fields per line. The basic field
layout is:

service-name socket-type protocol wait/nowait user:.grou p server-program arguments

service-name:

The service name indicates the port inetd(8) should listeritas either a decimal number, or a
name matching a service name giverieie/services

socket-type:

The communications socket type, the different types aredst” for a TCP stream, "dgram" for an
UDP service, "raw" for a raw socket, "rdm" for reliably dedied message and "segpacket” for a
sequenced packet socket. The most common socket typegra@nis and "dgram"”.

protocol

The protocol used, mostly "tcp”, "tcp6", "udp" and "udp6l #iream-oriented services via the
Transmission Control Protocol, or datagram-orientediseswia the User Datagram Protocol. It is
worth noting that "tcp" and "udp" mean they use the defaultr@ntly IPv4), "tcp4" specifically
means communication via IPv4 only, and "tcp6" and "udp6'1B&-only. In addition to those,
protocols based on Remote Procedure Calls (RPC) can bdisgexs either "rpc/tcp” or "rpc/udp”.

wait/nowait

This field tells inetd(8) if it should wait for a server prograo return or to continue processing new
connections immediately. Many connections to server maegrequire answers after data transfers
are complete, where other types can keep transmitting on@ection continuously, the latter is a
"nowait" and the former "wait". In most cases, this entryresponds to the socket-type, for
example a streaming connection would (most of the time) hdvewait" value in this field.
user[:group]
This field gives the user name and optionally a group nametieaterver process which inetd(8)
starts up runs as.
server-program

This field is the full path of the program that gets started.

program-arguments

This field contains the argument vector argv(] of the progssanted, including the program name
and additional arguments the systems administrator may toespecify for the server program that
is started.

That is all a lot to digest and there are other things the systdministrator can do with some of the
fields. Here is a sample line from aretd.conf  file:

ftp stream tcp nowait root  /usr/libexec/ftpd ftpd -l

From the left, the service-name is "ftp", socket-type iseéain", protocol is "tcp", inetd(8) won't wait for
the server process to terminate ("nowait"), the process agruser "root", path issr/libexec/ftpd
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and program name and arguments are "ftpd -II". Notice inaisefield, the program name is different
from the service-name.

24.4 Services - /et c/ servi ces

The next file to consider is the service name data base thditecbound invetc/services . This file
basically contains information mapping a service name torarpumber. The format of the
letc/services file is:

service-name port-number/protocol-name [aliases]

"service-name" is the name of the service, "port-numbeitiésport number assigned to the service,
"protocol-name" is either "tcp” or "udp”, and if alias nanfiesa port are needed, they can be added as
"aliases", separated by white spaces. Comments may be aftded hash mark (#).

Let's take a look at the "ssh" entries as an example:

ssh 22/tcp # Secure Shell
ssh 22/udp

As we can see, from the left, the service name is "ssh", thiemponber is 22", the protocols are both
"tcp" and "udp". Notice that there is a separate entry forepeotocol a service can use (even on the
same port).

24.5 Protocols - /etc/ protocols

Another file read by inetd(8) igtc/protocols . This file has the information pertaining to DARPA
Internet protocols. The format of the protocols name dase lis

protocol-name number [aliases]

where "protocol-name" describes the payload of an IP paelgt“tcp” or "udp”. "number" is the official
protocol number assigned by IANA, and optional alias nanaesbe added after that.

Let’s look at the seventh entry in thiec/protocols db as an example:

tcp 6 TCP # transmission control protocol

Starting from the left, we see that the protocol name is ';ttpg number is "6" and the only aliases listed
is "TCP", belonging to the Transmission Control Protocahalicated by the comment in that line.

24.6 Remote Procedure Calls (RPC) - /etc/rpc

The rpc program number data base used by services with tbegrptocol type in inetd.conf(5) is kept
in /etc/rpc and contains name mappings to rpc program numbers. The fofrtree file is:

server-name program-number aliases

For example, here is the nfs entry:
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nfs 100003 nfsprog

24.7 Allowing and denying hosts - /et c/ hosts. {al | ow, deny}

As mentioned above, NetBSD’s inetd(8) has the tcpwrappekagge built in via the libwrap library. As
such, inetd(8) can allow or deny access to each service omr@afine-grained base than just allowing a
service to everyone, or not enabling it at all. The accestrabis defined in the files

/etc/hosts.allow and/etc/hosts.deny , see the hosts_access(5) manpage.

Each of the two files contains several lines that describessoestrictions for a certain server. Access is
allowed if permission is given iretc/hosts.allow . If the service is not listened in

/etc/hosts.allow but in/etc/hosts.deny ,itis denied. If a service is listed in neither file, it is
allowed, giving standard inetd(8) behaviour.

Each line in‘etc/hosts.allow and/etc/hosts.deny contains a service either by name (as given in
the field for argv[0] in‘etc/inetd.conf , .g. "ftpd" instead of "ftp"), or the special service "ALL"
which obviously applies to all services. Following the seevname is - separated by a colon - a number
of access restrictions, which can be hostnames, domangdedP addresses, whole IP subnets or some
other restrictions, please check hosts_access(5) fdratl¢tails.

An example configuration that is mostly open but denies acteservices to a certain host and all
machines from a certain domain would look like this:

# letc/hostname.deny:
ALL: some.host.name, .some.domain

Another example that would be mostly closed, denying acimeal but very few machines would need
entries in bothetc/hosts.allow and/etc/hosts.deny . The entry foretc/hosts.deny would
be:

# letc/hosts.deny
ALL: ALL

The entry to allow a few hosts would be put iréoc/hosts.allow

# letc/hosts.allow
ALL: friend.host.domain otherfriend.otherhost.otherdo main

24.8 Adding a Service

Many times a systems administrator will find that they neeaidd a service to their system that is not
already in inetd(8) or they may wish to move a service to iduse it does not get very much traffic. This
is usually pretty simple, so as an example we will look at agdi version of POP3 on a NetBSD system.

In this case we have retrieved and installed the "cucipopkage, which can be found in
pkgsrc/mail/cucipop . This server is pretty simple to use, the only oddities affeidint path
locations. Since itis POP3 we know it is a stream orientedheotion with "nowait". Running as "root"
will be fine, the only item that is different is the locationtbEe program and the name of the program
itself.
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So the first half of the new entry ietc/inetd.conf looks like this:
pop3  stream tcp nowait root

After installation, pkgsrc deposited cucipop/isr/pkg/shin/cucipop . So with the next field we
have:

pop3  stream tcp nowait root /usr/pkg/shin/cucipop

Last, we want to use the Berkeley mailbox format, so our sgk@gram must be called with th#
option. This leaves the entire entry looking like so:

pop3  stream tcp nowait root /usr/pkg/shin/cucipop cucipop -Y

We have added the service named "pop3étainetd.conf . Next item to check is that the system
can map the service name to a port numbeéetit/services

# grep “pop3 /etc/services

pop3 110/tcp # POP version 3

pop3 110/udp

pop3s 995/tcp # pop3 protocol over TLS/SSL (was spop3)
pop3s 995/udp # pop3 protocol over TLS/SSL (was spop3)

The "pop3" entries here are of interest, i.e. they are ajreadtained in théetc/services file
shipped with NetBSD.

Now, to have inetd(8) use the new entry, we simply restaiitgithe rc script:
# sh /etc/rc.d/inetd restart

All done, in most cases, the software you are using has doatatien that will specify the entry, in the
off case it does not, sometimes it helps to try and find somgtsimilar to the server program you will
be adding. A classic example of this is a MUD server which hak-m telnet. You can pretty much
borrow the telnet entry and change parts where needed.

24.9 When to use or not to use inetd

The decision to add or move a service into or out of inetd(8pisally based on server load. As an
example, on most systems the telnet daemon does not requitaray new connections as say a malil
server. Most of the time the administrator has to feel outséevice should be moved.

A good example | have seen is mail services such as smtp and Ipag setup a mail server in which
pop3 was in inetd(8) and exim was running in standalone, fakénly assumed it would run fine since
there was a low amount of users, namely myself and a diagrestbunt. The server was also setup to
act as a backup MX and relay in case another heavily used omedown. When | ran some tests |
discovered a huge time lag for pop connections remotely Was because of my steady fetching of mail
and the diagnostic user constantly mailing diagnostic& bad forth. In the end | had to move the pop3
service out of inetd(8).

The reason for moving the service is actually quite inténgsiWhen a particular service becomes
heavily used, of course, it causes a load on the system. leetfeof a service that runs within the
inetd(8) meta daemon the effects of a heavily loaded sepanelso harm other services that use
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inetd(8). If the multiplexor is getting too many requestsdae particular service, it will begin to affect
the performance of other services that use inetd(8). Th&fex situation like that, is to make the
offending service run outside of inetd(8) so the respomse t6f both the service and inetd(8) will
increase.

24.10 Other Resources

Following is some additional reading and information aliopics covered in this document.

NetBSD manual pages:

- inetd(8) (http://netbsd.gw.com/cgi-bin/man-cgi/mane?d+8+NetBSD-current)

« protocols(5) (http://netbsd.gw.com/cgi-bin/man-cgffprotocols+5+NetBSD-current)

« rpc(5) (http://netbsd.gw.com/cgi-bin/man-cgi/manHpeNetBSD-current)

- services(5) (http://netbsd.gw.com/cgi-bin/man-cgifservices+5+NetBSD-current)

« hosts_access(5) (http://netbsd.gw.com/cgi-bin/mafmamn?hosts_access+5+NetBSD-current)

Miscellaneous links:

- IANA: Protocol Numbers and Assignment Services (http:/Aiwiana.org/numbers.htm)
« RFC1700: Assigned Numbers (http://www.isi.edu/in-n6te&700.txt)
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Chapter 25
The Domain Name System

Use of the Domain Name System has been discussed in prevViaptees, without going into detail on
the setup of the server providing the service. This chapsciibes setting up a simple, small domain
with one Domain Name System (DNS) nameserver on a NetBSBraystincludes a brief explanation
and overview of the DNS; further information can be obtaifrech the DNS Resources Directory
(DNSRD) at http://www.dns.net/dnsrd/.

25.1 DNS Background and Concepts

The DNS is a widely usedaming servic®n the Internet and other TCP/IP networks. The network
protocols, data and file formats, and other aspects of the &N $ternet Standards, specified in a
number of RFC documents, and described by a number of otfegenee and tutorial works. The DNS
has a distributed, client-server architecture. Thereeference implementations for the server and
client, but these are not part of the standard. There are dauof additional implementations available
for many platforms.

25.1.1 Naming Services

Naming services are used to provide a mapping between tewdoees and configuration data of some
form. A nameservemaintains this mapping, and clients request the namesgrwesolvea name into
its attached data.

The reader should have a good understanding of basic hd§tattdress mapping and IP address class
specifications, seBection 22.6

In the case of the DNS, the configuration data bound to a nameths form of standar@esource
RecordqRR’s). These textual names conform to certain structuraventions.

25.1.2 The DNS namespace

The DNS presents a hierarchical name space, much like a UNis¢fitem, pictured as an inverted tree
with theroot at the top.

TOP-LEVEL .org

MID-LEVEL .diverge.org
I

| I |
BOTTOM-LEVEL strider.diverge.org samwise.diverge.orgormtongue.diverge.org

271



Chapter 25 The Domain Name System

The system can also be logically divided even further if orghes at different points. The example
shown above shows three nodes on the diverge.org domaiwghenuld even divide diverge.org into
subdomains such as "strider.netl.diverge.org", "sammas$2.diverge.org"” and
"wormtongue.net2.diverge.org"; in this case, 2 nodeslesisi "net2.diverge.org"” and one in

"netl.diverge.org".

There are directories of names, some of which may be subtdiies of further names. These directories
are sometimes callezbnesThere is provision for symbolic links, redirecting reqtssfor information

on one name to the records bound to another name. Each naogmisd by the DNS is called a
Domain Namewhether it represents information about a specific hosd,directory of subordinate
Domain Names (or both, or something else).

Unlike most filesystem naming schemes, however, Domain Sarewritten with the innermost name
on the left, and progressively higher-level domains to thktr all the way up to the root directory if

necessary. The separator used when writing Domain Namegseisad, ".".

Like filesystem pathnames, Domain Names can be written ifbaolate or relative manner, though there
are some differences in detail. For instance, there is notavandirectly refer to the parent domain like
with the UNIX .. directory. Many (but not all) resolvers offer a search pattility, so that
partially-specified names can be resolved relative to amfit listed sub-domains other than the client’'s
own domain. Names that are completely specified all the walye@oot are calleéully Qualified

Domain Namesr FQDNSs. A defining characteristic of an FQDN is that it is writtertlwa terminating
period. The same name, without the terminating period, neagomsidered relative to some other
sub-domain. It is rare for this to occur without maliciouteimt, but in part because of this possibility,
FQDNSs are required as configuration parameters in somenegtances.

On the Internet, there are some established conventiotisdarames of the first few levels of the tree, at
which point the hierarchy reaches the level of an individairghnisation. This organisation is responsible
for establishing and maintaining conventions further déentree, within its own domain.

25.1.3 Resource Records

Resource Records for a domain are stored in a standardisadtfim an ASCII text file, often called a
zone file The following Resource Records are commonly used (a nuoflhers are defined but not
often used, or no longer used). In some cases, there may iplm&R types associated with a name,
and even multiple records of the same type.

Common DNS Resource Records

A: Address

This record contains the numerical IP address associatbdivé name.

CNAME: Canonical Name

This record contains the Canonical Name (an FQDN with ancéestgal A record) of the host name
to which this record is bound. This record type is used to igi@mame aliasing, by providing a link
to another name with which other appropriate RR’s are agtexti If a name has a CNAME record
bound to it, it is an alias, and no other RR’s are permittedetbdund to the same name.
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It is common for these records to be used to point to hostdgliraya particular service, such as an
FTP or HTTP server. If the service must be moved to anothdr tiesalias can be changed, and the
same name will reach the new host.

PTR: Pointer

This record contains a textual name. These records are lounaanes built in a special way from
numerical IP addresses, and are used to provide a reverggngdmm an IP address to a textual
name. This is described in more detailSection 25.1.8

NS: Name Server

This record type is used tielegatea sub-tree of the Domain Name space to another nameserver.
The record contains the FQDN of a DNS nameserver with inféionan the sub-domain, and is
bound to the name of the sub-domain. In this manner, thercl@cal structure of the DNS is
established. Delegation is described in more deta#léntion 25.1.4

MX: Mail eXchange

This record contains the FQDN for a host that will accept SMilétronic mail for the named
domain, together with a priority value used to select an MXtlwhen relaying mail. It is used to
indicate other servers that are willing to receive and spuail for the domain if the primary MX is
unreachable for a time. It is also used to direct email to @&rakserver, if desired, rather than to
each and every individual workstation.

HINFO: Host Information

Contains two strings, intended for use to describe the rarsiware and operating system platform.
There are defined strings to use for some systems, but theeis m®t enforced. Some sites, because
of security considerations, do not publicise this inforiomt

TXT: Text

A free-form text field, sometimes used as a comment field, §oams overlaid with site-specific
additional meaning to be interpreted by local conventions.

SOA: Start of Authority

This record is required to appear for each zone file. It lis¢sgrimary nameserver and the email
address of the person responsible for the domain, togeittredefault values for a number of fields
associated with maintaining consistency across multigeess and caching of the results of DNS
gueries.

25.1.4 Delegation

Using NS records, authority for portions of the DNS namesyisdow a certain point in the tree can be
delegated, and further sub-parts below that delegated @& at this point that the distinction between
a domain and a zone becomes important. Any name in the DN3ésl @domain, and the term applies
to that name and to any subordinate names below that one frethelhe boundaries of a zone are
narrower, and are defined by delegations. A zone starts vd#iegation (or at the root), and
encompasses all names in the domain below that point, arguéimes below any subsequent
delegations.
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This distinction is important for implementation - a zonaisingle administrative entity (with a single
SOA record), and all data for the zone is referred to by a sifig, called azone file A zone file may
contain more than one period-separated level of the naroes$pee, if desired, by including periods in

the names in that zone file. In order to simplify administiatnd prevent overly-large zone files, it is
quite legal for a DNS server to delegate to itself, splitting domain into several zones kept on the same
server.

25.1.5 Delegation to multiple servers

For redundancy, it is common (and often administrativetyuieed) that there be more than one
nameserver providing information on a zone. It is also comthat at least one of these servers be
located at some distance (in terms of network topology) fileenothers, so that knowledge of that zone
does not become unavailable in case of connectivity failbaeh nameserver will be listed in an NS
record bound to the name of the zone, stored in the parentaotiee server responsible for the parent
domain. In this way, those searching the name hierarchy thentop down can contact any one of the
servers to continue narrowing their search. This is ocoadlipcalledwalking the tree

There are a number of nameservers on the Internet which bed saot nameserversThese servers
provide information on the very top levels of the domain napaee tree. These servers are special in
that their addresses must be pre-configured into namesarser place to start finding other servers.
Isolated networks that cannot access these servers maympeavide their own root nameservers.

25.1.6 Secondaries, Caching, and the SOA record

In order to maintain consistency between these serverssarseially configured as th@imary server,

and all administrative changes are made on this server. fitee servers are configured secondaries

and transfer the contents of the zone from the primary. Tpésational model is not required, and if
external considerations require it, multiple primaries ba used instead, but consistency must then be
maintained by other means. DNS servers that store Resoeam @ for a zone, whether they be
primary or secondary servers, are said t@bthoritativefor the zone. A DNS server can be authoritative
for several zones.

When nameservers receive responses to queries, theachethe results. This has a significant
beneficial impact on the speed of queries, the query loadginlevel nameservers, and network
utilisation. It is also a major contributor to the memory gsaf the nameserver process.

There are a number of parameters that are important to nra@imaonsistency amongst the secondaries
and caches. The values for these parameters for a partttauizain zone file are stored in the SOA
record. These fields are:

Fields of the SOA Record

Serial

A serial number for the zone file. This should be incrementgctiane the data in the domain is
changed. When a secondary wants to check if its data is ulat®-it checks the serial number on
the primary’s SOA record.
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Refresh

A time, in seconds, specifying how often the secondary sholnéck the serial number on the
primary, and start a new transfer if the primary has newea.dat

Retry

If a secondary fails to connect to the primary when the réftese has elapsed (for example, if the
host is down), this value specifies, in seconds, how ofterdh@ection should be retried.

Expire

If the retries fail to reach the primary within this numberseiconds, the secondary destroys its
copies of the zone data file(s), and stops answering redfieeste domain. This stops very old and
potentially inaccurate data from remaining in circulation

TTL

This field specifies a time, in seconds, that the resourcededo this zone should remain valid in
the caches of other nameservers. If the data is volatile vedue should be short. TTL is a
commonly-used acronym, that stands for "Time To Live".

25.1.7 Name Resolution

DNS clients are configured with the addresses of DNS sersiglly, these are servers which are
authoritative for the domain of which they are a member. &djuests for name resolution start with a
request to one of these local servers. DNS queries can beodbtws:

A recursivequery asks the nameserver to resolve a name completelyeaurd the result. If the
request cannot be satisfied directly, the nameserver loaks ¢onfiguration and caches for a server
higher up the domain tree which may have more informatiothénworst case, this will be a list of
pre-configured servers for the root domain. These addrassesturned in a response called a
referral. The local nameserver must then send its request to onesH Hegvers.

- Normally, this will be anterative query, which asks the second nameserver to either respah@wwi
authoritative reply, or with the addresses of nameserSsrécords) listed in its tables or caches as
authoritative for the relevant zone. The local nameseh@m thakes iterative queries, walking the tree
downwards until an authoritative answer is found (eithesifdee or negative) and returned to the
client.

In some configurations, such as when firewalls prevent difrecommunications between DNS clients
and external nameservers, or when a site is connected tesghefrthe world via a slow link, a
nameserver can be configured with information abdoraarder. This is an external nameserver to
which the local nameserver should make requests as a cl@ntywasking the external nameserver to
perform the full recursive name lookup, and return the téaid single query (which can then be
cached), rather than reply with referrals.

25.1.8 Reverse Resolution

The DNS provides resolution from a textual name to a resowoard, such as an A record with an IP
address. It does not provide a means, other than exhaustvehs to match in the opposite direction;

275



Chapter 25 The Domain Name System

there is no mechanism to ask which name is bound to a pantiRiia

For many RR types, this is of no real consequence, howeweoften useful to identify by name the host
which owns a particular IP address. Rather than complitateésign and implementation of the DNS
database engine by providing matching functions in bothations, the DNS utilises the existing
mechanisms and creates a special namespace, populatd@iidtrecords, for IP address to name
resolution. Resolving in this manner is often calfederse resolutiondespite the inaccurate
implications of the term.

The manner in which this is achieved is as follows:

- A normal domain name is reserved and defined to be for the parpiomapping IP addresses. The
domain name used is "in-addr.arpa."” which shows the hestborigins of the Internet in the US
Government’s Defence Advanced Research Projects Agefunyding program.

- This domain is then subdivided and delegated accordingetstiiucture of IP addresses. IP addresses
are often written irdecimal dotted quad notatipwhere each octet of the 4-octet long address is
written in decimal, separated by dots. IP address rangassagdly delegated with more and more of
the left-most parts of the address in common as the deleggéits smaller. Thus, to allow delegation
of the reverse lookup domain to be done easily, this is tuamednd when used with the hierarchical
DNS namespace, which places higher level domains on theafghe name.

- Each byte of the IP address is written, as an ASCII text regmtasion of the number expressed in
decimal, with the octets in reverse order, separated byatmtsappended with the in-addr.arpa.
domain name. For example, to determine the hostname of aretgvice with IP address
11.22.33.44, this algorithm would produce the string "8422.11.in-addr.arpa." which is a legal,
structured Domain Name. A normal nameservice query wowdd be sent to the nameserver asking
for a PTR record bound to the generated name.

- The PTR record, if found, will contain the FQDN of a host.

One consequence of this is that it is possible for mismatdtéor. Resolving a name into an A record,
and then resolving the name built from the address in thatcArceto a PTR record, may not result in a
PTR record which contains the original name. There is noicéisin within the DNS that the "reverse"
mapping must coincide with the "forward" mapping. This issaful feature in some circumstances,
particularly when it is required that more than one name ha& secord bound to it which contains the
same IP address.

While there is no such restriction within the DNS, some aggilon server programs or network libraries
will reject connections from hosts that do not satisfy thHéofeing test:

- the state information included with an incoming connectiartudes the IP address of the source of
the request.

. aPTR lookup is done to obtain an FQDN of the host making th@ection

- an A lookup is then done on the returned name, and the coongeieected if the source IP address is
not listed amongst the A records that get returned.

This is done as a security precaution, to help detect angptewalicious sites impersonating other sites
by configuring their own PTR records to return the names ofshoslonging to another organisation.

276



Chapter 25 The Domain Name System

25.2 The DNS Files

Now let’s look at actually setting up a small DNS enabled rekw\We will continue to use the examples
mentioned inChapter 23i.e. we assume that:

- Our IP networking is working correctly
« We have IPNAT working correctly
« Currently all hosts use the ISP for DNS

Our Name Server will be the “strider” host which also runs AINand our two clients use "strider" as a
gateway. Itis not really relevant as to what type of integfescon "strider”, but for argument’s sake we
will say a 56k dial up connection.

So, before going any further, let’s look at datc/hosts  file on "strider" before we have made the
alterations to use DNS.

Example 25-1. strider’s/ et ¢/ host s file

127.0.0.1 localhost
192.168.1.1 strider
192.168.1.2 samwise sam
192.168.1.3 wormtongue worm

This is not exactly a huge network, but it is worth noting tthet same rules apply for larger networks as
we discuss in the context of this section.

The other assumption we want to make is that the domain we twaset up isliverge.org , and that
the domain is only known on our internal network, and not dwitle. Proper registration of the
nameserver’s IP address as primary would be needed in@ulthita static IP. These are mostly
administrative issues which are left out here.

The NetBSD operating system provides a set of config filesdarty use for setting up DNS. They are
stored in theetc/namedb  directory, | strongly suggest making a backup copy of thisctbry for
reference purposes.

The default directory contains the following files:

« named.conf
- localhost

- 127

« loopback.v6
- root.cache

You will see modified versions of these files in this section.

Note: The examples in this chapter refer to BIND major version 8, however, it should be noted that
format of the name database and other config files are almost 100% compatible between version.
The only difference | noticed was that the “$TTL” information was not required.
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25.2.1 / et ¢/ namedb/ named. conf

The first file we want to look at i&tc/namedb/named.conf . This file is the config file for bind
(hence the catchy name). Setting up system like the one waoang is relatively simple. First, here is
what mine looks like:

options {
directory "/etc/namedb”;
allow-transfer { 192.168.1.0/24; };
allow-query { 192.168.1.0/24; };
listen-on port 53 { 192.168.1.1; };

h

zone "localhost" {
type master;
notify no;
file "localhost";

k

zone "127.IN-ADDR.ARPA" {
type master;

notify no;
file "127";
J3
zone "0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0. 0.0.0.0.0.0.0.0.ip6.int" {
type master;
file "loopback.v6";
b

zone "diverge.org" {
type master;
notify no;
file "diverge.org";

h

zone "1.168.192.in-addr.arpa" {
type master;

notify no;

file "1.168.192";
b
zone "." in {

type hint;

file "root.cache";
b

Note that in mynamed.conf the root (".") section is last, that is because there is aratbmain called
diverge.org on the internet (I happen to own it) so | want #solver to look out on the internet last. This
is not normally the case on most systems.

Another very important thing to remember here is that if yauénan internal setup, in other words no

live internet connection and/or no need to do root servealps, comment out the root (".") zone. It may
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cause lookup problems if a particular client decides it wantreference a domain on the internet, which
our server couldn’t resolve itself.

Looks like a pretty big mess, upon closer examination itveated that many of the lines in each section
are somewhat redundant. So we should only have to explaim éhfew times.

Lets go through the sections dmed.conf :

25.2.1.1 options

This section defines some global parameters, most noteésathle location of the DNS tables, on this
particular system, they will be put fietc/namedb  as indicated by the "directory" option.

Following are the rest of the params:

allow-transfer

This option lists which remote DNS servers acting as seaieslare allowed to do zone transfers,
i.e. are allowed to read all DNS data at once. For privacyamesghis should be restricted to
secondary DNS servers only.

allow-query

This option defines hosts from what network may query thisaaenver at all. Restricting queries
only to the local network (192.168.1.0/24) prevents queeaigiving on the DNS server’s external
interface, and prevent possible privacy issues.

listen-on port

This option defined the port and associated IP addressesetivisr will run named(8) on. Again, the
"external” interface is not listened here, to prevent qegegetting received from "outside".

The rest of thenamed.conf file consists of “zone”s. A zone is an area that can have itemasolve
attached, e.g. a domain can have hostnames attached teerggolIP addresses, and a reverse-zone can
have IP addresses attached that get resolved back intcanossn Each zone has a file associated with it,
and a table within that file for resolving that particular 20As is readily apparent, their format in
named.conf is strikingly similar, so | will highlight just one of theirecords:

25.2.1.2 zone “diverge.org”

type
The type of a zone is usually of type "master" in all cases jgixice the root zone “.” and for zones
that a secondary (backup) service is provided - the typeonisly is "secondary" in the latter case.
notify
Do you want to send out notifications to secondaries when gone changes? Obviously not in this
setup, so this is set to "no".
file

This option sets the filename in olaétc/namedb  directory where records about this particular
zone may be found. For the "diverge.org" zone, the/éile/namedb/diverge.org is used.
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25.2.2 | et ¢/ namedb/ | ocal host

For the most part, the zone files look quite similar, howesach one does have some unique properties.
Here is what théocalhost  file looks like:

Example 25-2.1 ocal host

1$TTL 3600

2@ IN SOA strider.diverge.org. root.diverge.org. (
3| 1 ; Serial

4] 8H : Refresh

5] 2H ; Retry

6| 1w ; Expire

| 1D) ; Minimum TTL
8| IN NS localhost.

9|localhost. IN A 127.0.0.1

10| IN AAAA a1

Line by line:

Line 1:

This is the Time To Live for lookups, which defines how longetbNS servers will cache that
value before discarding it. This value is generally the sanadl the files.

Line 2:

This line is generally the same in all zone files exaept.cache . It defines a so-called "Start Of
Authority" (SOA) header, which contains some basic infatiotaabout a zone. Of specific interest
on this line are "strider.diverge.org." and "root.divengg." (note the trailing dots!). Obviously one

is the name of this server and the other is the contact folXNiS server, in most cases root seems a
little ambiguous, it is preferred that a regular email actdae used for the contact information,

with the "@" replaced by a "." (for example, mine would be.§iferge.org.").

Line 3:

This line is the serial number identifying the "version" bétzone’s data set (file). The serial number
should be incremented each time there is a change to thénBlesual format is to either start with

a value of "1" and increase it for every change, or use a vdlli¢YyY YMMDDNN" to encode

year (YYYY), month (MM), day (DD) and change within one dayNINin the serial number.

Line 4:

This is the refresh rate of the server, in this file it is seto@every 8 hours.

Line 5:

The retry rate.

Line 6:
Lookup expiry.
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Line 7:

The minimum Time To Live.

Line 8:

This is the Nameserver line, which uses a "NS" resource deosshow that "localhost” is the only
DNS server handing out data for this zone (which is "@", whintlicates the zone name used in the
named.conf file, i.e. "diverge.org") is, well, "localhost".

Line 9:

This is the localhost entry, which uses an "A" resource @toindicate that the name "localhost"
should be resolved into the IP-address 127.0.0.1 for IPefigs (which specifically ask for the "A"
record).

Line 10:

This line is the IPv6 entry, which returns ::1 when someorks &sr an IPv6-address (by
specifically asking for the AAAA record) of "localhost.".

25.2.3 / et ¢/ namedb/ zone. 127.0.0

This is the reverse lookup file (or zone) to resolve the spéeiaddress 127.0.0.1 back to "localhost":

1] $TTL 3600

2] @ IN SOA strider.diverge.org. root.diverge.org. (
3| 1 . Serial

4 8H ; Refresh

5] 2H ; Retry

6| 1w ; Expire

7| 1D) ; Minimum TTL

8| IN NS localhost.

9] 1.0.0 IN PTR localhost.

In this file, all of the lines are the same as the localhost filengith exception of line 9, this is the
reverse lookup (PTR) record. The zone used here is "@" agich got set to the value given in
named.conf ,i.e."127.in-addr.arpa". This is a special "domain" whighsed to do reverse-lookup of IP
addresses back into hostnames. For it to work, the four loftéee IPv4 address are reserved, and the
domain "in-addr.arpa" attached, so to resolve the IP addigy.0.0.1", the PTR record of
"1.0.0.127.in-addr.arpa" is queried, which is what is dedim that line.

25.2.4 | et c/ namedb/ di verge. org

This zone file is populated by records for all of our hosts.eHswhat it looks like:

1] $TTL 3600

2] @ IN SOA strider.diverge.org. root.diverge.org. (
3| 1 ; serial

4] 8H . refresh

5] 2H ; retry

6| 1w ; expire
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7] 1D ) ; minimum seconds

8| IN NS strider.diverge.org.

9 IN MX 10 strider.diverge.org. ; primary mail server

10| IN MX 20 samwise.diverge.org. ; secondary mail server
11| strider IN A 192.168.1.1

12| samwise IN A 192.168.1.2

13| www IN CNAME samwise.diverge.org.

14| worm IN A 192.168.1.3

There is a lot of new stuff here, so lets just look over eacd firat is new here:

Line 9

This line shows our mail exchanger (MX), in this case it isit)tr". The number that precedes
"strider.diverge.org." is the priority number, the lowketumber their higher the priority. The way
we are setup here is if "strider" cannot handle the mail, tsamwise" will.

Line 11

CNAME stands for canonical name, or an alias for an existogifiame, which must have an A
record. So we have aliased the following:

www.diverge.org to samwise.diverge.org

The rest of the records are simply mappings of IP addressut mafme (A records).

25.2.5/etc/ namedb/ 1. 168. 192

This zone file is the reverse file for all of the host recordsnap their IP numbers we use on our private
network back into hostnames. The format is similar to thahef'localhost" version with the obvious
exception being the addresses are different via the diffe@ne given in th@amed.conf file, i.e.
"0.168.192.in-addr.arpa" here:

1$TTL 3600

2|@ IN SOA strider.diverge.org. root.diverge.org. (
3| 1 ; serial

4] 8H ;. refresh

5] 2H ; retry

6| 1w ; expire

7 1D ) ; minimum seconds

8| IN NS strider.diverge.org.

9|1 IN PTR strider.diverge.org.

10|12 IN PTR samwise.diverge.org.

113 IN PTR worm.diverge.org.

25.2.6 / et ¢/ namedb/ r oot . cache

This file contains a list of root name servers for your sergaqtery when it gets requests outside of its
own domain that it cannot answer itself. Here are first fewdiof a root zone file:
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; This file holds the information on root name servers needed to
; initialize cache of Internet domain name servers

; (e.g. reference this file in the "cache . <file>"

; configuration file of BIND domain name servers).

This file is made available by InterNIC
; under anonymous FTP as

; file /domain/db.cache
; on server FTP.INTERNIC.NET
; -OR- RS.INTERNIC.NET

; last update: Jan 29, 2004
; related version of root zone: 2004012900

; formerly NS.INTERNIC.NET
. 3600000 IN NS A.ROOT-SERVERS.NET.
A.ROOT-SERVERS.NET. 3600000 A 198.41.0.4

; formerly NS1.ISI.EDU

. 3600000 NS B.ROOT-SERVERS.NET.
B.ROOT-SERVERS.NET. 3600000 A 192.228.79.201

; formerly C.PSI.NET

. 3600000 NS C.ROOT-SERVERS.NET.
C.ROOT-SERVERS.NET. 3600000 A 192.33.4.12

This file can be obtained from ISC at http://www.isc.org/ asdally comes with a distribution of BIND.
A root.cache file is included in the NetBSD operating system’s "etc" set.

This section has described the most important files anahgsttor a DNS server. Please see the BIND
documentation irusr/src/dist/bind/doc/bog and named.conf(5) for more information.

25.3 Using DNS

In this section we will look at how to get DNS going and setuipitier” to use its own DNS services.

Setting up named to start automatically is quite simpléeteirc.conf simply setnamed=yes .
Additional options can be specifiediamed_flags , for example, | like to usegy nogroup -u
nobody , SO @ non-root account runs the "named" process.

In addition to being able to startup "named" at boot timeait also be controlled with thedc
command. In a nutshell thedc command can stop, start or restart the named server prdicess.also
do a great many other things. Before use, it has to be setupmmeinicate with the "named" process,
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see the ndc(8) and named.conf(5) man pages for more detaskstting up communication channels
between "ndc" and the "named" process.

Next we want to point "strider" to itself for lookups. We hawe simple steps, first, decide on our
resolution order. On a network this small, it is likely thacé host has a copy of the hosts table, so we
can get away with usinftc/hosts  first, and then DNS. However, on larger networks it is muchegas
to use DNS. Either way, the file where order of name serviced @ resolution is determined is
/etc/nsswitch.conf (seeExample 23-2 Here is part of a typicalsswitch.conf

group_compat: nis
hosts: files dns
netgroup: files [notfound=return] nis

The line we are interested in is the "hosts" line. "files" nede system uses thetc/hosts  file first
to determine ip to name translation, and if it can’t find amgnt will try DNS.

The next file to look at igetc/resolv.conf , Which is used to configure DNS lookups ("resolution")
on the client side. The format is pretty self explanatorywetwill go over it anyway:

domain diverge.org
search diverge.org
nameserver 192.168.1.1

In a nutshell this file is telling the resolver that this mahbelongs to the "diverge.org"” domain, which
means that lookups that contain only a hostname withoutgets this domain appended to build a
FQDN. If that lookup doesn’t succeed, the domains in thertdedine are tried next. Finally, the
"nameserver" line gives the IP addresses of one or more DN®rsahat should be used to resolve DNS
queries.

To test our nameserver we can use several commands, for Bxamp

# host sam
sam.diverge.org has address 192.168.1.2

As can be seen, the domain was appended automatically Isarg,the value from
letc/resolv.conf . Here is another example, the output of runnigt www.yahoo.com

$ host ww. yahoo.com

www.yahoo.com is an alias for www.yahoo.akadns.net.
www.yahoo.akadns.net has address 68.142.226.38
www.yahoo.akadns.net has address 68.142.226.39
www.yahoo.akadns.net has address 68.142.226.46
www.yahoo.akadns.net has address 68.142.226.50
www.yahoo.akadns.net has address 68.142.226.51
www.yahoo.akadns.net has address 68.142.226.54
www.yahoo.akadns.net has address 68.142.226.55
www.yahoo.akadns.net has address 68.142.226.32

Other commands for debugging DNS besides host(1) are ngid8kand dig(1). Note that ping(8) mot
useful for debugging DNS, as it will use whatever is configlire/etc/nsswitch.conf to do the
name-lookup.
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At this point the server is configured properly. The procedar setting up the client hosts are easier, you
only need to setufetc/nsswitch.conf and/etc/resolv.conf to the same values as on the server.

25.4 Setting up a caching only name server

A caching only name server has no local zones; all the quigrieseives are forwarded to the root
servers and the replies are accumulated in the local catigen@xt time the query is performed the
answer will be faster because the data is already in thersepazhe. Since this type of server doesn’t
handle local zones, to resolve the names of the local hosth gtill be necessary to use the already
known/etc/hosts  file.

Since NetBSD supplies defaults for all the files needed byching only server, it only needs to be
enabled and started and is immediately ready for use! Tolemalmed, pubamed=yes into
Jetc/rc.conf , and tell the system to use it adding the following line to &te/resolv.conf file:

# cat /etc/resolv.conf
nameserver 127.0.0.1

Now we can start named:

# sh /etc/rc.d/ named restart

25.4.1 Testing the server

Now that the server is running we can test it using the nslp{&uprogram:

$ nsl ookup
Default server: localhost
Address: 127.0.0.1

>

Let’s try to resolve a host name, for example "www.NetBSDQ'or

> www. Net BSD. or g
Server: localhost
Address: 127.0.0.1

Name: www.NetBSD.org
Address: 204.152.190.12

If you repeat the query a second time, the result is slighffemnt:

> www. Net BSD. or g
Server: localhost
Address: 127.0.0.1

Non-authoritative answer:

Name: www.NetBSD.org
Address: 204.152.190.12
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As you've probably noticed, the address is the same, but #esage “Non-authoritative answer” has
appeared. This message indicates that the answer is natgdmmim an authoritative server for the
domain NetBSD.org but from the cache of our own server.

The results of this first test confirm that the server is wagldorrectly.

We can also try the host(1) and dig(1) commands, which gieddhowing result.

$ host www. Net BSD. or g

www.NetBSD.org has address 204.152.190.12
$

$ dig ww. Net BSD. org

; <<>> DIG 8.3 <<>> www.NetBSD.org
;; res options: init recurs defnam dnsrch

;; got answer:
;v ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 19409

;; flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 5, ADDITIO NAL: O
;7 QUERY SECTION:
v www.NetBSD.org, type = A, class = IN

;; ANSWER SECTION:
www.NetBSD.org. 23h32m54s IN A 204.152.190.12

;v AUTHORITY SECTION:

NetBSD.org. 23h32m54s IN NS uucp-gw-1.pa.dec.com.
NetBSD.org. 23h32m54s IN NS uucp-gw-2.pa.dec.com.
NetBSD.org. 23h32m54s IN NS ns.NetBSD.org.
NetBSD.org. 23h32m54s IN NS adnsl.berkeley.edu.
NetBSD.org. 23h32m54s IN NS adns2.berkeley.edu.

;; Total query time: 14 msec

;; FROM: miyu to SERVER: 127.0.0.1
;7 WHEN: Thu Nov 25 22:59:36 2004
; MSG SIZE sent: 32 rcvd: 175

As you can see dig(1) gives quite a bit of output, the expeatetver can be found in the "ANSWER
SECTION". The other data given may be of interest when deimgdgNS problems.
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Malil and news

This chapter explains how to set up NetBSD to use mail and néwy a simple but very common setup
is described: the configuration of a host connected to tlegret with a modem through a provider. You
can think of this chapter as the continuatiorGifapter 23assuming a similar network configuration.
Even this “simple” setup proves to be difficult if you don’tdw where to start or if you've only read
introductory or technical documentation. A general dggimn of mail and news configuration is beyond
the scope of this guide; please read a good Unix Adminisindibok (some very good ones are listed on
the NetBSD site).

This chapter also briefly describes the configuration (btit®usage) of two popular applications, mutt
for mail and tin for news. The usage is not described becdugsedare easy to use and well documented.
Obviously, both mutt and tin are not mandatory choices: nwhgr similar applications exist but | think
that they are a good starting point because they are widely, ssmple, work well and don’t use too
much disk space and memory. Both are console mode progriayas; prefer graphics applications there
are also many choices for X.

In short, the programs required for the configuration degdin this chapter are:

« postfix

- fetchmail

« mutt

. tin

Of these, only postfix is installed with the base system; yanuinstall the other programs from the
NetBSD package collection, pkgsrc.

Note: Since NetBSD 4.0, postfix is the default MTA (Mail Transport Agent) and sendmail was
removed. Also, because sendmail is widely popular and several programs like fetchmail are designed
to be used with it, postfix includes a command line wrapper that accepts sendmail’'s commands line
syntax but works with postfix. See sendmail(1) for more details.

Before continuing, remember that none of the programs pteden this chapter is mandatory: there are
other applications performing similar tasks and many ugerter them. You'll find different opinions
reading the mailing lists. You can also use different stigiefor sending and receiving mail: the one
explained here is only a starting point; once you underdtamdit works you'll probably want to modify

it to suit your needs or to adopt a different method altogethe

At the opposite extreme of the example presented here, ihtre usage of an application like Mozilla,
which does everything and frees you from the need of configuriany components: with Mozilla you
can browse the Internet, send and receive mail and read Bewsgles, the setup is very simple. There is
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a price to pay, though: Mozilla is a “closed” program thatwibt cooperate easily with other standard
Unix utilities.

Another possibility is to use emacs to read mail and news.dsmeaeds no introduction to Unix users
but, in case you don’t know, it is an extensible editor (alihlo calling emacs an editor is somewhat
reductive) which becomes a complete work environment, ancbe used to read mail, news and to
perform many operations. For many people emacs is the omlyoement that they need and they use it
for all their work. The configuration of emacs for mail and ise&/described in the emacs manual.

In the rest of this chapter we will deal with a host connectetthe Internet through a PPP connection via
serial modem to a provider.

- the local host's name is “ape” and the internal network isé&itti.net”, which means that the FQDN
(Fully Qualified Domain Name) is “ape.insetti.net”.

- the user’s login name on ape is “carlo”.

- the provider's name is BigNet.

- the provider’'s mail server is “mail.bignet.it”.

- the provider’s news server is “news.bignet.it".

- the user’s (“carlo”) account at the provider is “alan” witletpassword “pZY90”.

First some basic terminology:

MUA (mail user agent)
a program to read and write mail. For example: mutt, elm and put also the simple mail
application installed with the base system.

MTA (mail transfer agent)

a program that transfers mail between two host but alsolio@ah the same host). The MTA
decides the path that the mail will follow to get to the deation. On other BSD systems (but not
only) the standard MTA is sendmail, other examples are qrexiin and Microsoft Exchange.

MDA (mail delivery agent)

a program, usually used by the MTA, that delivers the mailgiample, it physically puts the
messages in the recipient’s mailbox. For example, postés ose or more MDAs to deliver mail,
and procmail is another well-known MDA.

Figure 26-1depicts the mail system that we want to set up. Between ttaé tatwork (or the single

host) and the provider there is a modem PPP connection. Tthibles” with the thick border (postfix,
fetchmail, mutt) are the programs launched manually by feg;uhe remaining bubbles are the programs
that are launched automatically. The circled numbers tefére logical steps of the mail cycle:

1. Instep (1) mail is downloaded from the provider’'s POP seusing fetchmail, which hands
messages off to postfix’s sendmail wrapper to put the messadlee user’'s mailbox.

2. Instep (2) the user launches mutt (or another MUA) to reai, meply and write new messages.

3. Instep (3) the user “sends” the mail from within mutt. Magss are accumulated in the spool area.
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4. In step (4) the user calls postfix’s sendmail wrapper tosfier the messages to the provider's SMTP
server, that will deliver them to the final destination (pblssthrough other mail servers). The
provider's SMTP server acts agelay for our mail.

The connection with the provider must be up only during stépsnd (4); for the remaining steps it is
not needed.

Figure 26-1. Structure of the mail system

POP server SMIP ser ver |

| ( sendmail ) l

| mailbox: /var/mail spool: /var/spool/mqueue

; I

sendmail

26.1 postfix

When an MTA must deliver a local message, it is deliveredadliyelf the message is intended for a
different domain, the MTA must find out the address of the msaiilzer for that domain. Postfix uses the
DNS service (described @hapter 2%to find a mail exchanger handling mail for the given domairg a
delivers the message to that mail server then.

Postfix is controlled by a set of configuration files and dasabaof whichetc/postfix/main.cf
and/etc/postfix/master.cf are the most important.
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Note: Prior to version 1.5 of NetBSD, the mail configuration files were in /etc  instead of /etc/mail
Since NetBSD 4.0, the /etc/mail directory is only used to store the local aliases and the
corresponding postmap(1) database.

The first problem to be solved is that the local network we a&adidg with is an internal network, i.e. not
directly accessible from the Internet. This means that tees used internally have no meaning on the
Internet; in short, “ape.insetti.net” cannot be reachedibgxternal host: no one will be able to reply to a
mail sent with this return address (many mail systems wilnexeject the message as spam prevention as
it comes from an unknown host). The true address, the ongeifsom everybody, is assigned by the
provider and, therefore, it is necessary to convert the lddress “carlo@ape.insetti.net” to the real
address “alan@bignet.it". Postfix, if correctly configuredll take care of this when it transfers the
messages.

You'll probably also want to configure postfix in order to sehd e-mails to the provider's mail server,
using it as aelay. In the configuration described in this chapter, postfix dugslirectly contact the
recipient’s mail server (as previously described) butyekll its mail to the provider's mail server.

Note: The provider's mail server acts as a relay, which means that it delivers mail which is not
destined to its own domain, to another mail server. It acts as an intermediary between two servers.

Since the connection with the provider is not always acthvig,not necessary to start postfix as a
daemon inetc/rc.conf : you can disable it with the lingpbstfix=NO . As a consequence it will be
necessary to launch postfix manually when you want to tramséd to the provider. Local mail is
delivered correctly even if postfix is not active as a daemon.

Let’s start configuring postfix.

26.1.1 Configuration of generic mapping

This type of configuration uses a new fitgc/postfix/generic which contains the hostname
mapping used by postfix to rewrite the internal hostnames.

The first step is therefore to write the mapping file:

carlo@ape.insetti.net alan@bignet.it
root@ape.insetti.net alan@bignet.it
news@ape.insetti.net alan@bignet.it

These entries will map the mail sent from the users given ettt side into the globally valid email
addresses given on the right, making it appear as if the naaineally sent from that address.

For the sake of efficiencgeneric must be transformed into a binary file with the following coamd:

# postmap /etc/postfix/generic

Now it's time to create the prototype configuration file whig&'ll use to create the postfix configuration
file.

# vi [etc/postfix/nain.cf
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For the sake of simplicity, we’ll only show the variables ymeed change:

relayhost = mail.bignet.it
smtp_generic_maps = hash:/etc/postfix/generic

This configuration tells postfix to rewrite the addresseypét‘ape.insetti.net” using the real names
found in the/etc/postfix/generic file. It also says that mail should be sent to the “mail.bigtiet
server. The meaning of the options is described in detaibsiqonf(5).

The last step is to reload the configuration. You can do thsityeaith:

# letc/rc.d/ postfix rel oad
postfix/postfix-script: refreshing the Postfix mail syst em

Now everything is ready to start sending mail.

26.1.2 Testing the configuration

Postfix is finally configured and ready to work, but before segdeal mail it is better to do some simple
tests. First let’s try sending a local e-mail with the foliogg command (postfix’s sendmail wrapper):

$ sendmail carlo
Subj ect: test

Hello world

Please follow exactly the example above: leave a blank fitee Subject: and end the message with a
line containing only one dot. Now you should be able to readtiessage with your mail client and
verify that the From: field has been correctly rewritten.

From: alan@bignet.it

26.1.3 Using an alternative MTA
Starting from version 1.4 of NetBSD sendmail is not callecclily:

$ Is -1 /usr/sbin/sendnail
Irwxr-xr-x 1 root wheel 21 Nov 1 01:14 /usr/sbin/sendmail@ - > /usr/sbin/mailwrapper

The purpose of mailwrapper is to allow the usage of an alteeMTA instead of postfix (for example,
sendmail). If you plan to use a different mailer | suggest ytoas read the mailwrapper(8) and the
mailer.conf(5) manpages, which are very clear.

26.2 fetchmalll

If someone sends me mail, it is received and stored by thagegwand not automatically transferred to
the local hosts; therefore it is necessary to download tch¥eail is a very popular program that
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downloads mail from a remote mail server (using e.g. the Bffete Protocol, POP) and forwards it to
the local system for delivery (usually using postfix’'s seadmwrapper). It is powerful yet easy to use
and configure: after installation, the fitléfetchmailrc must be created and the program is ready to
run (~/.fetchmailrc contains a password so appropriate permissions on thedilequired).

This is an exampléetchmailrc

poll mail.bignet.it

protocol POP3

username alan there with password pZY9o is carlo here
flush

mda "/usr/sbin/sendmail -oem %T"

The last line (“mda ...”) is used only if postfix is not active @aemon on the system. Please note that the
POP-mail server indicated in this file (mail.bignet.it) idypused to retrieve mails, and that it is not
necessary the same as the mail relay used by postfix to sentadst

After setting up thefetchmailrc file, the following command can be used to download and delive
mail to the local system:

$ fetchmail

The messages can now be read with mutt.

26.3 Reading and writing mail with mutt

Mutt is one of the most popular mail programs: it is “lightghkt”, easy to use and has lots of features.
The man page mutt is very bare bones; the real documentatinruisr/pkg/share/doc/mutt/ ,in
particularmanual.txt

Mutt’s configuration is defined by the.muttrc ~ file. The easiest way to create it is to copy mutt’s
example muttrc file (usualljusr/pkg/share/examples/mutt/sample.muttrc ) to the home
directory and modify it. The following example shows how thi&eve some results:

- Save a copy of sent mail.

- Define a directory and two files for incoming and outgoing maited by mutt (in this example the
directory is~/Mail and the files arencoming andoutgoing ).

. Define some colors.

- Define an alias.

set copy=yes

set edit_headers

set folder="~/Mail"

unset force_name

set mbox="~/Mail/incoming"
set record="~/Mail/outgoing"
unset save_name

bind pager <up> previous-page
bind pager <down> next-page
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color normal white black
color hdrdefault blue black
color indicator white blue
color markers red black
color quoted cyan black
color status white blue
color error red white

color underline yellow black

mono quoted standout
mono hdrdefault underline
mono indicator underline
mono status bold

alias pippo Pippo Verdi <pippo.verdi@pluto.net>
To start mutt:
$ nutt

Please note that mutt supports color, but this depends deitimnal settings. Under X you can use
"xterm-color", for example:

$ env TERM=xtermcol or nutt

26.4 Strategy for receiving mail

This section describes a simple method for receiving andimganail. The connection to the provider is
activated only for the time required to download the messageil is then read offline.

1. Activate the connection to the provider.
2. Runfetchmail.
3. Deactivate the connection.

4. Read mail with mutt.

26.5 Strategy for sending mail

When mail has been written and “sent” with mutt, the messagest be transferred to the provider with
postfix. Mail is sent from mutt with thg command, but this does not really send it; the messages are
enqueued in the spool area; if postfix is not active as a daérnecessary to start it manually or the
messages will remain on the hard disk. The necessary steps ar

1. Write mail with mutt, send it and exit mutt. You can checkiifd what messages are in the postfix
mail queue using the mailq(1) program.

2. Activate the connection with the provider.
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3. If your provider requires you to do "SMTP-after-POP", itdirst wants to make sure to know who
you are before you are allowed to send mail (and no spam), ged to rurfetchmail again first.
4. Write the commanglsr/sbin/postfix flushto transfer the queued messages to the provider.

5. Deactivate the connection when the queue is empty.

26.6 Advanced mail tools

When you start using mail, you won'’t probably have very sefitated requirements and the already
described standard configuration will satisfy all your red®ut for many users the number of daily
messages will increase with time and a more rational orgéiniz of the mail storage will become
necessary, for example subdividing mail in different maikés organized by topic. If, for example, you
subscribe to a mailing list, you will likely receive many rsages every day and you will want to keep
them separate from the rest of your mail. You will soon find tfau are spending too much time every
day repeating the same manual operations to organize ydlboxas.

Why repeat the same operations manually when you can haageapn perform them automatically for
you? There are numerous tools that you can add to your maéreyt® increase its flexibility and
automatically process your messages. Amongst the mostrkaod used there are:

- procmail, an advanced mail delivery agent and general perpail filter for local mail, which
automatically processes incoming mail using user definksdets. It integrates smoothly with
sendmail/postfix.

« spamassassin or spamprobe, to help fight spam.
- metamail, a tool to process attachments.
- formail, a mail formatter.

In the remaining part of this section a sample configuratiwpfocmail will be presented for a very
common case: delivering automatically to a user definedaoaiall the messages coming from a
mailing list. The configuration of postfix will be modified imaer to call procmail directly (procmail
will be thelocal mailerused by sendmail). and a custom configuration file for prokwiliibe created.

First, procmail must be installed using the package systedi/procmail ) or pkg_add.

Next, the configuration of postfix must be changed, in ordeiseprocmail as local mailer:

mailbox_command = /usr/pkg/bin/procmail

The line defines the path of the procmail program (you can $egevprocmail is installed with the
commandvhich procmail).
The last step is the creation of the procmail configurati@n ibntaining the recipes for mail delivery.

Let's say that, for example, you subscribed to a mailingdistoses whose address is
“roses@flowers.org” and that every message from the listadasthe following line in the header:

Delivered-To: roses@flowers.org

Assuming you want to automatically sort all mails going ot list into the local mail folder
"roses_list", the procmail configuration file{ocmailrc ) looks like this:
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PATH=/bin:/usr/bin:/usr/pkg/bin
MAILDIR=$HOME/Mail
LOGFILE=$MAILDIR/from

:0
* Delivered-To: roses@flowers.org
roses_list

The previous file contains only one rule, beginning with the tontaining “:0”. The following line
identifies all messages containing the string “Deliveredrdses@flowers.org” and the last line says that
the selected messages must go tortises_list mailbox (which you should have created in
$MAILDIR). The remaining messages will be delivered to tkeadilt mailbox. Note that SMAILDIR is

the same directory that you have configured with mutt:

set folder="~/Mail"

Of course the mailing list is only an example; procmail is ayweersatile tool which can be used to filter
mail based on many criteria. As usual, refer to the man pagesadre details: procmail(1),
procmailrc(5), and procmailex(5) (this last one contairmgnexamples of configuration files).

26.7 News with tin

The wordnewsindicates the set of messages posted to the USENET newsgr@service available on
the Internet. Each newsgroup contains articles relatedpeaific topic. Reading a newsgroup is
different than reading a mailing list: when you subscriba toailing list you receive the articles by mail
and you read them with a standard mail program like mutt, viimu use also to send replies. News,
instead, are read directly from a news server with a dedigategram callechewsreadelike, for

example, tin. With tin you can subscribe to the newsgrouasytbu're interested in and follow the
threads A thread is a sequence of articles which all derive from diclarthat we could call “original”.

In short, a message is sent to the group, someone answegspethiple answer to those who answered in
the first place and so on, creating a tree like structure osaggss and replies: without a newsreader it is
impossible to understand the correct sequence of messages.

After the installation of tin (from the package collectiamw@sual) the only thing left to do is to write the
name of the NNTP server in the filesr/pkg/etc/nntp/server , which you may need to create first.
For example:

news.bignet.it

Once this has been done, the program can be started withtt@aidtin. On the screen something
similar to the following example will be displayed:

$tin

Connecting to news.bignet.it...

news.bignet.it InterNetNews NNRP server INN 1.7.2 08-Dec- 1997 ready (posting oK).
Reading groups from active file...

Checking for new groups...

Reading attributes file...

Reading newsgroups file...

Creating newsrc file...
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Autosubscribing groups...
Reading newsrc file...

Be patient when you connect for the first time, because tinntleads an immense list of newsgroups to
which you can subscribe and this takes several minutes. \Wigethownload is finished, the program’s
main screen is displayed; usually no groups are displageske the list of groups pregsTo subscribe
to a group, move on the group’s name and pgess

Once that you have subscribed to some newsgroups you catirstaore quickly with the commantih
-Q. The search for new groups is disableql ), only active groups are searched Y and newsgroup
description are not loadeet(): it will not be possible to use thg(yank) command in tin. When tin is
started with this option it can't tell if a newsgroup is moaled or not.

Note that if you are connecting from an internal networkglik our example), when you send ("post") a
message the address at the beginning of the message wilblog \wecause it is the internal address). To
solve the problem, use the option “mail_address” in the dinfiguration file ¢/.tin/tinrc ) or set the
REPLYTO environment variable.
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Introduction to the Common
Address Redundancy Protocol
(CARP)

SeeSection D.3.3or the license of this chapter.

CARP is the Common Address Redundancy Protocol. Its primpargose is to allow multiple hosts on
the same network segment to share an IP address. CARP isra deee alternative to the Virtual Router
Redundancy Protocol (http://www.ietf.org/rfc/rfc3768) and the Hot Standby Router Protocol
(http://lwww.ietf.org/rfc/rfc2281.xt).

CARP works by allowing a group of hosts on the same networknsed to share an IP address. This
group of hosts is referred to as a "redundancy group". Thengancy group is assigned an IP address
that is shared amongst the group members. Within the grawghost is designated the "master” and the
rest as "backups". The master host is the one that currdmilgs” the shared IP; it responds to any traffic
or ARP requests directed towards it. Each host may belongte than one redundancy group at a time.

One common use for CARP is to create a group of redundant fieewée virtual IP that is assigned to
the redundancy group is configured on client machines asafaeili gateway. In the event that the
master firewall suffers a failure or is taken offline, the IH wiove to one of the backup firewalls and
service will continue unaffected.

While highly redundant and fault-tolerant hardware mirzies the need for CARP, it doesn’t erase it.
There’s no hardware fault tolerance that's capable of hglgfisomeone knocks out a power cord, or if
your system administrator types reboot in the wrong windo®RP also makes it easier to make the
patch and reboot cycle transparent to users, and easiest @ $eftware or hardware upgrade--if it
doesn’t work, you can fall back to your spare until fixed.

There are, however, situations in which CARP won't help. ®&Rlesign does require that the members
of a group be on the same physical subnet with a static IP asldathough with the introduction of the
carpdev directive, there is no more need for IP addresseasegphiysical interfaces. Similarly, services
that require a constant connection to the server (such a8HRC) will not be transparently transferred
to the other system--though in this case, CARP can help witlinmizing downtime. CARP by itself

does not synchronize data between applications, for examanually duplicating data between boxes
with rsync, or whatever is appropriate for your application

CARP supports both IPv4 and IPv6.

27.1 CARP Operation

The master host in the group sends regular advertisemettis tocal network so that the backup hosts
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know it’s still alive. If the backup hosts don't hear an adisament from the master for a set period of
time, then one of them will take over the duties of master ¢lvaver backup host has the lowest
configured advbase and advskew values). It's possible fdtiptel CARP groups to exist on the same
network segment. CARP advertisements contain the Virtwst D which allows group members to
identify which redundancy group the advertisement beldogs

In order to prevent a malicious user on the network segment poofing CARP advertisements, each
group can be configured with a password. Each CARP packetcs#re group is then protected by an
SHA1 HMAC.

27.2 Configuring CARP

Each redundancy group is represented by a carp(4) virtiabnle interface. As such, CARP is
configured using ifconfig(8) The follow options are avaitabl

car pN

The name of the carp(4) virtual interface where N is a intéigarr represents the interface’s number
(e.g. carp0).

vhi d

The Virtual Host ID. This is a unique number that is used tantidg the redundancy group to other
nodes on the network. Acceptable values are from 1 to 255. ditows for multiple redundancy
groups to exist on the same network.

password

The authentication password to use when talking to other &&Rabled hosts in this redundancy
group. This must be the same on all members of the redundaoopg

car pdev

This optional parameter specifies the physical networkfiate that belongs to this redundancy
group. By default, CARP will try to determine which interéa use by looking for a physical
interface that is in the same subnet as the ipaddress andamanation given to the carp(4)
interface.

advbase

This optional parameter specifies how often, in secondgjveréise that we're a member of the
redundancy group. The default is 1 second. Acceptable satefrom 1 to 255.
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advskew

This optional parameter specifies how much to skew the aéwhen sending CARP
advertisements. By manipulating advbase, the master CARPchan be chosen. The higher the
number, the less preferred the host will be when choosingsdaena he default is 0. Acceptable
values are from 1 to 254.

state

Force a carp(4) interface into a certain state. Valid statesnit, backup, and master

i paddr ess

This is the shared IP address assigned to the redundanqy.grois address does not have to be in
the same subnet as the IP address on the physical interfacegent). This address needs to be the
same on all hosts in the group, however.

mask

The subnet mask of the shared IP.

Further CARP behaviour can be controlled via sysctl(8)

net.inet.carp.allow

Accept incoming CARP packets or not. Defaultis 1 (yes).

net.inet.carp. preenpt

Allow hosts within a redundancy group that have a better adetand advskew to preempt the
master. In addition, this option also enables failing oviengerfaces in the event that one interface
goes down. If one physical CARP-enabled interface goes d@ARP will change advskew to 240
on all other CARP-enabled interfaces, in essence, faitgalfiover. This option is 0 (disabled) by
default.

net.inet.carp.log

Log bad CARP packets. Default is O (disabled).
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net . i net. carp. ar pbal ance

Load balance traffic across multiple redundancy group hbsfault is 0 (disabled). See carp(4) for
more information.

27.3 Enabling CARP Support
CARP support is not enabled by default.

To use carp(4) you need a kernel with support fordly@ pseudo-device. Make sure the following line
is in your kernel configuration file:

pseudo-device carp # CARP

After configuring thecarp pseudo-device in your kernel configuration, you must rednypur kernel
and reboot to enable carp(4) support.

27.4 CARP Example
An example CARP configuration:

# sysctl -w net.inet.carp.allow=1
# ifconfig carpO create
# ifconfig carpO0 vhid 1 pass |anpasswd \
carpdev enD advskew 100 10.0.0.1 255.255.255.0

This sets up the following:

- Enables receipt of CARP packets (this is the default sétting
« Creates a carp(4) interface.

« Configures carp0 for virtual host #1, enables a passwongiélsswd), sets emO as the interface
belonging to the group, and makes this host a backup due edirskew of 100 (assuming of course
that the master is set up with an advskew less than 100). TdredhP assigned to this group is
10.0.0.1/255.255.255.0.

Running ifconfig on carp0 shows the status of the interface:

# ifconfig carpO

carp0: flags=8802<UP,BROADCAST,SIMPLEX,MULTICAST> mtu 1500
carp: BACKUP carpdev emO vhid 1 advbase 1 advskew 100
inet 10.0.0.1 netmask Oxffffff00 broadcast 10.0.0.255
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27.5 Advanced CARP configuration

The following example creates a cluster of two highly-aafalié, redundant firewalls. The following

diagram presents what we're trying to achieve:

+----| WAN/Internet |----+

eml]| lem1
[ — + R +

| fwl | | fw2 |

[ — + R +
emO| |emO

—metmmmeee Shared LAN------- +---

Both firewalls are connected to the LAN on emO and to a WANfimeconnection on eml. I[P addresses

are as follows:

« Firewall 1 (fwl) em0: 172.16.0.1
Firewall 1 (fwl) em1: 192.0.2.1
Firewall 2 (fw2) em0: 172.16.0.2
« Firewall 2 (fw2) em1: 192.0.2.2

The IP addresses we wish to share between the redundangsgrou

« WAN/Internet Shared IP: 192.0.2.100
« LAN Shared IP: 172.16.0.100
The network policy is that Firewall 1 (fwl) will be the prefed master.

The following configuration is for Firewall 1 (fw1):

#Enable preemption and group interface failover
# sysctl -w net.inet.carp.preenpt=1

#Configure CARP on the LAN side

# ifconfig carpO create

# ifconfig carp0 vhid 1 pass |anpasswd carpdev enD \
172.16. 0. 100 255. 255. 255. 0

#Configure CARP on the WAN side

# ifconfig carpl create

# ifconfig carpl vhid 2 pass wanpasswd carpdev eml \
192.0.2.100 255.255.255.0

As mentioned before, our policy is for Firewall 1 to be thefpreed master. When configuring Firewall 2

we make thedvskew a higher value since it's less preferred to be the master.
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The following configuration is for Firewall 2 (fw2):

#Enable preemption and group interface failover
# sysctl -w net.inet.carp.preenpt=1

#Configure CARP on the LAN side

# ifconfig carpO create

# ifconfig carp0 vhid 1 pass |anpasswd carpdev enD \
advskew 128 172.16.0.100 255. 255. 255.0

#Configure CARP on the WAN side

# ifconfig carpl create

# ifconfig carpl vhid 2 pass wanpasswd carpdev eml \
advskew 128 192.0.2. 100 255. 255. 255.0

27.6 Forcing Failover of the Master

There can be times when it's necessary to failover or denhetetaster node on purpose. Examples
include taking the master node down for maintenance or witoerbteshooting a problem. The objective
here is to gracefully fail over traffic to one of the backuptsa® that users do not notice any impact.

To failover, shut down the carp(4) interface on the mastelendhis will cause the master to advertise
itself with an "infinite" advbase and advskew. The backug(spsvill see this and immediately take over
the role of master.

# ifconfig carp0 down
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Servizi di rete

28.1 Il Network File System (NFS)

Ora che la rete & funzionante € possibile condividere fileexthry attraverso la rete utilizzando il
Network File System (NFS). Dal punto di vista della condivie, il computer che da accesso ai suoi file
e directory & chiamatserver, e il computer che utilizza questi file e directory €lient. Un computer

puo essere client e server allo stesso tempo.

- Un kernel deve essere compilato con le opzioni appropretd plient e il server (le opzioni sono
semplici da trovare nel file di configurazione del kernel. &&$Section 23.Jer maggiori
informazioni sulle opzioni del kernel correlate ad NFS.

- Il server deve abilitare i demoni rpchind, mountd lockda®nfs_server  in /etc/rc.conf

rpcbind=yes
mountd=yes
nfs_server=yes
lockd=yes
statd=yes

« Il client deve abilitare i demoni rpchind, lockd statafe_client in /etc/rc.conf

rpcbind=yes
nfs_client=yes
lockd=yes
statd=yes

- Il server deve elencare le directory esportateit/exports quindi eseguire il comandall -HUP
‘cat /var/run/mountd.pid (hup mountd puo funzionare pure!).

Un host client pud accedere a una directory remota attraesten NFS se:

- L'host server esporta la directory sul client. L'elenco filesystem che un server NFS esporta puo
essere controllato con il comandbowmount -e vedere showmount(8):

# showrount -e 192.168.1.2
Exports list on 192.168.1.2:
/home hostl host2 host3

+ L’host client monta la directory remota con il comandount 192.168.1.2:/home /home

Il comandomount a una ricca gamma di opzioni per le directory remote, le quaiisono molto
intuitive (come minimo).
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28.1.1 Esempio di messa a punto di NFS

Lo scenario qui descritto € il seguente: cinque macchimat(clil, ..., cli5) condividono qualche
directory sul server (buzz.toys.org). Alcune directorgasate dal server sono riservate per un client
specifico, le altre sono comuni per tutte le macchine cliguiti i client si avviano dal server e devono
montare le directory.

Le directory esportate dal server sono:

/export/cli?/root

le cinque directory radice per le cinque macchine clienni@tent ha la sua directory radice.

/export/cli?/swap

Cinque directory di scambio per le cinque macchine di scambi

/export/common/usr

la directory/usr ; comune per tutti gli host client.

Jusr/src
Directory/usr/src ~ comune per tutte le macchine client.

| seguenti filesystem esistono sul server
/dev/ra0a on /
/dev/raOf on /usr

/dev/rala on /usr/src
/dev/ra2a on /export

Ogni client necessita dei seguenti file system

buzz:/export/cli?/root  on /

buzz:/export/common/usr on /usr

buzz:/usr/src on /usr/src

La configurazione del server € la seguente:

# letc/exports

lusr/src -network 192.168.1.0 -mask 255.255.255.0

/export  -alldirs -maproot=root -network 192.168.1.0 -mas k 255.255.255.0

Nelle macchine clienfetc/fstab contiene:

buzz:/export/cli X/root [/ nfs rw
buzz:/export/common/usr /usr nfs ro,nodev,nosuid
buzz:/usr/src /usr/src nfs rw,nodev,nosuid

Ogni macchina client ha il suo numero sostituito dal caratt®” nella prima riga dell’esempio
precedente.
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28.1.2 Messa appunto dell’automontaggio di NFS per  / net con amd(8)

28.1.2.1 Introduzione

Il problema col mount di NFS (e altri) &€ che generalmentednisoessere root per farlo, cosa che pud
essere piuttosto sconveniente per gli utenti. Utilizzazuthal(8) € possibile mettere a punto una certa
directory (Comunementeet ), sotto la quale & possibile effettuare ogni NFS-mount caoteate
normale, finche il filesystem da accedere ¢ effettivamemtertsto dal server NFS.

Per controllare se un certo server esporta un filesystemale qusare il comandshowmontcon lo
switch-e (export).

$ showmount -e wuarchi ve. wustl| . edu
Exports list on wuarchive.wustl.edu:

/export/home onc.wustl.edu
/export/local onc.wustl.edu
/export/adm/log onc.wustl.edu

Jusr onc.wustl.edu
/ onc.wustl.edu
/archive Everyone

Se si vuole quindi montare una directory per accedere adangai al suo interno (per esempio
/archive/systems/unix/NetBSD ), basta andare in quella directory:

$ cd /net/warchive.wstl . edu/ archive/systens/ uni x/ Net BSD

Il filesystem verra montato (dand), e si potra accedere ad ogni file semplicemente come seeletaliy
fosse montata dal superutente sul sistema locale.

28.1.2.2 Messa a punto

Si pud mettere a punto directory del tipo/dét con i seguenti passi (inclusa la configurazione di base
peramd):

1. in/etc/rc.conf , impostare le seguenti variabili:
amd=yes
2. mkdir /amd
mkdir /net
4. Partendo dausr/share/examples/amd/amd.conf , mettere quanto segue fegtc/amd.conf
[ /net ]
map_name = /etc/amd/net
map_type = file
5. Partendo daisr/share/examples/amd/net come esempio, mettere quanto segue in
/etc/amd/net
/defaults type:=host;rhost:=${key};fs:=${autodir}/${ rhost}/root
* host==%{key};type:=link;fs:=/ \

host!=${key};opts:=ro,soft,intr,nodev,nosuid,noconn

6. Fareilreboot, o (ri)avviaramd a mano:
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# sh /etc/rc.d/and restart

28.2 Il Network Time Protocol (NTP)

Non é usuale trovare che I'orologio di sistema sia shaglgiesso di diversi minuti: per qualche strana
ragione sembra che gli orologi dei computer non siano maltoigti. Il problema si complica se si
stanno amministrano molti host in rete: tenere gli orolaginizzati pud facilmente diventare un
incubo. Per risolvere questo problema, il protocollo NT&¢ione 3) viene in nostro supporto: questo
protocollo puod essere usato per sincronizzare gli orolognd rete di stazioni di lavoro usando uno o
pit server NTP

Grazie al protocollo NTP ¢ possibile agiustare I'orologiada singola stazione di lavoro ma anche
sincronizare un’intera rete. Il protocollo NTP & abbastaramplesso, definendo una struttura gerarchica
master-slave (padrone-schiavo, NdT) di server divisi patisla cima della gerarchia & occupata dai
server dello strato 1, connessi ad un orologio esterno (estalogio radio) per garantire un alto livello

di accuratezza. Scendendo, i server dello strato 2 sirezano i loro orologi con lo strato 1, e cosi via.
L'accuratezza diminuisce man mano si procede verso ilipglibassi. Questa struttura gerarchica
previene le congestioni che potrebbero essere causatdaitéti gli host che si riferiscono agli stessi
(pochi) server dello strato 1. Se, per esempio, si vuoleaitizzare una rete, non bisogna collegare tutti
gli host allo stesso server pubblico dello strato 1. Invecerea un server locale da collegare al server
principale e i rimanenti host sincronizzano i loro orologndl server locale.

Fortunatamente, per usare gli strumenti NTP non & necessariprendere i dettagli del protocollo e la
sua implementazione (se si € interessati, riferirsi al RB@5) e si bisogna solo sapere come configurare
e avviare qualche programma. il sistema di base di NetBSHerngia gli strumenti necessari per
utilizzare questo protocollo (e altri protocolli relat&i tempo, come vedremo), derivati
dall'implementazione xntp. Questa sezione descrive undoesemplice per avere sempre un orario di
sistema corretto.

Prima, € necessario trovare I'indirizzo dei server NTP pigcbtda usare come riferimenti; un elenco
dettagliato puo essere trovato su http://ntp.isc.orgview/Servers/\WebHome. Ad esempio, per I'ltalia
possono essere utilizzati i due server di strato 1 ntpiteentp2.ien.it.

Successivamente, si agiusta I'orario di sistema dandgilesete comando da root:
# ntpdate -b ntpl.ien.it ntp2.ien.it

(sostituire i nomi dei server nell’esempio con quelli chetanno effettivamente utilizzando). L'opzione
-b dice antpdate di impostare I'orario di sistema con la chiamata di sisteatiiraeofday, invece di
rallentarlo con adjtime (il default). Questa opzione & ®rgdg quando la differenza fra I'orario di
sistema e I'orario corretto & considerevole.

Come si e visto, ntpdate non é difficile da usare. Il prossiassp € avviarlo automaticamente, al fine di
avere sempre un orario di sistema corretto. Se si ha una ssione permanente ad Internet, si pud
avviare il programma al boot con la seguente linetdirc.conf

ntpdate=YES ntpdate_hosts=" ntpl.ien.it"
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I nome del server NTP da usare € specificato nella varialpttate_hosts ; se si lascia vuota questa
voce, lo script di boot provera ad estrarre il nome dal/éte/ntp.conf

Se non si ha una connessione permenante ad Internet (esirg lsannessione con modem dial-up
attraverso un ISP) si puo avviare ntpdate dallo sépijpp , come spiegato i€hapter 231In questo caso
aggiungere la seguente linea allo scijptip

/usr/sbin/ntpdate -s -b ntpl.ien.it

(il percorso € obbligatorio o lo script probabilmente navara I'eseguibile). L'opziones devia
I'output di login dallo standard output (questo € il defaalta funzione syslog(3) di sistema, cio
significa che i messaggi da ntpdate si concluderanno genenat in/var/log/messages

Oltre ad ntpdate ci sono altri utili comandi NTP. E anche jitesgirare uno degli host locali in un
server NTP per gli host rimanenti nella rete. Il server lechcronizzera il suo orario con un server
pubblico. Per questo tipo di configurazione si deve usaremi@hentpd e creare il file di configurazione
/etc/ntp.conf . Per esempio:

server ntpl.ien.it
server ntp2.ien.it

ntpd pud anche essere avviatordaonf , usando le opzioni rilevanti:
ntpd=YES

NTP non & la sola opzione se si vuole sincronizzare la repudanche usare il domeno timed o allo
stesso modo il comando rdate(8). timed fu sviluppato peB8L3

Anche timed usa una gerarchia master-slave: quando awauata host, timed chiede I'orario di rete a

un master e aggiusta di conseguenza l'orario locale. Si pactewna struttura mista, con entrambe timed
e ntpd. Uno degli host locali ottiene I'orario corretto dasemver NTP pubblico ed € il master timed per i
rimanenti host della rete, i quali diventano i suoi clientresonizzano i loro orologgi usando timed.
Questo vuol dire che il server locale deve eseguire entraiitiee timed; bisogna stare attenti che
questi non interferiscano con gli altri (timed dev'essenga@to con I'opzioneF hostname cosi da non
provare ad aggiustare I'orologio locale).

Infine, rdate(8) puo essere usato per sincronizzare anoaraalta un dato host, in modo molto simile a
ntpdate(8). L'host in questione deve avere il servizio 'fleth(porta 37) abilitato iretc/inetd.conf
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Chapter 29
Obtaining the sources

To read the NetBSD sources from your local disk or to builddygtem or parts of it, you need to
download the NetBSD sources. This chapter explains howttthgeNetBSD source using a number of
different ways, although the preferred one is to get thealtgland then update via cvs(1).

29.1 Preparing directories

Kernel and userland sources are usually placedsirisrc . This directory is not present by default in
the NetBSD installation and you will need to create it firss.iAis in a system directory, you will need
root access to create the directory and make sure your noisaahccount can write to it. For
demonstration purposes, it is assumed that the non-roiotigar | 0. Please replace it with a valid
login name on your system:

$ su

Password: — #*x**

# nkdir /usr/src

# chown <carlo> /usr/src

Also, if you want X11R6 sources, you can prepars/xsrc
# nkdir /usr/xsrc

# chown <carlo> /usr/xsrc

Note: Please note that for the subsequent steps, root access is neither needed nor recommended,
so this preparation step should be done first. All CVS operations can (and should) be done as
normal user and you don’t need root privileges any more:

# exit
$

29.2 Terminology

Before starting to fetch or download the required files, you nay want to know the definitions of
“Formal releases”, “Maintenance branches” and other related terms That information is available
under the NetBSD release glossary and graphs (http://wetBSD.org/releases/release-map.html).
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29.3 Downloading tarballs

It is sometimes faster to download a tarball and then coatimdating with cvs(1). You can download
tarballs (see tar(1)) from ftp.NetBSD.org (or any otherrony for a number of releases or branches.

The only drawback is that the tarballs are updated less .ditermally, every three days.

Also, please note that these tarballs includeGki€directories, so you can download them and then
update your source tree using cvs(1), as explained in the $&¢fon.

29.3.1 Downloading sources for a NetBSD release

The tarball files for the sources of a specific release ardsdlaiunder
/pub/NetBSD/NetBSD-  <RELEASE- NUMBER>/source/sets/ on ftp.NetBSD.org (or a mirror), where
<REL EASE- NUMBER> is the release you want to fetch (for example, 4.0).

To fetch the sources of a NetBSD release using tarballs,lgidmp

$ ftp -i ftp://ftp. Net BSD. or g/ pub/ Net BSD/ Net BSD- 4. 0/ sour ce/ set s/
Trying 2001:4f8:4:7:2e0:81ff:fe21:6563...

Connected to ftp.NetBSD.org.

220 ftp.NetBSD.org FTP server (NetBSD-ftpd 20070809) read y.
331 Guest login ok, type your name as password.

[-]

250 CWD command successful.

250 CWD command successful.

250 CWD command successful.

ftp> nget *.tgz

local: gnusrc.tgz remote: gnusrc.tgz

229 Entering Extended Passive Mode (][|58302|)

150 Opening BINARY mode data connection for 'gnusrc.tgz’ (7 9233899 bytes).
[-]

ftp> quit

221-

Data traffic for this session was 232797304 bytes in 5 files.

Total traffic for this session was 232803039 bytes in 6 trans fers.
221 Thank you for using the FTP service on ftp.NetBSD.org.
You should now have 5 files:

$Is *.tgz
gnusrc.tgz sharesrc.tgz src.tgz syssrc.tgz Xsrc.tgz

You now must extract them all:
$ foreach file (*.tgz)

? tar -xzf $file -C /usr/src
? end
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29.3.2 Downloading sources for a NetBSD stable branch

$ ftp -i ftp://ftp. Net BSD. or g/ pub/ Net BSD/ Net BSD-r el ease-4-0/tar_files/src/
Trying 2001:4f8:4:7:2e0:81ff:fe21:6563...

Connected to ftp.NetBSD.org.

220 ftp.NetBSD.org FTP server (NetBSD-ftpd 20070809) read y.
331 Guest login ok, type your name as password.

[-]

250 CWD command successful.

250 CWD command successful.

250 CWD command successful.

250 CWD command successful.

ftp> nget *.tar.gz

local: bin.tar.gz remote: bin.tar.gz

229 Entering Extended Passive Mode (]||56011])

150 Opening BINARY mode data connection for ’bin.tar.gz’ (9 14202 bytes).
[-]

ftp>  quit

221-

Data traffic for this session was 149221420 bytes in 22 files .
Total traffic for this session was 149231539 bytes in 23 tran sfers.
221 Thank you for using the FTP service on ftp.NetBSD.org.
You should now have 22 files:

$Is x.tar.gz

bin.tar.gz doc.tar.gz libexec.tar.gz tools.tar.gz

config.tar.gz etc.tar.gz regress.tar.gz top-level.tar. 0z
contrib.tar.gz games.tar.gz rescue.tar.gz usr.bin.tar. gz
crypto.tar.gz gnu.tar.gz sbin.tar.gz usr.sbhin.tar.gz

dist.tar.gz include.tar.gz share.tar.gz

distrib.tar.gz lib.tar.gz sys.tar.gz

You now must extract them all:

$ foreach file (*.tar.gz)
? tar -xzf $file -C /usr/src
? end

29.3.3 Downloading sources for a NetBSD-current developme  nt branch

To download the NetBSD-current tarballs, located under
/pub/NetBSD/NetBSD-current/tar_files/src , just follow the same steps as in the previous
section, but now on a different directory.

You may also want to fetch the X11R6 source, available under:
/pub/NetBSD/NetBSD-current/tar_files/xsrc
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29.4 Fetching by CVS

CVS (Concurrent Versions System) can be used to fetch theSzsource tree or to keep the NetBSD
source tree up to date with respect to changes made to theSBetBurces. There are three trees
maintained for which you can use cvs(1) to obtain them or kkkem up to date:

The list of currently maintained branches is available used®doc/BRANCHES (see the “Status” entry
on “Release branches” section).

Before you can do an initial (full) checkout of the NetBSD sms viaanonymous CV,§ou first have to
set some environment variables. For the C-Shell, type:

$ setenv CVS_RSH ssh
$ setenv CVSROOT anoncvs@noncvs. Net BSD. or g: / cvsr oot

Or, the same for the bourne shell:

$ export CVS_RSH="ssh"
$ export CVSROOT="anoncvs@noncvs. Net BSD. or g: / cvsroot"

We will also use theP option in the examples below since it is used to prune empécthries.

29.4.1 Fetching a NetBSD release
A release is a set of particular versions of source files, anté celeased does not change over time.

To get the NetBSD (kernel and userland) sources from a speeiéase, run the following command
after the preparations done above:

$ cd /usr
$ cvs checkout -r <BRANCH> -P src

Where<BRANCH> is the release branch to be checked out, for example, “n&HsRELEASE” or
“netbsd-4-0-RELEASE”. If you want to fetch a different plalievel, you would use
“netbsd-3-0-1-RELEASE” or “netbsd-3-0-2-RELEASE”".

For example, in order to fetch “netbsd-4-0-RELEASE” you Vebuse:
$ cvs checkout -r netbsd-4-0-RELEASE -P src
To fetch the X11R6 source, just “checkout” the “xsrc” modiHer example:

$ cvs checkout -r netbsd-4-0-RELEASE -P xsrc

29.4.2 Fetching a NetBSD stable branch
NetBSD stable branches are also called “Maintenance besiichlease consult tigection 29.2
If you want to follow a stable branch, just pass the branchetmthe cvs(1)r option.

For example, if you want to fetch the most recent version etbsd-4", you just need to use that tag:

$ cd /usr
$ cvs checkout -r netbsd-4 -P src
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And for the “xsrc” module:
$ cvs checkout -r netbsd-4 -P xsrc

If you have checked out sources from a stable brandisitsrc ~ and want to update them to get the
latest security-fixes and bug-fixes, run:

$ cd /usr/src
$ cvs update -Pd

The same applies to the “xsrc” module, but in that case youhaile to change your working directory
to /usrixsrc  first.

Caution!: Be sure to take care in selecting the correct and desired branch tag so you don’t
accidently downgrade your source tree.

29.4.3 Fetching the NetBSD-current development branch

To obtain the NetBSD-current source just omit “<BRANCH>" and replace it by “A ™

$ cd /usr
$ cvs checkout -A -P src

The “xsrc” is also available:

$ cd /usr
$ cvs checkout -A -P xsrc

To update your NetBSD-current source tree, addhéag:

$ cd /usr/src
$ cvs update -A -Pd

29.4.4 Saving some cvs(1) options

If you find yourself typing some options to cvs over and oveaaiagyou can as well put them into a file
.cvsrc  in your home directory. It is useful for just typirays updateon a directory with a branch
checked out to update it (adding would revert the branch to the -current branch, which is novone
usually wants!), For unified diffs, transfers should be coesped and “cvs update” should be mostly
quiet:

Example 29-1.. cvsrc

#update -dPA

update -dP
rdiff -u
diff -u
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cvs -q

29.5 Sources on CD (ISO)

If you prefer to download (and maybe burn) a CD-ROM image withNetBSD source, just fetch
sourcecd- <RELEASE- NUMBER>.iso  from ftp.NetBSD.org or any other mirror.

Thesourcecd- <RELEASE- NUMBER>.iso file is located under /pub/NetBSD/istRELEASE>, where
<RELEASE- NUMBER> is a release of NetBSD, for example, 3.1 or 4.0:

ftp://ftp.NetBSD.org/pub/NetBSD/iso/3.1/sourcecd-3. l.iso
ftp://ftp.NetBSD.org/pub/NetBSD/iso/4.0/sourcecd-4. 0.iso

The next step is to burn the ISO image or mount it with the hélmoonfig(8). Please se@hapter 13&s
it explains in detail how to do it.

Assuming you have mounted the CD undgtent , /mnt/source/sets should have everything you
need to extract:

$ |s /mt/sourcel/sets
BSDSUM MD5 gnusrc.tgz src.tgz xsrc.tgz
CKSUM SYSVSUM sharesrc.tgz syssrc.tgz

All tarballs should be extracted to the root file systém The following command will do it:

$ foreach file (*.tgz)
? tar -xzf $file -C/
? end

After that, you should haviisr/src  and/usr/xsrc populated with the NetBSD sources.
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Crosscompiling NetBSD with
bui I d. sh

When targeting a product for an embedded platform, it’s easible to have all the development tools
available on that same platform. Instead, some method sEcoopiling is usually used today. NetBSD
1.6 and forward comes with a framework to build both the ofpegesystem’s kernel and the whole
userland for either the same platform that the compiler omr for a different platform, using
crosscompiling. Crosscompiling requires assemblerelindlompiler etc. to be available and built for the
target platform. The new build scheme will take care of anegthese tools for a given platform, and
make them available ready to use to do development work.

In this chapter, we will show how to useild.sh  to first create a crosscompiling toolchain, including
cross-compiler, cross-assembler, cross-linker and s@iile native kernel builds are covered in
Chapter 31these tools are then used to manually configure and crogsieoarkernel for a different
platform, and then show how to ubeild.sh  as a convenient alternative. After that works, the whole
NetBSD userland will be compiled and packed up in the forniatldetBSD release. In the examples,
we will use the Sun UltraSPARC ("sparc64") 64-bit platforstarget platform, any other platform
supported by NetBSD can be targetted as well specifyinggitsan(sedusr/src/sys/arch ).

Before starting, take note that it is assumed that the NetB@Dces from the "netbsd-4-0" branch are
available infusr/src  as described i€hapter 29

A more detailed description of thriild.sh ~ framework can be found in Luke Mewburn and Matthew
Green’s paper (http://www.mewburn.net/luke/papersdsti.pdf) and their presentation
(http://www.mewburn.net/luke/talks/bsdcon-2003/idieml) from BSDCon 2003 as well as in
Jusr/src/BUILDING

30.1 Building the crosscompiler

The first step to do cross-developmentis to get all the nacgssols available. In NetBSD terminology,
this is called the "toolchain", and it includes BSD-compktimake(1), C/C++ compilers, linker,
assembler, config(8), as well as a fair number of tools trebaty required when crosscompiling a full
NetBSD release, which we won't cover here.

The command to create the crosscompiler is quite simplagusetBSD’s newsrc/build.sh script.
Please note that all the commands here can be run as normaldat) user:

$ cd /usr/src
$ ./build.sh -msparc64 tools

Make sure that the directorysr/obj  does exist, or add a "-O" option to the build.sh call, redirer
the object directory someplace else.
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If the tools have been built previously and they only needatipd, then the update option "-u" can be
used to only rebuild tools that have changed:

$ ./build.sh -u -msparc64 tools

When the tools are built, information about them and sewaraironment variables is printed out:

===> build.sh started: Thu Dec 2 22:18:11 CET 2007
===> build.sh ended: Thu Dec 2 22:28:22 CET 2007
===> Summary of results:
build.sh command: ./build.sh -m sparc64 tools
build.sh started: Thu Dec 2 22:18:11 CET 2007
No nonexistent/bin/nbmake, needs building.
Bootstrapping nbmake

MACHINE: sparc64

MACHINE_ARCH: sparc64

TOOLDIR path: Jusr/src/tooldir.NetBSD-4.0-i386
DESTDIR path: lusr/src/destdir.sparc64

RELEASEDIR path: /usr/src/releasedir

Created /usr/src/tooldir.NetBSD-4.0-i386/bin/nbmake

makewrapper: Jusr/src/tooldir.NetBSD-4.0-i386/bin/nb make-sparc64
Updated /usr/src/tooldir.NetBSD-4.0-i386/bin/nbmake- sparc64

Tools built to /usr/src/tooldir.NetBSD-4.0-i386

build.sh started: Thu Dec 2 22:18:11 CET 2007

build.sh ended: Thu Dec 2 22:28:22 CET 2007

=-==>

During the build, object directories are used consistendyspecial directories are kept that keep the
platform-specific object files and compile results. In owaraple, they will be kept in directories named
"obj.sparc64" as we build for UltraSPARC as target platform

The toolchain itself is part of this, but as it's hosted anthpded for a i386 system, it will get placed in
its own directory indicating where to cross-build from. Eesrwhere our crosscompiler tools are located:

$ pwd

lusr/src

$1s -d tooldir.*
tooldir.NetBSD-4.0-i386

So the general rule of thumb is for a given "host" and "targgstem combination, the crosscompiler
will be placed in the "src/tooldir.host" directory by defa full list of all tools created for
crosscompiling the whole NetBSD operating system includes

$ |s tooldir.NetBSD-4. 0-i 386/ bin/

nbasnl_compile nbmakefs nbzic

nbcap_mkdb nbmakeinfo sparc64--netbsd-addr2li
nbcat nbmakewhatis sparc64--netbsd-ar
nbcksum nbmenuc sparc64--nethsd-as
nbcompile_et nbmkcsmapper sparc64--netbsd-c++
nbconfig nbmkdep sparc64--netbsd-c++filt
nbcrunchgen nbmkesdb sparc64--netbsd-cpp
nbctags nbmklocale sparc64--nethsd-dbsym
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nbdb nbmknod sparc64--netbsd-g++
nbegn nbmktemp sparc64--netbsd-g77
nbfgen nbmsgc sparc64--nethsd-gcc
nbfile nbmtree sparc64--netbsd-gcc-3.3
nbgencat nbnroff sparc64--nethsd-gccbug
nbgroff nbpax sparc64--netbsd-gcov
nbhexdump nbpic sparc64--netbsd-Id
nbhost-mkdep nbpwd_mkdb sparc64--netbsd-lint
nbindxbib nbrefer sparc64--netbsd-mdsetim
nbinfo nbrpcgen sparc64--netbsd-nm
nbinfokey nbsoelim sparc64--netbsd-objcopy
nbinstall nbstat sparc64--netbsd-objdump
nbinstall-info nbsunlabel sparc64--netbsd-ranlib
nbinstallboot nbtbl sparc64--nethsd-readelf
nblex nbtexi2dvi sparc64--netbsd-size
nblorder nbtexindex sparc64--netbsd-strings
nbm4 nbtsort sparc64--netbsd-strip
nbmake nbuudecode

nbmake-sparc64 nbyacc

As you can see, most of the tools that are available nativeedBSD are present with some program

prefix to identify the target platform for tools that are sifie¢o a certain target platform.

One important tool that should be pointed out here is "nbrsgda@c64". This is a shell wrapper for a
BSD compatible make(1) command that's setup to use all e commands from the crosscompiler
toolchain. Using this wrapper instead of /usr/bin/makewedl crosscompiling programs that were written
using the NetBSD Makefile infrastructure (see src/sharg/kivke will use this make(1) wrapper in a
second to cross compile the kernel!

30.2 Configuring the kernel manually

Now that we have a working crosscompiler available, the 8lissteps for building a kernel are needed -
create a kernel config file, run config(8), then build. As thefigg8) program used to create header files
and Makefile for a kernel build is platform specific, we needse the "nbconfig" program that’s part of
our new toolchain. That aside, the procedure is just as bikepiling a "native" NetBSD kernel.
Commands involved here are:

cd /usr/src/sys/arch/ sparc64/ conf

cp GENERI C MYKERNEL

Vi MYKERNEL

/usr/src/tool dir.Net BSD- 4. 0-i 386/ bi n/ nbconfi g MYKERNEL

B B P B

That's all. This command has created a directdepmpile/ MYKERNEL with a number of header files
defining information about devices to compile into the k&radlakefile that is setup to build all the
needed files for the kernel, and link them together.
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30.3 Crosscompiling the kernel manually

We have all the files and tools available to crosscompile duaBPARC-based kernel from our
Intel-based host system, so let’s get to it! After changmthie directory created in the previous step, we
need to use the crosscompiler toolchaiigake-sparc64  shell wrapper, which just calls make(1)

with all the necessary settings for crosscompiling for acpéplatform:

$ cd ../conpil e/ MYKERNEL/
$ /usr/src/tool dir.Net BSD- 4. 0-i 386/ bi n/ nbmake- spar c64 depend
$ /usr/src/tooldir.Net BSD- 4. 0-i 386/ bi n/ nbmake- spar c64

This will churn away a bit, then spit out a kernel:

text data bss dec hex filename
5016899 163728 628752 5809379 58a4e3 netbsd
$ Is -1 netbsd
-rwxr-xr-x 1 feyrer 666 5874663 Dec 2 23:17 netbsd
$ file netbsd
netbsd: ELF 64-bit MSB executable, SPARC V9, version 1 (SYSV ), statically linked, not stripped

Now the kernel in the filmetbsd can either be transferred to a UltraSPARC machine (via NF®, F
scp, etc.) and booted from a possible harddisk, or diremtiypfour cross-development machine using
NFS.

After configuring and crosscompiling the kernel, the negidal step is to crosscompile the whole
system, and bring it into a distribution-ready format. Befdoing so, an alternative approach to
crosscompiling a kernel will be shown in the next sectiomashebuild.sh  script to do configuration
and crosscompilation of the kernel in one step.

30.4 Crosscompiling the kernel with  bui | d. sh

A cross compiled kernel can be done manually as describéatiprevious sections, or by the easier
method of usinguild.sh , which will be shown here.

Preparation of the kernel config file is the same as describexdea

$ cd /usr/src/sys/arch/ sparc64/ conf
$ cp CENERI C MYKERNEL
$ vi MYKERNEL

Then editMyKERNEL and once finished, all that needs to be done is tdugdésh  to build the kernel
(it will also configure it, running the steps shown above):

$ cd /usr/src
$ ./build.sh -u -m sparc64 kernel =MYKERNEL

Notice that update ("-u") was specified, the tools are alyédnilt, there is no reason to rebuild all of the
tools. Once the kernel is builbuild.sh  will print out the location of it along with other informatio

===> Summary of results:
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build.sh command: ./build.sh -u -m sparc64 kernel= MYKERNEL
build.sh started: Thu Dec 2 23:30:02 CET 2007

No nonexistent/bin/nbmake, needs building.

Bootstrapping nbmake

MACHINE: sparc64

MACHINE_ARCH: sparc64

TOOLDIR path: Jusr/src/tooldir.NetBSD-4.0-i386
DESTDIR path: lusr/src/destdir.sparc64

RELEASEDIR path: /usr/src/releasedir
Created /usr/src/tooldir.NetBSD-4.0-i386/bin/nbmake

makewrapper: Jusr/src/tooldir.NetBSD-4.0-i386/bin/nb make-sparc64
Updated /usr/src/tooldir.NetBSD-4.0-i386/bin/nbmake- sparc64

Building kernel without building new tools

Building kernel: MYKERNEL

Build directory: /usr/src/sys/arch/sparc64/compile/ob j-sparc64/GENERIC
Kernels built from MYKERNEL :

lusr/src/sys/arch/sparc64/compile/obj.sparc64/ MYKERNEL /netbsd

build.sh started: Thu Dec 2 23:30:02 CET 2007
build.sh ended: Thu Dec 2 23:38:22 CET 2007
=-==>

The path to the kernel built is of interest here:
lusr/src/sys/arch/sparc64/compile/obj.sparc64/ MYKERNEL/netbsd , it can be used the
same way as described above.

30.5 Crosscompiling the userland

By now it is probably becoming clear that the toolchain altyusorks in stages. First the crosscompiler
is built, then a kernel. Sindsuild.sh  will attempt to rebuild the tools at every invocation, using
“update” saves time. It is probably also clear that outsitke few options, théuild.sh  semantics are
basicallybuild.sh  conmand. So, it stands to reason that building the whole userlanébamadelease is
a matter of using the right commands.

It should be no surprise that building and creating a releaséd look like the following:

$ ./build.sh -U -u -msparc64 rel ease

These commands will compile the full NetBSD userland andtgato a destination directory, and then
build a release from it in a release directory. Fheswitch is added here for amprivilegedbuild, i.e.
one that’s running as normal user and not as root. As no fustiigches tduild.sh were given nor any
environment variables were set, the defaultbBE TDIR=/usr/src/destdir.sparc64 and
RELEASEDIR=/ust/src/releasedir are used, as shown in theild.sh-output above.

30.6 Crosscompiling the X Window System

The NetBSD project has its own copy of the X Window Systemisree which is currently based on
XFree86 version 4, and which contains changes to make X gwirags many of the platforms supported
by NetBSD as possible. Due to this, it is desirable to use theidow System version available from
and for NetBSD, which can also be crosscompiled much likékéneel and base system. To do so, the
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"xsrc" sources must be checked out from CVS itat/xsrc  just as "src" and "pkgsrc” were as
described irChapter 29

After this, X can be crosscompiled for the target platformallging thex switch to build.sh, e.g. when
creating a full release:

$ ./build.sh -U-x -u -msparc64 rel ease

The-U flag for doing unprivileged (non-root) builds and the flag for not removing old files before
building as well as them ar ch option to define the target architecture have already bessdinced, and
the-x option to also (cross)compile "xsrc" is another option.

30.7 Changing build behaviour

Similar to the old, manual building method, the new tooloHzas a lot of variables that can be used to
direct things like where certain files go, what (if any) toafs used and so on. A look énc/BUILDING
covers most of them. In this section some examples of chgrigfault settings are given, each
following its own ways.

30.7.1 Changing the Destination Directory

Many people like to track NetBSD-current and perform crassgiles of architectures that they use.
The logic for this is simple, sometimes a new feature or delscomes available and someone may
wish to use it. By keeping track of changes and building ememy and again, one can be assured that
these architectures can build their own release.

It is reasonable to assume that if one is tracking and biglfin more than one architecture, they might
want to keep the builds in a different location than the diefdinere are two ways to go about this, either
use a script to set the new DESTDIR, or simply do so interalgtitn any case, it can be set the same
way as any other variable (depending on your shell of course)

For bash, the Bourne or Korn shell, this is:
$ export DESTDI R=/usr/ buil ds/ sparc64
For tcsh and the C shell, the command is:
$ setenv DESTDIR /usr/buil ds/sparc64

Simple enough. When the build is run, the binaries and filéisoeisent ta/usr/builds

30.7.2 Static Builds

The NetBSD toolchain builds and links against shared libsaoy default. Many users still prefer to be
able to link statically. Sometimes a small system can betedeaithout having shared libraries, which is
a good example of doing a full static build. If a particulaildumachine will always need one
environment variable set in a particular way, then it isestdio simply add the changed setting to
/etc/mk.conf

To make sure a build box always builds statically, simply #ufollowing line to/etc/mk.conf
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LDSTATIC=-static

30.7.3 Using bui | d. sh options

Besides variables in environment afett/mk.conf  , the build process can be influenced by a number
of switches to théuild.sh  script itself, as we have already seen when forcing ungged (non-root)
builds, selecting the target architecture or preventirgtam of old files before the build. All these
options can be listed by runniragild.sh -h:

$ cd /usr/src

$ build.sh -h

Usage: build.sh [-EnorUux] [-a arch] [-B buildid] [-D dest] [] njob]
[-M obj] [-m mach] [-N noisy] [-O obj] [-R release] [-T tools]
[-V var=[value]] [-w wrapper] [-X x11src] [-Z var]
operation [...]

Build operations (all imply "obj" and "tools"):

build Run "make build".
distribution Run "make distribution" (includes DESTDIR/e tc/ files).
release Run "make release" (includes kernels and distrib me dia).

Other operations:

help Show this message and exit.
makewrapper Create nbmake-${MACHINE} wrapper and nbmake.
Always performed.
obj Run "make obj". [Default unless -0 is used]
tools Build and install tools.
install=idir Run "make installworld" to ‘idir' to install a Il sets
except ‘etc’. Useful after "distribution” or "release"
kernel=conf Build kernel with config file ‘conf’
releasekernel=conf Install kernel built by kernel=conf to RELEASEDIR.
sets Create binary sets in RELEASEDIR/MACHINE/binary/set S.
DESTDIR should be populated beforehand.
sourcesets Create source sets in RELEASEDIR/source/sets.
params Display various make(1l) parameters.
Options:
-a arch Set MACHINE_ARCH to arch. [Default: deduced from MAC HINE]
-B buildld Set BUILDID to buildid.
-D dest Set DESTDIR to dest. [Default: destdir. MACHINE]
-E Set "expert" mode; disables various safety checks.
Should not be used without expert knowledge of the build syst em.
-j njob Run up to njob jobs in parallel; see make(1) -j.
-M obj Set obj root directory to obj; sets MAKEOBJDIRPREFIX.
Unsets MAKEOBJDIR.

-m mach Set MACHINE to mach; not required if NetBSD native.
-N noisy Set the noisyness (MAKEVERBOSE) level of the build:

0 Quiet

1 Operations are described, commands are suppressed

2 Full output

[Default: 2]
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-n Show commands that would be executed, but do not execute th em.

-O obj Set obj root directory to obj; sets a MAKEOBJDIR patter n.
Unsets MAKEOBJDIRPREFIX.

-0 Set MKOBJDIRS=no; do not create objdirs at start of build.

-R release Set RELEASEDIR to release. [Default: releasedir ]

-r Remove contents of TOOLDIR and DESTDIR before building.

-T tools Set TOOLDIR to tools. If unset, and TOOLDIR is not set in
the environment, nbmake will be (re)built unconditionally .

-U Set MKUNPRIVED=yes; build without requiring root privil eges,

install from an UNPRIVED build with proper file permissions
-u Set MKUPDATE=yes; do not run "make clean" first.

Without this, everything is rebuilt, including the tools.
-V v=[val] Set variable ‘v’ to ‘val'.
-w wrapper Create nbmake script as wrapper.
[Default: ${TOOLDIR}/bin/nbmake-${MACHINE}]
-X x1l1lsrc  Set X11SRCDIR to x11src. [Default: /usr/xsrc]
-X Set MKX11=yes; build X11R6 from X11SRCDIR
-Z Vv Unset ("zap") variable ‘v

As can be seen, a number of switches can be set to changentarstéduild behaviour. A number of
them has already been introduced, others can be set as apgop

30.7.4 make(1) variables used during build

Several variables control the behaviour of NetBSD buildselss otherwise specified, these variables
may be set in either the process environment or in the make(ifjguration file specified byl AKECONF
For a definitive list of these options, sBEILDING andshare/mk/bsd.README files in the toplevel
source directory.

BUILDID

Identifier for the build. The identifier will be appended tgexdi directory names, and can be
consulted in the make(1) configuration file in order to sefitamtthl build parameters, such as
compiler flags.

DESTDIR

Directory to contain the built NetBSD system. If set, spkgjations are passed to the compilation
tools to prevent their default use of the host systeossginclude ,lusrflib  , and so forth. This
pathname should not end with a slash (/) character (Forliaista into the system’s root directory,
setDESTDIRto an empty string). The directory must reside on a filesystéach supports long
filenames and hard links.

Defaults to an empty string ISETOOLSs “yes”; unset otherwise. Noteuild.sh  will provide a
default (destdir. MACHINE in the top-levedBJIDIR ) unless run in “expert” mode.

EXTERNAL_TOOLCHAIN

If defined by the user, points to the root of an external toaiiclie.g/usr/local/gnu ). This
enables the cross-build framework even when default t@ircls not available (see
TOOLCHAIN_MISSINGbelow).
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The verbosity of build messages. Supported values:

Can be set to “yes” or “no”. Indicates whether preformattiiipext manual pages will be created

0 No descriptive
messages are
shown.

1 Descriptive
messages are
shown.

2 Descriptive
messages are
shown (prefixed
with a '#’) and
command
output is not
suppressed.

Default: 2
MKCATPAGES

during a build.

Default: “yes”
MKCRYPTO

Can be set to “yes” or “no”. Indicates whether cryptograpaide will be included in a build;
provided for the benefit of countries that do not allow strongptography. Will not affect the
standard low-security password encryption system, cBypt(

Default: “yes”

MKDOC

Can be set to “yes” or “no”. Indicates whether system docuatem destined for

DESTDIR/usr/share/doc

Default: “yes”

MKHOSTOBJ

will be installed during a build.

Can be set to “yes” or “no”. If set to “yes”, then for programs=nded to be run on the compile

host, the name, release and architecture of the host apgststem will be suffixed to the name of

the object directory created by “make obj”. This allows faultiple host systems to compile

NetBSD for a single target. If set to “no”, then programs bigilbe run on the compile host will use

the same object directory names as programs built to be rtimestarget.

Default: “no”
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MKINFO

Can be set to “yes” or “no”. Indicates whether GNU info filesed for the documentation of most
of the compilation tools, will be created and installed dgra build.

Default: “yes”

MKLINT

Can be set to “yes” or “no”. Indicates whether lint(1) will bhen against portions of the NetBSD
source code during the build, and whether lint librarie$ lél installed into
DESTDIR/ust/libdata/lint

Default: “yes”

MKMAN
Can be set to “yes” or “no”. Indicates whether manual pagdswiinstalled during a build.

Default: “yes”

MKNLS

Can be set to “yes” or “no”. Indicates whether Native Langu8gstem locale zone files will be
compiled and installed during a build.

Default: “yes”

MKOBJ

Can be set to “yes” or “no”. Indicates whether object dirée®will be created when running
“make obj”. If set to “no”, then all built files will be locateitiside the regular source tree.

Default: “yes”

MKPIC

Can be set to “yes” or “no”. Indicates whether shared objatslibraries will be created and
installed during a build. If set to “no”, the entire build Wile statically linked.

Default: Platform dependent. As of this writing, all platfits except sh3 default to “yes”

MKPICINSTALL

Can be set to “yes” or “no”. Indicates whether the ar(1) fortiearies (ib *_pic.a ), usedto
generate shared libraries, are installed during a build.

Default: “yes”

MKPROFILE

Can be set to “yes” or “no”. Indicates whether profiled lilear(ib *_p.a ) will be built and
installed during a build.

Default: “yes”; however, some platforms turn &KPROFILEby default at times due to toolchain
problems with profiled code.
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MKSHARE

Can be set to “yes” or “no”. Indicates whether files destireceside iInDESTDIR/usr/share  will
be built and installed during a build. If set to “no”, then allIMKCATPAGE$1KDOCMKINFQ
MKMAMINdMKNLSWiIll be set to “no” unconditionally.

Default: “yes”

MKTTINTERP

Can be set to “yes” or “no”. For X builds, decides if the Trup&bytecode interpreter is turned on.
See freetype.org (http://freetype.org/patents.htnmlyiftails.

Default: “no”

MKUNPRIVED

Can be set to “yes” or “no”. Indicates whether an unprivikgestall will occur. The user, group,
permissions and file flags will not be set on the installed gemstead the information will be
appended to a file calledETALOGN DESTDIR The contents ofIETALOGre used during the
generation of the distribution tar files to ensure that th@rapriate file ownership is stored.

Default: “no”

MKUPDATE

Can be set to “yes” or “no”. Indicates whether all install cggg@ns intended to write tbESTDIR
will compare file timestamps before installing, and skipitistall phase if the destination files are
up-to-date. This also has implications on full builds (Selt).

Default: “no”

MKX11
Can be set to “yes” or “no”. Indicates whether X11R6 is buitith X11SRCDIR

Default: “yes”

TOOLDIR

Directory to hold the host tools, once built. This directshould be unique to a given host system
and NetBSD source tree. (However, multiple targets mayestier sam&@OOLDIR the
target-dependent files have unique names). If unset, altb&sed on the uname(1) information of
the host platform will be created in theBJDIR of src .

Default: Unset.

USETOOLS

Indicates whether the tools specified byOLDIRshould be used as part of a build in progress.
Must be set to “yes” if cross-compiling.

yes Use the tools
from TOOLDIR
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no

Do not use the
tools from
TOOLNAMEbut
refuse to build
native
compilation tool
components that
are
version-specific
for that tool.

never

Do not use the
tools from
TOOLNAME
even when
building native
tool
components.
This is similar
to the traditiona
NetBSD build
method, but
does not verify
that the
compilation
tools in use are
up-to-date
enough in order
to build the tree
successfully.
This may cause
build or runtime
problems when
building the
whole NetBSD
source tree.
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Default: “yes” if building all or part of a whole NetBSD sowrtree (detected automatically); “no”
otherwise (to preserve traditional semantics of thed. ».mk make(1) include files).

X11SRCDIR

Directory containing the X11R6 source. The main X11R6 seisdound in
X11SRCDIR/xfreel/xc

Default: “usr/xsrc”

The following variables only affect the top levdhkefile and do not affect manually building subtrees
of the NetBSD source code.
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INSTALLWORLDDIR
Location for the “make installworld” target to install to.

Default: “/”

MKOBJDIRS

Can be set to “yes” or “no”. Indicates whether object dirée®will be created automatically (via a
“make obj” pass) at the start of a build.

Default: “no”

MKUPDATE

Can be set to “yes” or “no”. If set, then addition to the effedescribed foMKUPDATE=yesabove,
this implies the effect ocNOCLEANDIR(.€., “make cleandir” is avoided).

Default: “no”

NOCLEANDIR

If set, avoids the “make cleandir” phase of a full build. Thas the effect of allowing only changed
files in a source tree to recompiled. This can speed up buidswpdating only a few files in the
tree.

Default: Unset

NODISTRIBDIRS

If set, avoids the “make distrib-dirs” of a full build. Thikips running mtree(8) oBESTDIR useful
on systems where building as an unprivileged user, or whédénown that the system wide mtree
files have not changed.

Default: Unset

NOINCLUDES

If set, avoids the “make includes” phase of a full build. This the effect of preventing make(1)
from thinking that some programs are out-of-date simplyalise system include files have
changed. However, this option should not be trusted wheatinglthe entire NetBSD source tree
arbitrarily; it is suggested to uséKUPDATE=yedn that case.

Default: Unset

RELEASEDIR

If set, specifies the directory to which a release(7) layadlitbe written at the end of a “make
release”.

Default: Unset

TOOLCHAIN_MISSING

Set to “yes” on platforms for which there is no working ingr@olchain, or if you need/wish using
native system toolchain (i.e. non-cross tools availatdeyeiur shell search path).

Default: depends on target platform; on platforms withrigettoolchain is set to “no”.
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Compliling the kernel

Most NetBSD users will sooner or later want to recompilertkeinel, or compile a customized kernel.
This might be for several reasons:

« you can install bug-fixes, security updates, or new funetibyby rebuilding the kernel from updated
sources.

- by removing unused device drivers and kernel sub-systemns your configuration, you can
dramatically reduce kernel size and, therefore, memorgeisa

- by enabling optimisations more specific to your hardwar&,ning the system to match your specific
sizing and workload, you can improve performance.

- you can access additional features by enabling kernelmptio sub-systems, some of which are
experimental or disabled by default.

- you can solve problems of detection/conflicts of peripteeral
« you can customize some options (for example keyboard lag0iS clock offset, ...)

- you can get a deeper knowledge of the system.

31.1 Requirements and procedure

To recompile the kernel you must have installed the comp#eicomp.tgz ).

The basic steps to an updated or customised kernel then are:

1. Install or update the kernel sources
2. Create or modify the kernel configuration file
3. Building the kernel from the configuration file, either maity or usingbuild.sh

4. Install the kernel

31.2 Installing the kernel sources

You can get the kernel sources from AnonCVS (€bapter 29, or from thesyssrc.tgz
tarball that is located in thsource/sets/ directory of the release that you are using.

If you chose to use AnonCVS to fetch the entire source trepalient, the operation can last many
minutes, because the repository contains thousands of files
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If you have a source tarball, you can extract it as root:

# cd /
# tar zxf /path/tol/syssrc.tgz

Even if you used the tarball from the release, you may wists®bAnonCVS to update the sources with
changes that have been applied since the release. This lbei@specially relevant if you are updating
the kernel to include the fix for a specific bug, including anarkbility described in a NetBSD Security
Advisory. You might want to get the latest sources on theveglerelease or critical updates branch for
your version, or Security Advisories will usually contairfiarmation on the dates or revisions of the files
containing the specific fixes concerned. Seetion 29.4or more details on the CVS commands used to
update sources from these branches.

Once you have the sources available, you can create a custor@ khis is not as difficult as you might
think. In fact, a new kernel can be created in a few steps wihitthbe described in the following
sections.

31.3 Creating the kernel configuration file

The directories described in this section are i386 spetisers of other architectures must substitute the
appropriate directories, see the subdirectoriesa$ys/arch for alist.

The kernel configuration file defines the type, the number hedharacteristics of the devices supported
by the kernel as well as several kernel configuration optibosthe i386 port, kernel configuration files
are located in théusr/src/sys/arch/i386/conf directory.

Please note that the names of the kernel configuration figekiatorically in all uppercase, so they are
easy to distinguish from other files in that directory:

$ cd /usr/src/sys/arch/i386/conf/

$1s

CARDBUS GENERIC_PS2TINY NET4501

CVs GENERIC_TINY SWINGER
DELPHI GENERIC_VERIEXEC SWINGER.MP
DISKLESS INSTALL VIRTUALPC
GENERIC INSTALL.MP files.i386
GENERIC.FAST_IPSEC INSTALL_LAPTOP kern.ldscript
GENERIC.MP INSTALL_PS2 kern.ldscript.4MB
GENERIC.MPDEBUG INSTALL_SMALL largepages.inc
GENERIC.local INSTALL_TINY majors.i386
GENERIC_DIAGNOSTIC IOPENER std.i386
GENERIC_ISDN LAMB

GENERIC_LAPTOP Makefile.i386

The easiest way to create a new file is to copy an existing otheralify it. Usually the best choice on
most platforms is the GENERIC configuration, as it contaimshdrivers and options. In the
configuration file there are comments describing the opti@msore detailed description is found in the
options(4) man page. So, the usual procedure is:

$ cp CENERI C MYKERNEL
$ vi MYKERNEL
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The modification of a kernel configuration file basically itwes three operations:

1. support for hardware devices is included/excluded irkérael (for example, SCSI support can be
removed if it is not needed.)

2. support for kernel features is enabled/disabled (fomgpte, enable NFS client support, enable
Linux compatibility, ...)

3. tuning kernel parameters.

Lines beginning with “#” are comments; lines are disableadbynmenting them and enabled by
removing the comment character. It is better to commenslinstead of deleting them; it is always
possible uncomment them later.

The output of the dmesg(8) command can be used to determiicé \ifes can be disabled. For each
line of the type:

XXX at  YYy

both XXX andYYY must be active in the kernel configuration file. You'll probahave to experiment a
bit before achieving a minimal configuration but on a desldggtem without SCSI and PCMCIA you
can halve the kernel size.

You should also examine the options in the configuration filé disable the ones that you don’t need.
Each option has a short comment describing it, which is nyreafficient to understand what the
option does. Many options have a longer and more detailectigéen in the options(4) man page.
While you are at it you should set correctly the options faaldime on the CMOS clock. For example:

options RTC_OFFSET=-60

Theadjustkernel Perl script, which is available through pkgsrc, analyzesaitput of dmesg(8) and
automatically generates a minimal configuration file. Itisig adjustkernel basically boils down to:

$ cd /usr/pkgsrc/sysutils/adjustkernel
$ make install

You can now run the script with:

$ cd /usr/src/sys/arch/i 386/ conf
$ adj ustkernel GENERI C > MYKERNEL

This script usually works very well, saving a lot of manuaitied). But be aware that the script only
configures the available devices: you must still configueedtiher options manually.

31.4 Building the kernel manually

Based on your kernel configuration file, either one of theddash configurations or your customised
configuration, a new kernel must be built.

These steps can either be performed manually, or usiniguitesh command that was introduced in
sectionChapter 30This section will give instructions on how to build a natkernel using manual
steps, the following sectioBection 31.5lescribes how to udauild.sh to do the same.
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- Configure the kernel
- Generate dependencies

. Compile the kernel

31.4.1 Configuring the kernel manually

When you've finished modifying the kernel configuration firghfch we’ll call MYKERNE], you should
issue the following command:

$ config MYKERNEL

If MYKERNEoNtains no errors, the config(8) program will create theeasary files for the compilation
of the kernel, otherwise it will be necessary to correct ttiers before running config(8) again.

Notes for crosscompilings:  As the config(8) program used to create header files and Makefile for a
kernel build is platform specific, it is necessary to use the nbconfig program that's part of a newly
created toolchain (created for example with

Jusr/src/build.sh -m sparc64 tools/

). That aside, the procedure is just as like compiling a "native" NetBSD kernel. The command is for
example:

% /usr/src/tool dir.Net BSD- 4. 0-i 386/ bi n/ nbconfi g MYKERNEL

This command has created a directory ../compile/ MYKERNEL with a number of header files defining
information about devices to compile into the kernel, a Makefile that is setup to build all the needed
files for the kernel, and link them together.

31.4.2 Generating dependencies and recompiling manually

Dependencies generation and kernel compilation is pegdriny the following commands:

$ cd ../conpil e/ MYKERNEL
$ make depend
$ make

It can happen that the compilation stops with errors; tharele a variety of reasons but the most
common cause is an error in the configuration file which digattcaught by config(8). Sometimes the
failure is caused by a hardware problem (often faulty RAMpsliithe compilation puts a higher stress
on the system than most applications do. Another typicakésrthe following: option B, active, requires
option A which is not active. A full compilation of the kernedn last from some minutes to several
hours, depending on the hardware.

The result of a successful make command isnitesd file in the compile directory, ready to be
installed.
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Notes for crosscompilings:  For crosscompiling a sparc64 kernel, it is necessary to use the
crosscompiler toolchain’s nbmake-sparc64  shell wrapper, which calls make(1) with all the necessary
settings for crosscompiling for a sparc64 platform:

% cd ../ conpil e/ MYKERNEL/
% /usr/src/tool dir.Net BSD- 4. 0-i 386/ bi n/ nbmake- sparc64 depend
% /usr/src/tool dir.Net BSD 4. 0-i 386/ bi n/ nbmake- spar c64

This will churn away a bit, then spit out a kernel:

text data bss dec hex filename

5016899 163728 628752 5809379 58ade3 netbsd
% 1s -1 netbsd

-rwxr-xr-x 1 feyrer 666 5874663 Dec 2 23:17 netbsd
% file netbsd
netbsd: ELF 64-bit MSB executable, SPARC V9, version 1 (SYSV ), statically linked, not stripped

Now the kernel in the file netbsd can either be transferred to an UltraSPARC machine (via NFS, FTP,
scp, etc.) and booted from a possible harddisk, or directly from the cross-development machine
using NFS.

31.5 Building the kernel using  bui I d. sh

After creating and possibly editing the kernel config files thanual steps of configuring the kernel,
generating dependencies and recompiling can also be dowethesrc/build.sh script, all in one

go:

$ cd /usr/src
$ ./build. sh kernel =MYKERNEL

This will perform the same steps as above, with one smakbdifice: before compiling, all old object
files will be removed, to start with a fresh build. This is ulbpaverkill, and it's fine to keep the old file
and only rebuild the ones whose dependencies have chanmdd.this, add theu option tobuild.sh

$ cd /usr/src
$ ./build.sh -u kernel =MYKERNEL

At the end of its jobpuild.sh  will print out the location where the new compiled kernel tenfound.
It can then be installed.

31.6 Installing the new kernel

Whichever method was used to produce the new kernel file, st maw be installed. The new kernel file
should be copied to the root directory, after saving theipres/version.

# nmv / netbsd /netbsd. old
# mv netbsd /
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Customization can considerably reduce the kernel’s sivthd following exampleetbsd.old is the
install kernel andhetbsd is the new kernel.

-rwxr-xr-x 3 root wheel 3523098 Dec 10 00:13 /netbsd
-rwxr-xr-x 3 root wheel 7566271 Dec 10 00:13 /netbsd.old

The new kernel is activated after rebooting:

# shutdown -r now

31.7 If something went wrong

When the computer is restarted it can happen that the nevelkdoesn’t work as expected or even
doesn’t boot at all. Don’t worry: if this happens, just rebaith the previously saved kernel and remove
the new one (it is better to reboot “single user”):

« Reboot the machine
- Press the space bar at the boot prompt during the 5 secondisloaun
boot:
- Type
> bpoot netbsd.old -s
+ Now issue the following commands to restore the previousioarof the kernel:

# fsck /

# mount /

# nmv netbsd. ol d netbsd
# reboot

This will give you back the working system you started withgdaou can revise your custom kernel
config file to resolve the problem. In general, it's wise tatstdath a GENERIC kernel first, and then
make gradual changes.
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Aggiornare dai sorgenti un
sistema esistente

Note: Ricordarsi di controllare src/UPDATING
(http://cvsweb.NetBSD.org/bsdweb.cgi/src/UPDATING) per gli ultimi cambiamenti.

Se si sta eseguendo un rilascio stabile di NetBSD (come N2#B8 (../releases/formal-3/)), in un
ambiente di produzione, si dovrebbe occasionalmente aggyi®i sorgenti e ricompilare il sistema o il
kernel, al fine di ottenere tutte le correzioni di sicurezza sono state applicate al ramo (branch, NdT)
da quando questo é stato rilasciato.

Note: Il processo di aggiornamento € lo stesso per NetBSD-current, quindi i seguenti passi vanno
effettuati allo stesso modo su -current.

Buona parte dei seguenti passi possono essere fatti dante otelinario. Solo l'installazione del nuovo
kernel e dell’'userland richiedera i privilegi di root. Selnle, nei seguenti esempisr sia scelta come
directory di lavoro, la procedura pu0 aver luogo anche riedlae directory di un utente. Gli utenti
ordinari normalmente non hanno i permessi per effettuard@menti inusr , ma questo puo essere
cambiato da root.

Avere sorgenti aggiornati € un prerequisito per i seguadspSection 29.4nforma sui vari modi per
ottenere o aggiornare i sorgenti per un rilascio, ramo lgtabtorrente (utilizzando CVS).

Riferirsi sempre all’'output dbuild.sh -h e ai file UPDATINGe BUILDING per maggiori dettagli - ne vale
la pena, ci sonmolteopzioni che possono essere impostate sulla riga di comamd@@/mk.conf

32.1 La procedura di aggiornamento

32.1.1 Costruire una nuova userland

[l primo passo € di costruire I'userland:

$ cd /usr/src
$ ./build.sh -U distribution
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32.1.2 Costruire un nuovo kernel

Il prossimo passo costruira il kernel:

$ cd /usr/src
$ ./build.sh -O../obj -T ../tools kernel =<KERNEL>

32.1.3 Installare kernel e userland

L'installazione del nuovo kernel, il riavvio (per assictsieche il nuovo kernel funzioni) e l'installazione
della nuova userland sono i passi finali della proceduragicagamento:

cd /usr/src

su

mv / netbsd /netbsd. ol d

mv /usr/src/sys/ arch/ <ARCH>/ conpi | e/ <KERNEL>/ net bsd /
shutdown -r now

* = H o »

$ cd /usr/src
$ su
# ./build.sh -O../obj -T ../tools -Uinstall=/

Se il nuovo kernehetbsd non si avvia con successo, & possibile tornare ad avviaeerikk
netbsd.old

32.1.4 Aggiornare i file di configurazione del sistema

Eseguire lo scripétcupdate(etcupdate(8)) e seguire le istruzioni dell’output peruovere i file
obsoleti:

# [usr/sbin/etcupdate -s /usr/src

Opzionalmente riavviare per assicurarsi che tutti i sémmiesecuzione stiano utilizzando i nuovi binari:

# shutdown -r now

32.1.5 Sommario

1. Dallaradice dell'albero dei sorgenti:
$ cd /usr/src

2. Costruire l'userland:

$ ./build.sh -O../obj -T ../tools -U -u distribution

3. Costruire il kernel:
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$ ./build.sh -O../obj -T ../tools -U -u kernel =GENERI C
4. Installare il kernel:

$ cd ../obj/sys/arch/ <ARCH>/ conpi | e/ GENERI C
$ su

# mv /netbsd /netbsd. ol d

# cp netbsd /netbsd

5. Riavviare il nuovo kernel:
# shutdown -r now
6. Installare la nuova userland:

$ cd /usr/src
$ su
# ./build.sh -O../obj -T ../tools -Uinstall=/

7. Aggiornare il file di sistema e di configurazione:

# Jusr/sbin/etcupdate -s /usr/src

Note: Nella procedura sopra, I'opzione -u indica un processo di aggiornamento, e che I'operazione
make clean non dovrebbe essere eseguita prima di cominciare il build. Questo & utile quando si
effettua I'aggiornamento da un build precedente e/o da un nuovo build. Lopzione -U consente l'intero
build da utente non-root seguito da un installazione da root.

32.1.6 Alternativa: usare sysinst

E anche possibile utilizzasysinst  per installare un sistema appena costruito. | passi sorguesgi:

1. Costruire un rilascio completo:
$ ./build.sh -O../obj -T ../tools -U-u -x rel ease

2. | setdiinstallazione risultanti saranno nella dirogtisr/obj/releasedir/

3. Copiare il kernel installato nella directory radice deteama NetBSD, riavviare, e aggiornare con
sysinst  (vedereChapter 4.

32.2 Piu dettagli sull'aggiornamento della configurazione e file di
awvio

etcupdate € uno script per aiutare gli utenti a confrontare, unire &itee nuovi file di configurazione

e di avvio (file trovati nel set di distribuzione etc.tgz) dex, /etc e /root dopo aver effettuato
I'aggiornamento del sistema operativo. L'aggiornamertiosistema operativo puo essere stato effettuato
sia compilando i sorgenti che estraendo i binari di distziboe.
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32.2.1 Usare etcupdate con file sorgenti

Nel caso in cui i sorgenti siano in /usr/src i seguenti comedodrebbero essere sufficiente:
# etcupdate

Ma cosa succede se i sorgenti di NetBSD sono in una locazltareativa, come
/home/clamiax/netbsd/src ? Non disperare, basta dire ad etcupdate la locazioneldeliadei
sorgenti con -s srcdir e funzionera bene:

# etcupdate -s /hone/jdoel/ netbsd/src

32.2.2 Usare etcudate con i binari dei set di distribuzione

Talvolta non € possibile avere i sorgenti a disposizioneirdasidera comunque aggiornare i file di
configurazione e di avvio. La soluzione €& di estrarre i fileigirdbuzione desiderati (almeno etc.tgz) e
usare lo switch -b srcdir per dire a etcupdate che non si hiesorgenti ma solo i set di distribuzione
ufficiali.

# nkdir /tnp/tenproot

# cd /tnp/tenproot

# tar xpzf /some/where/etc.tgz
# etcupdate -s /tnp/tenproot

32.2.3 Usare et cnmanage anziché et cupdat e

Lo script in Perletcmanage (disponibile da pkgsrc/sysutils/etcmanage
(http://pkgsrc.se/sysutils/etcmanage) o come pacchattrio) € un’alternativa atcupdate . Dovrebbe
essere usato nel modo seguente, in combinazione con pak(8)s

# [ usr/ pkg/ bi n/ et cmanage
# [usr/sbin/postinstal
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Chapter 33

Building NetBSD installation
media

33.1 Creating custom install or boot floppies for your archit ecture
e.g. 1386

Sometimes you may want to create your own boot or install flegpfor i386 instead of using the
precompiled ones, or tailor the ones built by the NetBSDdosylstem. This section outlines the steps to
do so.

The overall idea is to have a filesystem with some tools (sysis, whatever), and embed this filesystem
as some sort of ramdisk into a NetBSD kernel. The kernel neidslude thendpseudo device to be
able to hold a ramdisk. The kernel with the ramdisk can theput®n removable media or made
available via the net (using NFS or TFTP).

To perform the following steps, you need to be running a Kesita the vnd pseudo device enabled (this
is the default for a GENERIC kernel).

1. First, you must create a valid kernel to put on your floppees. INSTALL. This kernel must include
themdpseudo device, which allows embedding a ramdisk.Geapter 3¥or kernel building
instructions.

2. The next step is to create the ramdisk that gets embedttethenkernel. The ramdisk contains a
filesystem with whatever tools are needed, usually init(8) some tools like sysinst, Is(1), etc. To
create the standard ramdisk, mmake in the src/distrib/i386/ramdisks/ramdisk-big
directory (for NetBSD 3.xsrc/distrib/i386/floppies/ramdisk-big ).

This will create theamdisk.fs  file in the directory. If you want to customize the contentshaf
filesystem, customize that ~ file.

3. Now, the ramdisk gets inserted into the kernel, produaingw kernel which includes the ramdisk,
all in one file. To do so, change into tkee/distrib/i386/instkernel directory (for NetBSD
3.X: src/distrib/i386/floppies/instkernel ) and runmake.

4. The next step is to make one or more floppy images, dependittte size of the kernel (including
the ramdisk). This is done by changing into
Justr/src/distrib/i386/floppies/bootfloppy-big , and runningnake again.

This will create one or two (depending on the size of kernkdsfnamedootl.fs  andboot2.fs
5. Last, transfer these files to the floppies with the commands

# dd if=bootl.fs of=/dev/fdOa bs=36b
# dd if=boot2.fs of=/dev/fdOa bs=36b
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6. Putthe first floppy in the drive and power on!

33.2 Creating a custom install or boot CD with build.sh

Creating custom install or boot CDs is easy whthild.sh. The NetBSD base system includes thakefs
tool for creating filesystems. This tool is used to createiisages. Creating iso-images includes these

tasks:

1. Release build
#./buil d.sh rel ease

2. CD-ROM iso-image build
#./build.sh iso-inmage

Thebuild.sh iso-image command will build a CD-ROM image in
RELEASEDIR/MACHINE/installation

Warning

For now not all architectures are supported. The mac/68k ports doesn’t boot for
now.
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Appendix A.
Information

A.1 Where to get this document

This document is currently available in the following forisia

« HTML (http://www.NetBSD.org/docs/guide/en/index.hjml
« gzip’d PDF (http://www.NetBSD.org/docs/guide/downldaetbsd-en.pdf.gz)
- gzip'd PostScript (http://www.NetBSD.org/docs/guidaithload/netbsd-en.ps.gz)

In addition, this guide is also sold on occasion in printedifat tradeshows and exhibitions, with all
profits being donated to the NetBSD Foundation. On demamdipgimay at some point be available as
well. If you are interested in obtaining a printed and bouaplycof this document, please contact
<www@NetBSD.org>.

A.2 Guide history

This guide was born as a collection of sparse notes that leedaupi, the original author of the NetBSD
Guide, wrote mostly for himself. When he realized that theyld be useful to other NetBSD users he
started collecting them and created the first version of théegusing the groff formatter. In order to
“easily” get a wider variety of output formats (e.g. HTML aRdstScript/PDF), he made the “mistake”
of moving to SGML/DocBook, which is the current format of thaurces. Maintainership was picked up
by the NetBSD project and its developers later, and the fowaa changed to XML/DocBook later due
to better tools and slightly more knowhow on customisations

The following open source tools were used to write and fotimaguide:

- the vi editor which ships with NetBSD (nvi).
- the libxslt parser from GNOME for transforming XML/DocBoako HTML.

- the TeX system from the NetBSD packages collection. TeXéslas a backend to produce the PS
and PDF formats.

. the tgif program for drawing the figures.

- the gimp and xv programs for converting between image fasraatl making small modifications to
the figures.

Many thanks to all the people involved in the developmenhete great tools.
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Appendix B.
Contribuire alla guida a NetBSD

C’eé un interesse sia per la documentazione introduttivgpeinéa documentazione avanzata su NetBSD:
questo & probabilmente un segno dell’'aumento della papotiirquesto sistema operativo e un aumento
dalla sua base utenti. Percio € importante continuare adrggye nuovo materiale su questa guida e
migliorare i testi presenti.

Qualunque sia il tuo livello di esperienza con NetBSD, puritcbuire allo sviluppo di questa guida.
Questa appendice spiega come e cosa devi conoscere prinizatia.

Se sei un principiante e hai trovato questa guida di aiutdg icommenti e consigli a
<www@NetBSD.org>. Per esempio se hai provato qualche cosa descritto qui Banhmzionato nel tuo
caso o pensi che qualche cosa non e descritta chiarament@owsgidea per un nuovo capitolo, ecc.:
questo tipo di feedback & molto utile.

Se sei un utente intermedio o avanzato, considera di cairib nuovi materiali di questa guida:
potresti scrivere un nuovo capitolo o migliorare quellsésiti.

Se hai un po’ di tempo libero potresti tradurre la guida in liredingue.

Indipendentemente da cid che scegli, non inziare senza@u@rci contattato, in modo tale da evitare di
lavorare sullo stesso materiale.

B.1 Tradurre la guida

Se vuoi tradurre la guida la prima cosa da fare e, come si @peatemente detto, contattare
<www@NetBSD.org> 0 scrivere alla mailing list ketbsd-docs@NetBSD.org  >. Ci sono diverse
possibili situazioni:

« qualcun altro sta lavorando sulla traduzione nella tuaiigotresti aiutarlo.

« nessuno sta correntemente lavorando su una traduzioagumelingua, ma qualche capitolo € gia
stato tradotto e puoi tradurre i capitoli rimanenti.

- inizi una nuova traduzione. Certamente non devi tradutta ta guida: € un grosso lavoro, me se inizi
a tradurre uno o due capitoli sara un buon punto di partenzaquadcun altro.

Anche se una traduzione € gia disponibile, & sempre negessantenerla aggiornata quando viene
aggiunto un nuovo materiale o vengono fatte correzionreBtitdiventare il maintainer della traduzione.

B.1.1 Che cosa serve per iniziare una traduzione ?

Tutto quello di cui hai bisogno sinteticamente é:

« isorgentidella guida. Fanno parte di “htdocs”, scaricali@VS (anonimo) come se stessi scaricando
“src” o “pkgsrc” come descritto sChapter 29
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« un editor di testi, come ad esempio vi 0 emacs.

Important: Non iniziare a lavorare con HTML o altri formati: sara molto difficile convertire il tuo
lavoro in XML/DocBook, il formato utilizzato dalla Guida a NetBSD.

B.1.2 Scrivere in XML/DocBook

Per tradurre la guida non necessitimparare XML/DocBook; procurati i sorgenti della Guida a
NetBSD e lavora direttamente su quelli, in modo tale dalizztre gli stessi formati (cioe tag) nella tua
traduzione. Per esempio per tradurre la nota precedentagido

1. aprire con il tuo editor il sorgente inglese del capitadorente ap-contrib.xml
2. trovare il testo della nota precedente. Osserverai haalosa del tipo:

<important>

<para>
Non iniziare a lavorare con HTML o altri formati: sara molto
difficile convertire il tuo lavoro in XML/DocBook, il forma to
utilizzato dalla Guida a NetBSD.

</para>

</important>

3. aggiungilatua traduzione tra i tag, dopo la versione ghese. Il nuovo testo avra un aspetto del
tipo:

<important>

<para>
Non iniziare a lavorare con HTML o altri formati: sara molto
difficile convertire il tuo lavoro in XML/DocBook, il forma to

utilizzato dalla Guida a NetBSD.
| a tua traduzi one va qui
| a tua traduzi one va qui
| a tua traduzi one va qui
</para>
</important>

4. elimina le quattro righe in italiano tra taglasciando la tua traduzione.

<important>
<para>
| a tua traduzi one va qui
| a tua traduzi one va qui
| a tua traduzi one va qui
</para>
</important>

Quando scrivi la traduzione utilizza la stessa indentaz®lo stesso stile di formattazione del testo
originale. VediSection B.3per un esempio.

Un problema che probabilmente affronterai mentre scratiotién DocBook € quello con i caratteri
nazionali (per esempio lettere accentate come “€”). Pulaizdre questi caratteri nel sorgente ma e
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preferibile sostiutirli corentita XML. Per esempio, “@” si scrive “&egrave;”. Certamente cfoefa si che
il testo sorgente sia piu difficile da scrivere e leggereriiinm problema, scrivere, puo essere risolto
utilizzando un buon editor che supporti le macro. Vi ed emelfes sono delle scelte molto popolari
hanno entrambi questa caratteristica e puoi mappare eiecntati della tua tastiera per generare le
entita automaticamente. Per esempio, per vi puoi metteaeiga simile alla seguente nel tuo fikxrc

map! & &egrave;

Appendix Cillustra come installare i software necessari per gendfandL e altri formati dai sorgenti
DocBook. E utile se vuoi controllare il tuo lavoro (per eséorgiccertarti di non aver inavvertitamente
tolto qualche tag) o per vedere come appare, ma non € un itequés una traduzione. Se non vuoi
installare questi software, invia le tue patch e sorgentiaw@NetBSD.org>: li controlleremo e
produrremo i vari formati.

B.2 Inviare i contributi

Se vuoi contribuire con qualche materiale alla guida hadie opzioni, dipende da quanto testo vuoi
scrivere. Se vuoi inviare solo una piccola correzione il mpill semplice € inviarla a
<www@NetBSD.org> tramite e-mail. Se hai intenzione di scrivere una quastigtanziosa di testo,
come una sezione o un capitolo, puoi scegliere tra diversida:

- XML/DocBook; questo ¢ il formato preferito. Se scegli dilizzare questo formato, ottieni i sorgenti
della guida e utilizzali come schema per I'indentazioneferinato e come disposizione del testo, in
maniera tale da lasciare la formattazione coerente.

- text; se la formattazione del testo € semplice, non sar&itiffa conversione del testo al formato
XML.

- altri formati sono accettati se non puoi veramente utiligzeessuno tra i precedenti.

B.3 Schema XML/DocBook

Per la guida si utilizza uno stile di formattazione simileteelip di un programma. Eccone uno schema:

<chapter id="chap-xxxxx">
<titte> Questo <egrave> il titolo di un
capi t ol o</title>

<para>
Questo <egrave> il testo di un paragrafo. Questo
<egrave> il testo di un paragrafo.
Questo <egrave> il testo di un paragrafo. Questo
<egrave> il testo di un paragrafo.
Questo <egrave> il testo di un paragrafo.
</para>
<I-- -->
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<sectl>
<titte> Questo <egrave> il titolo di una
sect 1</title>
<para>
Questo <egrave> il testo di un paragrafo. Questo
<egrave> il testo di un paragrafo.
Questo <egrave> il testo di un paragrafo. Questo
<egrave> il testo di un paragrafo.
Questo <egrave> il testo di un paragrafo.
</para>
e . ->
<sect2>
<titte> Questo <egrave> il titolo di una

sect 2</title>

<para>

Una sect2 <egrave> annidiata dentro a una sect 1.

</para>
</sect2>

</sectl>

<l--

>

<sectl>
<titte> Questo <egrave> il
sect 1</title>

titolo di

<para>
Questa <egrave> una lista:
<itemizedlist>
<listitem>
<para>
testo
</para>
</listitem>
<listitem>
<para>
testo
</para>
</listitem>
</itemizedlist>
</para>

</sectl>
</chapter>

| default sono:

- due spazi per ogni livello di indentazione

un altra
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« linee non piu lunghe di 72 caratteri.

- usare linee di separazione (commenti) tra sectl/sect2.
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Appendix C.
Getting started with
XML/DocBook

This appendix describes the installation of the tools néeéd@roduce a formatted version of the
NetBSD guide. Besides that it contains instructions thatdbe how to build the guide..

C.1 What is XML/DocBook

XML (eXtensible Markup Language) is a language which is usedifine other languages based on
markups, i.e. with XML you can define the grammar (i.e. thédvabnstructs) of markup languages.
HTML, for example, can be defined using XML. If you are a pragnaer, think of XML like the BNF
(Backus-Naur Form): a tool used to define grammars.

DocBook is a markup template defined using XML; DocBook lths valid tags that can be used in a
DocBook document and how they can be combined togetheruliye a programmer, think of DocBook
as the grammar of a language specified with the BNF. For ex@nitglays that the tags:

<para> ... </para>

define a paragraph, and that a <para> can be inside a <sedtftraba <sect1> cannot be inside a
<para>.

Therefore, when you write a document, you write a documebioBook and not in XML: in this
respect DocBook is the counterpart of HTML (although thekupris richer and a few concepts are
different).

The DocBook specification (i.e. the list of tags and ruleggibed a DTD (Document Type Definition).

In short, a DTD defines how your source documents look liketlgives no indication about the format
of your final (compiled) documents. A further step is reqditae DocBook sources must be converted
to some other representation like, for example, HTML or POtis step is performed by a tool like Jade,
which applies the DSSSL transforms to the source docum&H3D (Document Style Semantics and
Specification Language) is a format used to definestiiiesheetaecessary to perform the conversion
from DocBook to other formats. The build structure for thédgualso supports the XSL (Extensible
Stylesheet Language) stylesheet language xBliproc program is used for transforming XML with
XSL stylesheets.

C.2 Installing the necessary tools

All the tools that are needed to generate the guide in vafmusats can be installed through the
netbsd-wwwnetbsd-dogcandnetbsd-doc-printmeta-packages. Together thetbsd-do@andnetbsd-www
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packages install everything that is needed to generate Th&l Hrersion of the guide. To be able to
generate printable formats, such as Postscript and PO&|litiee netbsd-doc-prineta-package.

Supposing that a current pkgsrc tree is installefdsatpkgsrc ~ , you can install all these
meta-packages with:

cd /usr/pkgsrc/ neta-pkgs/ net bsd- www

meke instal

cd /usr/pkgsrc/ neta-pkgs/ net bsd- doc

meke instal

cd /usr/pkgsrc/ neta-pkgs/ net bsd-doc-print
nmake instal

R e ]

C.3 Using the tools

This section provides an overview of how the guide can be dechfrom XML to any of the following
target formatshtml, html-split, ascii, ps andpdf. Creating all formats is the default. To produce any of
the above output formats, rumake with the format(s) as argument.

Let's look at a few examples.

Before looking at the output generated in any of the abovetimeed formats, integrity of the XML
structure has to be ensured. This can be done by rumméaig lint:

$ cd htdocs/ gui de/ en
$ make lint

Fix any errors you may get. When working on the contents ofjtide, you may want to produce the
HTML version to have a look at it for proofreading:

$ cd htdocs/ gui de/ en
$ make htm -split

After this, please update the Postscript and PDF versiotieeajuide too. The command for this is:

$ cd htdocs/ gui de/ en
$ nake pdf

Before you go and commit the generated files, please maketsirgou commit the XML files first,
then re-generated all formats, i.e. the procedure wouldbething like:

$ cd htdocs/ gui de/ en

$ cvs commit *.xn

$

$ nmeke lint

$ nmake

$ meke install-doc

$

$ cd .

$ cvs commit en downl oad

347



Appendix C. Getting started with XML/DocBook

When runningnake with no argument, all formats will be re-generated. Thishis default way to build
the guide for the NetBSD.org website.

C.4 Language-specific notes

C.4.1 Enabling hyphenation for the Italian language

The NetBSD guide is currently available in three languagesjlish, French and Italian. Of these, only
English and French are automatically hyphenated by TeXuifodn hyphenation for the Italian
language, some simple steps are required:

Edit /usr/pkg/share/texmf/tex/generic/config/language.da t and remove the commerst(
from the line of the Italian hyphenation. l.e.

%italian ithyph.tex
becomes
italian ithyph.tex

Note: As more translations of the guide become available, you will probably need to enable other
hyphenation patterns as well.

Now the latex and pdflatex formats must be recreated:

# cd /usr/pkg/ share/texnf/web2c
# fmtutil --byfnmt |atex
# fnmtutil --byfnt pdflatex

If you check, for exampldatex.log ~ you will find something like:

Babel <v3.6Z> and hyphenation patterns for american, frenc h, german,
ngerman, italian, nohyphenation, loaded.

Please note that there are many ways to perform these apezadiepending on your level of expertise
with the TeX system (mine is very low). For example, you caudé the "texconfig" interactive program,
or you could recreate the formats by hand usingtéxgrogram.

If you know a better way of doing the operations describethis appendix, please let me know.

C.5 Links

The official DocBook home page (http://www.oasis-openaogbook/) is where you can find the
definitive documentation on DocBook. You can also read entindownload a copy of the book
DocBook: The Definitive Guide (http://www.oasis-open/dacbook/documentation/reference/) by
Norman Walsh and Leonard Muellner.
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For DSSSL start looking at http://nwalsh.com.
XSL is described at http://www.w3.0rg/Style/XSL/.

Jade/OpenJade sources and info can be found on the OpendaeRdge
(http://openjade.sourceforge.net/).

If you want to produce Postscript and PDF documents from jdmaBook source, look at the home
page of JadeTex (http://sourceforge.net/projects/gdet
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D.3 Licenses

D.3.1 Federico Lupi’s original license of this guide

Redistribution and use in source and binary forms, with aheut modification, are permitted provided
that the following conditions are met:

1. Redistributions of source code must retain the aboveragimynotice, this list of conditions and the
following disclaimer.

2. Redistributions in binary form must reproduce the ab@mydght notice, this list of conditions and
the following disclaimer in the documentation and/or ottmaterials provided with the distribution.

3. All advertising materials mentioning features or usehif software must display the following
acknowledgement: This product includes software develdyya-ederico Lupi for the NetBSD
Project.

4. The name of the author may not be used to endorse or promuataqgis derived from this software
without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR “AS IS” AND ANY EXPRES OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE BCLAIMED. IN
NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT,INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDINGBUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF U3A&TA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANTHEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OFHIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

D.3.2 Networks Associates Technology’s license on the PAM a rticle

Copyright (c) 2001-2003 Networks Associates Technology, |
All rights reserved.
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This software was developed for the FreeBSD Project by T3étkAS and
Network Associates Laboratories, the Security Researeisibn of

Network Associates, Inc. under DARPA/SPAWAR contract N6B@1-C-8035
("CBOSS"), as part of the DARPA CHATS research program.

Redistribution and use in source and binary forms, with dhouit

modification, are permitted provided that the following didions

are met:

1. Redistributions of source code must retain the aboveragipty
notice, this list of conditions and the following disclaime

2. Redistributions in binary form must reproduce the ab@mydght
notice, this list of conditions and the following disclaime the
documentation and/or other materials provided with th&idigtion.

3. The name of the author may not be used to endorse or promote
products derived from this software without specific prioitien
permission.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND CONTRIBUTORS "AS” AND

ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMI'ED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORSBE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARYOR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBBITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INRERTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARSING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBIY OF

SUCH DAMAGE.

D.3.3 Joel Knight's license on the CARP article

Copyright (c) 2005 Joel Knight <enabled@myrealbox.com>

Permission to use, copy, modify, and distribute this docutatén for
any purpose with or without fee is hereby granted, providied the
above copyright notice and this permission notice appealt copies.

THE DOCUMENTATION IS PROVIDED "AS IS" AND THE AUTHOR DISCLAMS ALL
WARRANTIES WITH REGARD TO THIS DOCUMENTATION INCLUDING ALLIMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL THE
AUTHOR BE LIABLE FOR ANY SPECIAL, DIRECT, INDIRECT, OR CONSQUENTIAL
DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF USBATA OR
PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR OHR
TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USER
PERFORMANCE OF THIS DOCUMENTATION
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